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UAT Testing Overview 
• Goal 

– Confirm that the caDSR Password Change Station 
features are successfully working 

• Test Approach 
– Access the caDSR Password Change Station in the 

STAGE environment  
• https://cadsrpasswordchange-

stage.nci.nih.gov/cadsrpasswordchange/ 
• *** Must be accessed inside the firewall  

– Perform UAT Testing 
– Provide feedback via e-mail (gaheens@mail.nih.gov, 

warzeld@mail.nih.gov, jj.pan@nih.gov) by: 3/18/2013 

https://cadsrpasswordchange-stage.nci.nih.gov/cadsrpasswordchange/ 
 

*** Must be accessed from within the NIH firewall *** 

https://cadsrpasswordchange-stage.nci.nih.gov/cadsrpasswordchange/
https://cadsrpasswordchange-stage.nci.nih.gov/cadsrpasswordchange/
mailto:gaheens@mail.nih.gov
mailto:warzeld@mail.nih.gov
mailto:jj.pan@nih.gov
https://cadsrpasswordchange-stage.nci.nih.gov/cadsrpasswordchange/


caDSR Password Change Station Features 
• Allow caDSR users to change their password 
• Expire passwords after sixty (60) days 
• Send password expiration notifications 
• Enforce caDSR password restrictions 

– Note: caDSR passwords are not case sensitive  
• Lock caDSR user accounts on six (6) invalid login 

attempts 
• Allow caDSR users to create three (3) security questions 

and answers in support of password reset 
• Allow caDSR users to reset their password (user forgot 

password, user account locked) 



Changes Made from User Evaluation (1 of 2) 

JIRA # Feature Change Made 

CADSRPASSW-31 Main Screen Added Warning: Security questions must be 
created in order to reset a password if a password 
is forgotten or locked. 

CADSRPASSW-33 All Added pager headers for all features (e.g. Setup 
Security Questions, Change Password) 

CADSRPASSW-26 Change 
Password, 
Reset 
Password 

Provided appropriate messages when a user tries 
to re-use an existing password 

CADSRPASSW-29 Change 
Password, 
Reset 
Password 

A message is displayed indicating that an account 
is locked when an account has been locked due to 
six invalid attempts. 

https://tracker.nci.nih.gov/browse/CADSRPASSW-31
https://tracker.nci.nih.gov/browse/CADSRPASSW-33
https://tracker.nci.nih.gov/browse/CADSRPASSW-26
https://tracker.nci.nih.gov/browse/CADSRPASSW-29


Changes Made from User Evaluation (2 of 2) 
JIRA # Feature Change Made 

CADSRPASSW-34, 
CADSRPASSW-35 

Change Password, 
Reset Password 

Displayed instructional text on the top of the 
page and removed redundant instructions. 
Indented bulleted instructions. 

CADSRPASSW-36 Change Password, 
Reset Password 

The system now navigates the user back to 
the main screen upon successful password 
change 

CADSRPASSW-27 Forgot My 
Password, Unlock 
My Password 

Changed instructional text to: “You will be 
prompted to answer your security questions.” 

CADSRPASSW-41 Forgot My 
Password, Unlock 
My Password 

When answering the security questions, the 
cursor is now positioned in the text box ready 
for the users input   

CADSRPASSW-42 Forgot My 
Password, Unlock 
My Password 

Enforced a limit  for answering security 
questions.  The user account will be locked 
whenever 6 invalid attempts have been made.  

https://tracker.nci.nih.gov/browse/CADSRPASSW-34
https://tracker.nci.nih.gov/browse/CADSRPASSW-35
https://tracker.nci.nih.gov/browse/CADSRPASSW-36
https://tracker.nci.nih.gov/browse/CADSRPASSW-27
https://tracker.nci.nih.gov/browse/CADSRPASSW-41
https://tracker.nci.nih.gov/browse/CADSRPASSW-42


caDSR Password Change Station Feature Testing 
• Allow caDSR users to change their password 
• Allow caDSR users to create three (3) security questions 

and answers in support of password reset 
• Allow caDSR users to reset their password if they have 

forgotten their password 
• Allow caDSR users to unlock their password 



caDSR Password Change Station Home Page 



Setup Security Questions 



Change Password 



Forgot My Password/Unlock My Password 



References 
• caDSR Password Change Station STAGE Application 

– https://cadsrpasswordchange-
stage.nci.nih.gov/cadsrpasswordchange/ 

• caDSR Password Change Station Use Cases (project 
wiki) 
– https://wiki.nci.nih.gov/x/-wHgB 

• caDSR Password Change Station Help Documentation 
– https://wiki.nci.nih.gov/x/vADgB 

• caDSR Password Change Station Release Notes 
– https://wiki.nci.nih.gov/x/nIgZBQ 
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