[bookmark: _GoBack]caDSR Password Change Station User Acceptance Testing (UAT) Evaluation Results
The table below identifies feedback received during the caDSR Password Change Station UAT Evaluation along with the response to the feedback post analysis. All feedback is maintained in the caDSR Password Change JIRA Tracker.
	JIRA #
	Feature
	UAT Evaluation Feedback
	Response

	CADSRPASSW-31
	Main Screen
	On the main screen a sentence that says something like "If you are a first time user, please setup your security questions before using other options."
	A message can be added to the main screen indicating: “Warning: Security questions must be created in order to reset a password if a password is forgotten or locked .”

	CADSRPASSW-33
	All Features
	Page headers should reflect the feature selected.  For example, when a user selects “Change Password”, the title on the Change Password Page should be “Change Password” and not “caDSR Password Change Station”
	The page headers for all features:  Setup Security Questions, Change Password, Forgot My Password, and Unlock My Password will be changed.

	CADSRPASSW-26
	Change Password; Reset Password
	Ensure that appropriate messages are provided to a user such as the "Cannot reuse x previous passwords" if a user attempts to reuse an earlier password.
	An error message will be displayed on the change password screen and the reset password screen indicating “You are trying to reuse a password that you have used recently. Please try another password.” [Note: This is the message that the NIH password change station displays]

	CADSRPASSW-34
	Change Password; Reset Password
	There are two lines of instructional text on the password change screen - the second one seems redundant. 
	Plan to combine the two lines of instructional text: 
1) Use this screen to change your password. You may login here with an expired password.
2) Please provide your login credentials and your desired new password (repeated to avoid typos).
New instructional text displayed at the top:
“Please provide your login credentials and a new password (repeated). You may login with an expired password”.
The bullets at the bottom of the page will be indented. 

	CADSRPASSW-35
	Change Password; Reset Password
	If possible I would put the constraints above or to the side of the fields to be entered.  As a user I am always looking for the restrictions of the system I am currently in when creating a new password, especially for a system I may not use on a daily basis.  I had to scroll to get to this information.
Move the bullet list at the bottom to a position to the right of the margin of the list of instructions about construction of the password
	The restrictions will be placed above similar to the NIH password change station.
The bulleted list of password character restrictions will be indented under the instruction on the categories.

	CADSRPASSW-36
	Change Password; Reset Password
	Once the password was changed and I got to the confirmation screen, unless there will be other choices as to where I can go from that screen, I would just have a “click to continue” button (rather than the link at the top) or maybe you could be returned to the top menu with the message of the successful change displayed there.
	Plan to navigate the user back to the main screen upon successful password change.  The message that the password was successfully changed will be displayed on the main page.

	CADSRPASSW-26
	Change Password; Reset Password
	Testing the UATDEV20 account
· Required at least 8 characters for new PW
· Did not reject reuse of same password with a ‘can’t reuse password message’ but said ‘Password must contain characters from at least three of these groups: capital letters, lower case letters, numerics, and specials -> _$#”
	An error message will be displayed on the change password screen and the reset password screen indicating “You are trying to reuse a password that you have used recently. Please try another password.” [Note: This is the message that the NIH password change station displays]

	CADSRPASSW-29
	Change Password; Reset Password 
	Testing with caDSR DEV Account
· Did not give an account locked message with more than six incorrect entries - just let me keep failing
· Allowed reuse of old password when unlocking or changing a PW - did not force a password change
· Did not require the use of a number in the a new password
· Did not require the use of 8 characters in a new password (worked multiple times when the PW was only 7 characters)
· Did not require an uppercase in the PW
	The UAT Tester caDSR account did not apply the cadsr_user profile which enforces the password restrictions.  The UAT Tester did some validation on the DEV tier (in July) before a new definition type that was requested was promoted to other tiers. The UAT Tester caDSR password had expired, so the cadsr_user profile was removed from the caDSR account prior to unlocking it. The cadsr_user profile was not re-applied so the caDSR account was not configured correctly for the new security requirements.
The procedures for deploying the caDSR Password Change Station will involve applying the cadsr_user profile to the users account.  For UAT test purposes, the cadsr_user profile should be re-applied to all UAT Testers during UAT Testing on STAGE.
A message should be displayed indicating that an account is locked when an account has been locked due to six invalid attempts.  The message should display:  “Your account has been locked due to six invalid login attempts.  Please unlock your account through Unlock My Password or contact the NCI Helpdesk at ncicb@pop.nci.nih.gov or toll free phone number: 888-478-4423”.

	CADSRPASS-37
	Change Password; Reset Password
	I think you should be able to change/edit your password on the same day.
Note: I could not actually complete the forgot my password and unlock password option since I had already changed my password, I could not verify if there were error messages for too short (< 8 characters), too long (> 30 characters) or if I tried to reuse my previous password.  I assumed there are but just wanted to mention for completeness.
	This restriction cannot be changed as it was implemented to meet NIH password guidelines.
It is noted that the password reset could not be evaluated by the UAT evaluator due to this required restriction.

	CADSRPASSW-38
	Create Security Questions
	Would it be possible to put all three security questions on one form – user could then answer and submit rather than having to repeat the submit three times.  If one is incorrect, provide the ability for the user to edit that one while keeping the correct values entered.
	This is not recommended due to security concerns.  A user can enter another user’s User ID and would be able to access all of the security questions that were submitted by the user on one page.  Having separate forms for each question ensures that another user will only see subsequent questions after a question is correctly answered making it difficult for a user to guess the answers to questions from another user.  The approach implemented emulates the current NIH password change station which has one question per form.

	CADSRPASSW-39
	Create Security Questions
	What if someone forgets their security questions?  My favorite actor today could be Brad Pitt but in 2 months it could be George Clooney.  Would I then just go into the system and change my security questions?
	The edit security question feature is not supported. An authenticated user can go in and create new security questions and answers.  The new questions and answers will overwrite the previous. 

	CADSRPASSW-40
	Create Security Questions
	After creating the security questions, logging out and then back in with the intent to change one of my security questions, I noticed a couple things:
My current questions and responses did not display once I entered my Login ID and password; instead I got the error message “You need to setup all security questions and answers. Please try again“
I was prompted to change all my questions; I think you should be able to change/update only 1 question.
After the error message ; none of the fields were populated.  I would expect the Login ID field to remain, and the password with maybe some character like “*” as well as my 3 existing questions and responses to appear.
	A user cannot edit security questions.  A user can create new security questions which will overwrite any existing questions.  
The error message will display if the user submits the form without completing all security questions.
The error message should not reset fields that were already submitted.  Can leave login but not pwd.

	CADSRPASSW-27
	Forgot My Password; Unlock My Password
	When logging in to the security questions, change text to read ‘You will be prompted to answer your security questions.’ So it is clear that the questions are the ones your chose.
	The text on the forgot your password and unlock your password will be changed from: 
“You will be prompted to answer security Questions.”
To:
“You will be prompted to answer your security questions.”

	CADSRPASSW-41
	Forgot My Password; Unlock My Password
	When answering the challenge questions, the cursor should be positioned in the text box ready for the users input.  I had to click into the box after answering each questions even though the question automatically advanced.
	The cursor can be positioned in the text box

	CADSRPASSW-42
	Forgot My Password; Unlock My Password
	If you don’t get a security question’s answer right, I see that a message pops up to try again.  Will there be a limit on how many tries you have to answer before your account is locked or some other message appears?  I had unlimited tries to guess or remember the answer.
How many attempts does someone get to answer the security questions correctly?  Would it ever lock?
	Policies do not address handling of security questions; however, we will enforce a limit.  The user account will be locked whenever 6 invalid attempts have been made.  

	CADSRPASSW-36
	Change Password; Reset Password
	Under the Change Password, it would be nice to see a verification that the password was changed successfully.
	Plan to navigate the user back to the main screen upon successful password change.  The message that the password was successfully changed will be displayed on the main page.

	Will be added as JIRA/GForge items for password protected tools in scope
	caDSR Tools
	Make sure there is a link to the password station in each of the password protected tools.
	Will need to be addressed during each caDSR tool release cycle.  

	Will be added as JIRA/GForge items for password protected tools in scope
	caDSR Tools
	On caDSR tool login screens, tell a user that an account will be locked after six incorrect entries and add a link to the password station.
	Will need to be addressed once a caDSR tool is modified to include the link to the password change station.   

	CADSRPASSW-28
	Application Server
	Link in the PowerPoint needs a slash at the right end.
	The Systems Team has been contacted regarding the Apache Setup.  A “/” should not be required at the end of the URL.  Apache can be configured to allow this.



