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1.0
Introduction
1.1
Purpose

This NCI Term Form V2.2 Test Report provides a summary of the results of tests performed and request the approval to move from QA tier to Stage tier.
2.0
Test Summary
Project Name:  Enterprise Vocabulary Services (EVS)
System Name: NCI Term Form
Version Number: 2.2
Additional Comments: None
	Testing type
	Test Summary
	Notes

	Regression Testing
	Regression testing performed on NCI Term Form V2.2 Tags:
· 2013-03-25.1-v2.2 
· 2013-03-27.1-v2.2
· 2013-03-29.1-v2.2
· 2013-04-08.3-v2.2
· 2013-04-15.1-v2.2
· 



	All fixed\resolved issue tickets verified by QA.
HPQC Test Plan Location:

\\ncifs-p089.nci.nih.gov\group\NCICB\QA\QA Workspace\EVS NCI Term Browser\NCI Term Form\NCI Term Form V2.2\NCI Term Form V2.2 Artifacts - QA\HPQC Test Plan

	App Scan Testing
	CBIIT Security Engineering Team completed an App Scan against the QA instance of NCI Term Form V2.2 on 3/25/2013.

	Security Engineering Team found no critical vulnerabilities.

	Section 508 Testing
	Accenture site scan against ncitermform-qa.nci.nih.gov was conducted.
	Section 508 Scorecard shows an overall Accessibility of the site to be 100.00%.


3.0
Test Assessment

Manual regression testing was successfully executed and validated against each tag release of NCI Term Form V2.2. Reported product defects were resolved by the Development team and verified by QA.  No new defects were detected with the last tag released to QA.  
4.0
Test Results

The following sections describe in detail the tests performed, the results, and issues or bugs discovered during the tests.
4.1
 TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Unit/Module/System Testing

These tests were performed in prior releases by the Development team and were not part of the QA testing cycles.
4.2
 TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Regression Testing
The table below summarizes the test cases employed for regression testing and the test results obtained for each test case.  Test cases are created, executed, and tracked in HP Quality Center.
	4.2.1 


· 
· 
· 
· 
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	4.2.2 
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· 
· 
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	4.2.1  TAG  2013-04-15.1-v2.2
Release Note:

This tag addresses:

· [GF#32712] Accessibility and FOIA links on the Term Suggestion and Term Contact Us page leads to outdated unavailable pages.

· [GF#32713] Inconsistent Labeling: 'code' should be Capitalized.

· [GF#32714] CDISC Term Suggestion: Under Quick Links is "New Term Request: Browse" - Selecting on the link goes to a GForge page


	                                                                                                  Total: 27                    Passed: 27                 Failed: 0

	Test Name
	Type
	Status
	Note

	[1]GF#32712 Accessibility and FOIA links on the Term Suggestion and Term Contact Us page leads to outdated unavailable pages.
	MANUAL
	Passed
	

	[1]GF#32713 Inconsistent Labeling code should be Capitalized.
	MANUAL
	Passed
	

	[1]GF#32714 CDISC Term Suggestion Under Quick Links is New Term Request Browse - Selecting on the link goes to a GForge page
	MANUAL
	Passed
	

	[1]Ensure an unreadable CAPTCHA can be refreshed.
	MANUAL
	Passed
	

	[1]Ensure email is not sent when incorrect CAPTCHA  is entered.
	MANUAL
	Passed
	

	[1]Ensure email request is sent when correct CAPTCHA is entered.
	MANUAL
	Passed
	

	[1]Ensure failing to enter CAPTCHA will not allow user to submit change request email
	MANUAL
	Passed
	

	[1]Ensure build, version and tag information appear in page source.
	MANUAL
	Passed
	

	[1]Ensure email contains all fields
	MANUAL
	Passed
	

	[1]Ensure email is sent and user is asked if they want to send another.
	MANUAL
	Passed
	

	[1]Ensure entry of multiple email addresses separated by a comma in the CDISC will still submit.
	MANUAL
	Passed
	

	[1]Ensure required fields are actually required.
	MANUAL
	Passed
	

	[1]Ensure the caDSR specific default values are recorded in email
	MANUAL
	Passed
	

	[1]Ensure the CLEAR button returns all fields to default values.
	MANUAL
	Passed
	

	[1]Ensure the retry button on the CDISC submissions page works properly on Firefox.
	MANUAL
	Passed
	

	[1]Ensure user can enter multiple Term Suggestions.
	MANUAL
	Passed
	

	[1]Ensure user is able to enter various characters.
	MANUAL
	Passed
	

	[1]Verify message after a successful email has been sent out.
	MANUAL
	Passed
	

	[1]Verify CAPTCHA in CDISC term form.
	MANUAL
	Passed
	

	[1]Verify emailing with default value.
	MANUAL
	Passed
	

	[1]Verify entry of non-valid email address.
	MANUAL
	Passed
	

	[1]Verify presence of Skip Navigation link.
	MANUAL
	Passed
	

	[1]Verify Unable to read this image link.
	MANUAL
	Passed
	

	[1]Verify use of valid non NIH email address.
	MANUAL
	Passed
	

	[1]Verify valid submission with email delivery.
	MANUAL
	Passed
	

	[1]Verify warning message with invalid CAPTCHA.
	MANUAL
	Passed
	

	[1]Verify when required fields are not filled in that a warning message is presented.
	MANUAL
	Passed
	


	4.2.2   TAG  2013-04-08.3-v2.2
Release Note:

This tag addresses:

· [GF#32698] When entering email address in the email field or entering the CAPTCHA text into the CAPTCHA filed, hitting enter clear the entire form without any warning popup.

· [GF#32703] When not inputting entry in a required field, clicking submit has nonspecific messaging to the end user.

· [GF#32087] Move the Email Option message to the top of the screen.

· [GF#32701] When clicking on the Clear button, there is no Clear confirmation popup presented.


	                                                                                                  Total: 28                    Passed: 28                 Failed: 0 

	Test Name
	Type
	Status
	Note

	[1]GF#32698 When entering email address in the email field or entering the CAPTCHA text into the CAPTCHA filed, hitting enter clear the entire form without any warning popup.
	MANUAL
	Passed
	

	[1]GF#32701 When clicking on the Clear button, there is no Clear confirmation popup presented.
	MANUAL
	Passed
	

	[1]GF#32703 When not inputting entry in a required field, clicking submit has nonspecific messaging to the end user.
	MANUAL
	Passed
	

	[1]GF#32087 Move the Email Option message to the top of the screen
	MANUAL
	Passed
	

	[1]Ensure build, version and tag information appear in page source.
	MANUAL
	Passed
	

	[1]Ensure email contains all fields
	MANUAL
	Passed
	

	[1]Ensure email is sent and user is asked if they want to send another.
	MANUAL
	Passed
	

	[1]Ensure entry of multiple email addresses separated by a comma in the CDISC will still submit.
	MANUAL
	Passed
	

	[1]Ensure required fields are actually required.
	MANUAL
	Passed
	

	[1]Ensure the caDSR specific default values are recorded in email
	MANUAL
	Passed
	

	[1]Ensure the CLEAR button returns all fields to default values.
	MANUAL
	Passed
	

	[1]Ensure the retry button on the CDISC submissions page works properly on Firefox.
	MANUAL
	Passed
	

	[1]Ensure user can enter multiple Term Suggestions.
	MANUAL
	Passed
	

	[1]Ensure user is able to enter various characters.
	MANUAL
	Passed
	

	[1]Verify message after a successful email has been sent out.
	MANUAL
	Passed
	

	[1]Verify CAPTCHA in CDISC term form.
	MANUAL
	Passed
	

	[1]Verify emailing with default value.
	MANUAL
	Passed
	

	[1]Verify entry of non-valid email address.
	MANUAL
	Passed
	

	[1]Verify presence of Skip Navigation link.
	MANUAL
	Passed
	

	[1]Verify Unable to read this image link.
	MANUAL
	Passed
	

	[1]Verify use of valid non NIH email address.
	MANUAL
	Passed
	

	[1]Verify valid submission with email delivery.
	MANUAL
	Passed
	

	[1]Verify warning message with invalid CAPTCHA.
	MANUAL
	Passed
	

	[1]Verify when required fields are not filled in that a warning message is presented.
	MANUAL
	Passed
	


	4.2.3  TAG  2013-03-29.1-v2.2
Release Note:

This tag addresses:

· [GF#32698] When entering email address in the email field or entering the CAPTCHA text into the CAPTCHA filed, hitting enter clear the entire form without any warning popup.

· [GF#32699] Parentheses are showing up in the email as &#40; and &#41;

· [GF#32700] When not entering the CAPTCHA characters the resulting message needs to be more specific.

· [GF#32702] Quote, Less Than, Greater Than, and Apostrophe shows up in the Term Form email in their equivalent html form.


	                                                                                                  Total: 29                    Passed: 27                 Failed: 2

	Test Name
	Type
	Status
	Note

	[1]GF#32698 When entering email address in the email field or entering the CAPTCHA text into the CAPTCHA filed, hitting enter clear the entire form without any warning popup.
	MANUAL
	Failed
	Reopened GForge # 32698. Term From was being cleared when hitting the Enter key.

	[1]GF#32699 Parentheses are showing up in the email as &#40; and &#41;
	MANUAL
	Passed
	

	[1]GF#32700 When not entering the CAPTCHA characters the resulting message needs to be more specific.
	MANUAL
	Passed
	

	[1]GF#32702 Quote, Less Than, Greater Than, and Apostrophe shows up in the Term Form email in their equivalent html form.
	MANUAL
	Passed
	

	[1]Ensure an unreadable CAPTCHA can be refreshed.
	MANUAL
	Passed
	

	[1]Ensure email is not sent when incorrect CAPTCHA  is entered.
	MANUAL
	Passed
	

	[1]Ensure email request is sent when correct CAPTCHA is entered.
	MANUAL
	Passed
	

	[1]Ensure failing to enter CAPTCHA will not allow user to submit change request email
	MANUAL
	Passed
	

	[1]Ensure additional message appears at bottom of page.
	MANUAL
	Passed
	

	[1]Ensure build, version and tag information appear in page source.
	MANUAL
	Passed
	

	[1]Ensure email contains all fields
	MANUAL
	Passed
	

	[1]Ensure email is sent and user is asked if they want to send another.
	MANUAL
	Passed
	

	[1]Ensure entry of multiple email addresses separated by a comma in the CDISC will still submit.
	MANUAL
	Passed
	

	[1]Ensure required fields are actually required.
	MANUAL
	Passed
	

	[1]Ensure the caDSR specific default values are recorded in email
	MANUAL
	Passed
	

	[1]Ensure the CLEAR button returns all fields to default values.
	MANUAL
	Passed
	

	[1]Ensure the retry button on the CDISC submissions page works properly on Firefox.
	MANUAL
	Passed
	

	[1]Ensure user can enter multiple Term Suggestions.
	MANUAL
	Passed
	

	[1]Ensure user is able to enter various characters.
	MANUAL
	Passed
	

	[1]Verify message after a successful email has been sent out.
	MANUAL
	Passed
	

	[1]Verify CAPTCHA in CDISC term form.
	MANUAL
	Passed
	

	[1]Verify emailing with default value.
	MANUAL
	Passed
	

	[1]Verify entry of non-valid email address.
	MANUAL
	Passed
	

	[1]Verify presence of Skip Navigation link.
	MANUAL
	Passed
	

	[1]Verify Unable to read this image link.
	MANUAL
	Passed
	

	[1]Verify use of valid non NIH email address.
	MANUAL
	Passed
	

	[1]Verify valid submission with email delivery.
	MANUAL
	Passed
	

	[1]Verify warning message with invalid CAPTCHA.
	MANUAL
	Passed
	

	[1]Verify when required fields are not filled in that a warning message is presented.
	MANUAL
	Failed
	Entered GForge # 32703: When not inputting entry in a required field, clicking submit has nonspecific messaging to the end user.


	4.2.4  Tag 2013-03-27.1-v2.2

Release Note:

This tag addresses:

· [GF#32696] Section 508: Electronic Forms Violation: Form Label missing for <textarea> poses difficulty for assistive technology to access.

· [GF#32697] Section 508: Electronic Forms Violation: Contact Us Page: Form Label missing for <textarea> poses difficulty for assistive technology to access.


	                                                                                         Total: 29                   Passed: 25                  Failed: 4

	Test Name
	Type
	Status
	Note

	[1]GF#32696 Section 508 Electronic Forms Violation Form Label missing for textarea poses difficulty for assistive technology to access.
	MANUAL
	Passed
	

	[1]GF#32697 Section 508 Electronic Forms Violation Contact Us Page Form Label missing for textarea poses difficulty for assistive technology to access.
	MANUAL
	Passed
	

	[1]Ensure an unreadable CAPTCHA can be refreshed.
	MANUAL
	Passed
	

	[1]Ensure email is not sent when incorrect CAPTCHA  is entered.
	MANUAL
	Passed
	

	[1]Ensure email request is sent when correct CAPTCHA is entered.
	MANUAL
	Passed
	

	[1]Ensure failing to enter CAPTCHA will not allow user to submit change request email
	MANUAL
	Failed
	Entered GForge # 32700: When not entering the CAPTCHA characters the resulting message needs to be more specific.

	[1]Ensure additional message appears at bottom of page.
	MANUAL
	Passed
	

	[1]Ensure build, version and tag information appear in page source.
	MANUAL
	Passed
	

	[1]Ensure email contains all fields
	MANUAL
	Passed
	

	[1]Ensure email is sent and user is asked if they want to send another.
	MANUAL
	Passed
	

	[1]Ensure entry of multiple email addresses separated by a comma in the CDISC will still submit.
	MANUAL
	Passed
	

	[1]Ensure required fields are actually required.
	MANUAL
	Passed
	

	[1]Ensure the caDSR specific default values are recorded in email
	MANUAL
	Passed
	

	[1]Ensure the CLEAR button returns all fields to default values.
	MANUAL
	Failed
	Entered GForge # 32698: When entering email address in the email field or entering the CAPTCHA text into the CAPTCHA filed, hitting enter clear the entire form without any warning popup.

	[1]Ensure the retry button on the CDISC submissions page works properly on Firefox.
	MANUAL
	Passed
	

	[1]Ensure user can enter multiple Term Suggestions.
	MANUAL
	Passed
	

	[1]Ensure user is able to enter various characters.
	MANUAL
	Failed
	Entered GForge # 32702: Quote, Less Than, Greater Than, and Apostrophe shows up in the Term Form email in their equivalent html form.
Entered GForge # 32699: Parentheses are showing up in the email as &#40; and &#41;



	[1]Verify message after a successful email has been sent out.
	MANUAL
	Passed
	

	[1]Verify CAPTCHA in CDISC term form.
	MANUAL
	Passed
	

	[1]Verify emailing with default value.
	MANUAL
	Passed
	

	[1]Verify entry of non-valid email address.
	MANUAL
	Passed
	

	[1]Verify presence of Skip Navigation link.
	MANUAL
	Passed
	

	[1]Verify Unable to read this image link.
	MANUAL
	Passed
	

	[1]Verify use of valid non NIH email address.
	MANUAL
	Passed
	

	[1]Verify valid submission with email delivery.
	MANUAL
	Passed
	

	[1]Verify warning message with invalid CAPTCHA.
	MANUAL
	Passed
	

	[1]Verify when required fields are not filled in that a warning message is presented.
	MANUAL
	Failed
	Entered GForge # 32700: When not entering the CAPTCHA characters the resulting message needs to be more specific.


	4.2.5  Tag 2013-03-25.1-v2.2
Release Note:

This tag addresses:

· [GF#24388] Term Suggestion from NCIm defaults to NCIt Thesaurus

· [GF#31638] CAPTCHA is not 508 compliant.

· [GF#31640] Incorrectly entered CAPTCHA does not clear field in IE.

· [GF#31644] Clear button resets all fields instead of clearing all fields.

· [GF#31305] Add options to CDISC Code List dropdown

· [GF#31682] CAPTCHA refresh method needs better operational flow.

· [GF#32590] Add CAPTCHA to the Contact Us page.

· [GF#32591] Add Audio CAPTCHA to the Contact Us page.

· [GF#32592] Add Audio CAPTCHA to all Term Suggestion pages.

· [GF#32672] Change textual CAPTCHA background to make it easier to read.

· [GF#32680] Update 'Contact Us' page with new App Support email address

· 
· 
· 
· 


	                                                                                                    Total: 11                    Passed: 11                      Failed: 0

	Test Name
	Type
	Status
	Note

	
	
	
	

	
	
	
	

	[1]GF#24388 Term Suggestion from NCIm defaults to NCIt Thesaurus
	MANUAL
	Passed
	

	[1]GF#31305 Add options to CDISC Code List dropdown
	MANUAL
	Passed
	

	[1]GF#31638 CAPTCHA is not 508 compliant.
	MANUAL
	Passed
	

	[1]GF#31640 Incorrectly entered CAPTCHA does not clear field in IE.
	MANUAL
	Passed
	

	[1]GF#31644 Clear button resets all fields instead of clearing all fields.
	MANUAL
	Passed
	

	[1]GF#31682 CAPTCHA refresh method needs better operational flow.
	MANUAL
	Passed
	

	[1]GF#32590 Add CAPTCHA to the Contact Us page.
	MANUAL
	Passed
	

	[1]GF#32591 Add Audio CAPTCHA to the Contact Us page.
	MANUAL
	Passed
	

	[1]GF#32592 Add Audio CAPTCHA to all Term Suggestion pages.
	MANUAL
	Passed
	

	[1]GF#32672 Change textual CAPTCHA background to make it easier to read.
	MANUAL
	Passed
	

	[1]GF#32680 Update Contact Us page with new App Support email address
	MANUAL
	Passed
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	4.2.3 


· 
· 
· 
· 
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4.3  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 App Scan Testing
App Scan completed by Security Engineering Team on March 25, 2013.  There were no critical vulnerabilities found.
	Item
	Source

	Confirmation Email Received: DRT Updated (TASKMGT-5775) Request for AppScan against QA for the NCI New Term Application.msg
	\\ncifs-p089.nci.nih.gov\group\NCICB\QA\QA Workspace\EVS NCI Term Browser\NCI Term Form\NCI Term Form V2.2\NCI Term Form V2.2 Artifacts - QA\AppScan 


	ncitermform-qa.nci.nih.gov_20130325_Executive_Summary
	\\ncifs-p089.nci.nih.gov\group\NCICB\QA\QA Workspace\EVS NCI Term Browser\NCI Term Form\NCI Term Form V2.2\NCI Term Form V2.2 Artifacts - QA\AppScan 


	
	



4.4  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Section 508 Testing
Accenture site scan against ncitermform-qa.nci.nih.gov was conducted.
	Item
	Source
	Comments

	Section 508 Scorecard ncitermform-qa.nci.nih.gov
	\\ncifs-p089.nci.nih.gov\group\NCICB\QA\QA Workspace\EVS NCI Term Browser\NCI Term Form\NCI Term Form V2.2\NCI Term Form V2.2 Artifacts - QA\Section 508 Test Report 

	Section 508 Scorecard shows an overall Accessibility of the site to be 100.00%.

	
	

	

	
	

	


5.0
Variances

No variance observed.
6.0
Test Instances

Testing was performed against the following QA instance and environment:

	OS
	Windows 7 Professional

	DB
	MySQL 5.1.48

	Browser
	· Internet Explorer 9.0.8112.16421
· Firefox 19.02



· http://ncitermform-qa.nci.nih.gov/
 
· 
· http://ncitermform-qa.nci.nih.gov/?version=cdisc
· http://ncitermform-qa.nci.nih.gov/?version=cadsr
· http://ncitermform-qa.nci.nih.gov/?dictionary=Common Terminology Criteria for Adverse Events&code=E12132
· http://ncitermform-qa.nci.nih.gov/?dictionary=Nanoparticle Ontology&code=NPO_1988
6.1  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Resolved Test Incidents

	INcident #
	Description

	GF#31305
	Add options to CDISC Code List dropdown

	GF#31682
	CAPTCHA refresh method needs better operational flow.

	GF#32590
	Add CAPTCHA to the Contact Us page.

	GF#32591
	Add Audio CAPTCHA to the Contact Us page.

	GF#32592
	Add Audio CAPTCHA to all Term Suggestion pages.

	GF#32672
	Change textual CAPTCHA background to make it easier to read.

	GF#32680
	Update Contact Us page with new App Support email address

	GF#24388
	Term Suggestion from NCIm defaults to NCIt Thesaurus

	GF#31638
	CAPTCHA is not 508 compliant.

	GF#31640
	Incorrectly entered CAPTCHA does not clear field in IE.

	GF#31644 
	Clear button resets all fields instead of clearing all fields.

	GF#32696
	Section 508 Electronic Forms Violation Form Label missing for textarea poses difficulty for assistive technology to access.

	GF#32697
	Section 508 Electronic Forms Violation Contact Us Page Form Label missing for textarea poses difficulty for assistive technology to access.

	GF#32698
	When entering email address in the email field or entering the CAPTCHA text into the CAPTCHA filed, hitting enter clear the entire form without any warning popup.

	GF#32699 
	Parentheses are showing up in the email as &#40; and &#41;

	GF#32700
	When not entering the CAPTCHA characters the resulting message needs to be more specific.

	GF#32701
	When clicking on the Clear button, there is no Clear confirmation popup presented.

	GF#32702 
	Quote, Less Than, Greater Than, and Apostrophe shows up in the Term Form email in their equivalent html form.

	GF#32703
	When not inputting entry in a required field, clicking submit has nonspecific messaging to the end user.

	GF#32087
	Move the Email Option message to the top of the screen

	GF#32712
	Accessibility and FOIA links on the Term Suggestion and Term Contact Us page leads to outdated unavailable pages.

	GF#32713
	Inconsistent Labeling code should be Capitalized.

	GF#32714
	CDISC Term Suggestion Under Quick Links is New Term Request Browse - Selecting on the link goes to a GForge page

	
	


6.2  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Unresolved Test Incidents
	Incident
	Status
	Severity
	Notes

	None
	
	
	

	
	
	





	
	
	



	
	
	


7.0
Recommendations
Based on the completed tests reported in this document, it is recommended that NCI Term Form V2.2 be promoted from QA tier to Stage tier.
APPENDIX A: Test Report Approval

The undersigned acknowledge they have reviewed the NCI Term Form V2.2 Test Report and agree with the approach it presents. Changes to this Test Report will be coordinated with and approved by the undersigned or their designated representatives.

	Signature:
	
	Date:
	

	Print Name:
	
	
	

	Title:
	
	
	

	Role:
	Project Manager
	
	


APPENDIX B: REFERENCES
The following table summarizes the document(s) referenced in this document.
	Document Name and Version
	Description
	Location

	NCI Term Form 2.2 
	Release Notes
	https://wiki.nci.nih.gov/display/EVS/NCI+Term+Form+2.2+Release+Notes


	NCI Term Form
	Wiki Page
	https://wiki.nci.nih.gov/display/EVS/NCI+Term+Form


APPENDIX C: QA Tier To Stage Tier Checklist
	QA Exit Criteria Checklist
	
	
	

	
	
	
	
	

	Date Delivered
	4/15/2013
	
	
	

	Tag
	• 2013-04-15.1-v2.2
	
	
	

	QA POC
	Tin Tran
	
	
	

	
	
	
	
	

	#
	Checklist Item
	Actor
	Release Candidate
	Documents Attached?
Yes/No

	1
	Tag of source code
	Dev
	Yes
	Yes - See Test Report

	2
	List of defects fixed - Report
	QA
	Yes
	Yes - See Test Report

	3
	List of features/requirements implemented or changed - Report
	QA
	Yes
	Yes - See Test Report

	4
	List of known issues - Report
	QA
	Yes
	Yes - See Test Report and Release Notes

	5
	Test Cases and execution report for QA tier (includes modification date for test cases, date of execution, and results) 
	QA
	Yes
	Yes - See Test Report

	6
	Deployment documentation (if CBIIT hosted) - Reviewed 
	QA
	Yes
	Yes - See Test Report

	7
	Installation guide (from scratch install) - only if installed outside CBIIT - Review/Report
	QA
	Yes
	N/A

	8
	Application scan passed - Report
	Systems/Dev
	yes
	Yes - See Test Report

	9
	508 Compliance passed - Report
	Systems/Dev
	Yes
	Yes - See Test Report

	10
	Other compliance passed (if applicable)
	Systems/Dev
	Yes
	N/A

	11
	Summary Report  reviewed and signed-off 
	NCI
	Yes
	TBD


[image: image7][image: image8][image: image9]
�This seems to be a trivial issue. But for all other issues please state the severity / priority so that one can assess the quality of the system.
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_1425885408/RE AppScan for NCIM-QA Browser.msg
RE: AppScan for NCIM-QA Browser

		From

		Lucas, Jason (NIH/NCI) [C]

		To

		NCI CBIIT Security Team

		Cc

		kim.ong@ngc.com; Tran, Tin (NIH/NCI) [C]

		Recipients

		NCICBIITSecurityTeam@mail.nih.gov; kim.ong@ngc.com; tin.tran@nih.gov







Thank you Mikol!




 




We were afraid that we might have accidently killed the scan.  Happy to hear it completed.




 




Jason






 






Jason Lucas (Contractor)




Project Manager (EVS Focus)




Northrop Grumman IS




301-527-6615















From: NCI CBIIT Security Team


Sent: Monday, March 11, 2013 9:49 AM


To: Lucas, Jason (NIH/NCI) [C]


Cc: NCI CBIIT Security Team


Subject: RE: AppScan for NCIM-QA Browser















Good morning Jason,







We have completed our scans of NCIM-QA Browser (ncim-qa.nci.nih.gov) and NCI Metathesaurus-QA (ncimetathesaurus-qa.nci.nih.gov) and found no critical vulnerabilities in either application. If we can provide any further assistance, please do not hesitate to

 ask.




 




Thanks,




 






Mikol Ware




Security Engineer




NCI Computer Services




Contractor, Terpsys







 








From: Lucas, Jason (NIH/NCI) [C]




Sent: Friday, March 08, 2013 7:29 AM


To: NCI CBIIT Security Team


Subject: RE: AppScan for NCIM-QA Browser










 






Hi Mikol,




 




I think we are ready are ready for you to start the scan.




 




Thanks,


Jason






 






Jason Lucas (Contractor)




Project Manager (EVS Focus)




Northrop Grumman IS




301-527-6615






















From: NCI CBIIT Security Team


Sent: Thursday, March 07, 2013 3:04 PM


To: Lucas, Jason (NIH/NCI) [C]


Subject: AppScan for NCIM-QA Browser











Hi Jason,




 




We are ready to begin our AppScan assessment of the NCIM-QA Browser (http://ncim-qa.nci.nih.gov) and wanted to check with you to see if everything is prepped

 for us to start . Please let us know if we can begin scanning the application or if you would like for us to delay.




 




Thanks,




 




Mikol Ware




Security Engineer




NCI Computer Services




Contractor, Terpsys





























_1425885438.pdf
Web Application Report

This report includes important security information about your web application.

Security Report

This report was created by IBM Security AppScan Standard 8.6.0.1, Rules: 1556
Scan started: 3/8/2013 5:26:16 PM
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Introduction

This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

Low severity issues: 40
Informational severity issues: 82
Total security issues included in the report: 122
Total security issues discovered in the scan: 122

General Information

Scan file name: ncim-qga.nci.nih.gov_20130308
Scan started: 3/8/2013 5:26:16 PM

Test policy: Default

Host ncim-qga.nci.nih.gov

Operating system: Unknown
Web server: Apache

Application server: JavaAppServer

Login Settings

Login method: None

3/11/2013





Executive Summary

Issue Types

Number of Issues

Issue Type

Email Address Pattern Found in Parameter Value

Flash parameter AllowScriptAccess was set to always

Hidden Directory Detected
n Application Error
n Client-Side (JavaScript) Cookie References
n Email Address Pattern Found

n HTML Comments Sensitive Information Disclosure

Vulnerable URLs

URL

Root

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/js/yui/connection-min.js

http://ncim-ga.nci.nih.gov/cgi-bin/
http://ncim-qa.nci.nih.gov/cgi-bin/.cobalt/
http://ncim-ga.nci.nih.gov/cgi-bin/calendar/
http://ncim-ga.nci.nih.gov/cgi-bin/carello/
http://ncim-qa.nci.nih.gov/cgi-bin/cgi-bin/
http://ncim-ga.nci.nih.gov/cgi-bin/cgi/
http://ncim-ga.nci.nih.gov/cgi-bin/csfaq/
http://ncim-ga.nci.nih.gov/cgi-bin/cssearch/
http://ncim-qa.nci.nih.gov/cgi-bin/cutecast/
http://ncim-qa.nci.nih.gov/cgi-bin/dasp/
http://ncim-qa.nci.nih.gov/cgi-bin/dbman/
http://ncim-ga.nci.nih.gov/cgi-bin/dcforum/
http://ncim-ga.nci.nih.gov/cgi-bin/ews/
http://ncim-ga.nci.nih.gov/cgi-bin/excite/
http://ncim-qa.nci.nih.gov/cgi-bin/gbook/
http://ncim-ga.nci.nih.gov/cgi-bin/guestbook/
http://ncim-ga.nci.nih.gov/cgi-bin/gw5/

http://ncim-qa.nci.nih.gov/cgi-bin/hamweather/

http://ncim-ga.nci.nih.gov/cgi-bin/lhwadmin5340/

http://ncim-ga.nci.nih.gov/cgi-bin/iisadmin/
http://ncim-qa.nci.nih.gov/cgi-bin/ikonboard/
http://ncim-qa.nci.nih.gov/cgi-bin/logs

3/11/2013

Number of Issues
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http://ncim-ga.nci.nih.gov/cgi-bin/mwf/
http://ncim-ga.nci.nih.gov/cgi-bin/news/
http://ncim-qa.nci.nih.gov/cgi-bin/openwebmail/
http://ncim-ga.nci.nih.gov/cgi-bin/pollit/
http://ncim-ga.nci.nih.gov/cgi-bin/powerup/
http://ncim-ga.nci.nih.gov/cgi-bin/rwcgi60/
http://ncim-ga.nci.nih.gov/cgi-bin/samples/
http://ncim-ga.nci.nih.gov/cgi-bin/search/
http://ncim-ga.nci.nih.gov/cgi-bin/ssi/
http://ncim-qa.nci.nih.gov/cgi-bin/suche/
http://ncim-ga.nci.nih.gov/cgi-bin/sws/
http://ncim-ga.nci.nih.gov/cgi-bin/templates/
http://ncim-qga.nci.nih.gov/cgi-bin/tools/
http://ncim-ga.nci.nih.gov/cgi-bin/w3-msql/

http://ncim-ga.nci.nih.gov/cgi-bin/www-sql/

JEE G S U S U UL U PO G I G G I U UL G U G U G U U R G G Y

n http://ncim-qa.nci.nih.gov/ncimbrowser/ajax
n http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advanced_search.jsf 20
n http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf 10
n http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf 9

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf;jsessionid=A8B5717338A4DEA8 9
F31A60C701475874

n http://ncim-ga.nci.nih.gov/ncimbrowser/pages/message.jsf 10
n http://ncim-qa.nci.nih.gov/ncimbrowser/js/script.js 1
n http://ncim-qa.nci.nih.gov/ncimbrowser/pages/source_help_info.jsf 1
n http://ncim-ga.nci.nih.gov/ncimbrowser/ 1
Fix Recommendations B Toc
Issue a "404 - Not Found" response status code for a forbidden resource, or remove it 37
completely
Remove business and security logic from the client side 1
Remove e-mail addresses from the website 4
Remove sensitive information from HTML comments 1
Set the AllowScriptAccess parameter to 'sameDomain' which tells the Flash Player that 1
only SWF files loaded from the same domain as the parent SWF will have script access
to the hosting web page.
Verify that parameter values are in their expected ranges and types. Do not output 78

debugging error messages and exceptions

Security Risks ToC

Risk Number of Issues

Itis possible to gather sensitive information about the web application such as 5 I
usernames, passwords, machine name and/or sensitive file locations

3/11/2013
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It is possible to steal or manipulate customer session and cookies, which might be used 1
to impersonate a legitimate user, allowing the hacker to view or alter user records, and to
perform transactions as that user

It is possible to retrieve information about the site's file system structure, which may help 37
the attacker to map the web site

n Itis possible to gather sensitive debugging information 78 _
The worst case scenario for this attack depends on the context and role of the cookies 1 |
that are created at the client side

Causes B ToC
Cause Number of Issues
Insecure web application programming or configuration 5 I
The web server or application server are configured in an insecure way 37

n Proper bounds checking were not performed on incoming parameter values 78 _
No validation was done in order to make sure that user input matches the data type 78 _
expected

n Cookies are created at the client side 1 |

n Debugging information was left by the programmer in web pages 1 |

WASC Threat Classification TOC

Threat Number of Issues

Abuse of Functionality 1 |
Application Quality Tests s
Information Leakage 43 I

3/11/2013 5



http://projects.webappsec.org/Abuse-of-Functionality

file:///C:/Documents%20and%20Settings/All%20Users/Application%20Data/IBM/AppScan%20Standard/temp/4892/N/A

http://projects.webappsec.org/Information-Leakage



Issues Sorted by Issue Type

Email Address Pattern Found in Parameter Value TOC

Email Address Pattern Found in Parameter Value

Risk: Itis possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website

Severity URL Entity

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_  contact_form:mail
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_ ~ emailaddress
us.jsf

Flash parameter AllowScriptAccess was set to always TOC

Flash parameter AllowScriptAccess was set to always

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user, allowing
the hacker to view or alter user records, and to perform transactions as that user

Causes: Insecure web application programming or configuration

Fix: Set the AllowScriptAccess parameter to 'sameDomain’ which tells the Flash Player that only SWF files loaded from the same domain
as the parent SWF will have script access to the hosting web page.

Severity URL Entity
http://ncim-ga.nci.nih.gov/ncimbrowser/js/yui/connectio ~ connection-min.js
n-min.js
Hidden Directory Detected TOC

3/11/2013

(2}





Hidden Directory Detected
Risk: Itis possible to retrieve information about the site's file system structure, which may help the attacker to map the web site

Causes: The web server or application server are configured in an insecure way

Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Severity URL Entity
http://ncim-ga.nci.nih.gov/cgi-bin/logs logs
http://ncim-qa.nci.nih.gov/cgi-bin/ cgi-bin/
http://ncim-ga.nci.nih.gov/cgi-bin/news/ news/
http://ncim-qa.nci.nih.gov/cgi-bin/mwf/ mwf/
http://ncim-qa.nci.nih.gov/cgi-bin/ikonboard/ ikonboard/
http://ncim-ga.nci.nih.gov/cgi-bin/pollit/ pollit/

3/11/2013

http://ncim-ga.nci.nih.gov/cgi-bin/openwebmail/
http://ncim-qa.nci.nih.gov/cgi-bin/iisadmin/
http://ncim-qa.nci.nih.gov/cgi-bin/guestbook/
http://ncim-ga.nci.nih.gov/cgi-bin/gbook/
http://ncim-qa.nci.nih.gov/cgi-bin/excite/
http://ncim-ga.nci.nih.gov/cgi-bin/hwadmin5340/
http://ncim-ga.nci.nih.gov/cgi-bin/hamweather/
http://ncim-qa.nci.nih.gov/cgi-bin/gw5/
http://ncim-ga.nci.nih.gov/cgi-bin/tools/
http://ncim-ga.nci.nih.gov/cgi-bin/templates/
http://ncim-qa.nci.nih.gov/cgi-bin/www-sql/
http://ncim-qa.nci.nih.gov/cgi-bin/w3-msql/
http://ncim-qa.nci.nih.gov/cgi-bin/sws/
http://ncim-qa.nci.nih.gov/cgi-bin/samples/
http://ncim-ga.nci.nih.gov/cgi-bin/rwcgi60/
http://ncim-qa.nci.nih.gov/cgi-bin/powerup/
http://ncim-qa.nci.nih.gov/cgi-bin/suche/
http://ncim-ga.nci.nih.gov/cgi-bin/ssi/
http://ncim-qa.nci.nih.gov/cgi-bin/search/
http://ncim-qa.nci.nih.gov/cgi-bin/dbman/
http://ncim-ga.nci.nih.gov/cgi-bin/dasp/
http://ncim-qa.nci.nih.gov/cgi-bin/cutecast/
http://ncim-ga.nci.nih.gov/cgi-bin/ews/
http://ncim-ga.nci.nih.gov/cgi-bin/dcforum/
http://ncim-qa.nci.nih.gov/cgi-bin/cssearch/

http://ncim-ga.nci.nih.gov/cgi-bin/carello/

openwebmail/
iisadmin/
guestbook/
gbook/
excite/
hwadmin5340/
hamweather/
gwb/

tools/
templates/
www-sql/
w3-msql/
sws/
samples/
rwcgi60/
powerup/
suche/

ssi/

search/
dbman/
dasp/
cutecast/
ews/
dcforum/
cssearch/

carello/





http://ncim-ga.nci.nih.gov/cgi-bin/calendar/
http://ncim-ga.nci.nih.gov/cgi-bin/csfaq/
http://ncim-ga.nci.nih.gov/cgi-bin/cgi-bin/
http://ncim-ga.nci.nih.gov/cgi-bin/cgi/

http://ncim-ga.nci.nih.gov/cgi-bin/.cobalt/

I Application Error

3/11/2013

calendar/
csfaqg/
cgi-bin/
cgil

.cobalt/

TOC





Application Error
Risk: Itis possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions
Severity URL Entity
http://ncim-ga.nci.nih.gov/ncimbrowser/ajax action
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf key
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_  key
us.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_  contact_form:j_id_jsp_202668169_9
us.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance key
d_search.jsf
Informational http://ncim-ga.nci.nih.gov/ncimbrowser/pages/messag searchTarget
e.jsf
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/messag searchTerm
e.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/messag  key
e.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/messag  javax.faces.ViewState
e.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/messag searchTerm:source
e.jsf
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/messag matchText
e.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/messag referer
e.jsf
Informational http://ncim-qa.nci.nih.gov/ncimbrowser/pages/messag  algorithm
e.jsf
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/messag searchTerm:search.x
e.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf ~ searchTerm:search.y
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf ~ javax.faces.ViewState
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf =~ searchTerm:source
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf  referer
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf ~ searchTerm:search.x
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf searchTarget
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/help.jsf searchTerm:search.y
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf javax.faces.ViewState
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf searchTerm:source
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf matchText
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/help.jsf referer
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/help.jsf algorithm
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Informational

Informational

Informational

Informational
Informational
Informational
Informational
Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

Informational

3/11/2013

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/help.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf
http://ncim-qa.nci.nih.gov/ncimbrowser/pages/help.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_
us.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance

searchTerm:search.x

contact_form:mail

emailaddress

searchTarget
searchTerm
matchText
algorithm
searchTerm

answer

subject

message

contact_form:j_id_jsp_202668169_10

captcha_option

advancedSearchForm:adv_search.y

advancedSearchForm:adv_search.x

adv_search_source

searchTarget

searchTerm

contact_form

searchTerm:search.y

javax.faces.ViewState

searchTerm:source

matchText

referer

algorithm

searchTerm:search.x

rel_search_association

selectProperty

10
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d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/messag
e.jsf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/advance
d_search.jsf

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advance
d_search.sf

http://ncim-ga.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/home.jsf;
jsessionid=A8B5717338A4DEA8F31A60C701475874

selectSearchOption

advancedSearchForm

adv_search_type

adv_search_algorithm

searchTerm:search.y

referer

searchTerm:search.x

searchTerm:search.y

searchTarget

searchTerm

javax.faces.ViewState

searchTerm:source

matchText

algorithm

searchTarget

searchTerm:search.y

javax.faces.ViewState

referer

searchTerm:search.x

rel_search_rela

searchTerm

searchTerm:source

matchText

algorithm
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Client-Side (JavaScript) Cookie References

Client-Side (JavaScript) Cookie References
Risk: The worst case scenario for this attack depends on the context and role of the cookies that are created at the client side

Causes: Cookies are created at the client side

Fix: Remove business and security logic from the client side
Severity URL Entity
http://ncim-qa.nci.nih.gov/ncimbrowser/js/script.js /[function alert() {}

I Email Address Pattern Found TOC

Email Address Pattern Found

Risk: Itis possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website
Severity URL Entity
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/contact_  contact_us.jsf
us.jsf
http://ncim-ga.nci.nih.gov/ncimbrowser/pages/source_h  source_help_info.jsf
elp_info.jsf
I HTML Comments Sensitive Information Disclosure TOC

HTML Comments Sensitive Information Disclosure

Risk: Itis possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Debugging information was left by the programmer in web pages

Fix: Remove sensitive information from HTML comments
Severity URL Entity
http://ncim-ga.nci.nih.gov/ncimbrowser/ <li><a href="http://ncimeta.nci.nih.gov/MetaServiet/" targ

et="_blank" alt="NCI| Metathesaurus">NCI Me...

3/11/2013 12
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Marketing Sciences Maxamine is now part of Accenture
Section 508 Scorecard Report Scan Date: March 22, 2013
Section 508 Scorecard (98.33%) 98.33%
Measures overall Accessibility of the site.
0 100
Report Date: March 22, 2013
% Unscanned: 3.6% (2 of 55 objects)
Site: ncim-ga.nci.nih.gov
File: ncim-ga.nci.nih.gov_2013-03-22_1604.max

Number of manual checks required: 37
Number of manual checks complete: 37 (100.0%)

Section 508 Standards

& about this section

Parts of the Section 508 reports use manual data where compliance cannot be determined programmatically.
View/Edit manual data here.

Checkpoint Description Pass Rating
(ref) HHS Reference Source Files Report 100.0%
All source files (aka, documents) that are !
embedded on or linked from a page,
0 100

must comply with 1194.22, or a link to
an equivalent compliant file must be
provided for each non-compliant file.

(aH) Manual Text Tags Report 100.0%
100% A text equivalent for every non-text
complete element shall be provided (e.g., via "alt",

"longdesc", or in element content). 0 100
(bH) HHS Multimedia Files Custom Report 100.0%
Equivalent alternatives for any multimedia !
presentation shall be synchronized with
the presentation. 0 100
(cH) Manual HHS Color Custom Repqrt 100.0%
100% Web pages shall be designed so that all !
complete information conveyed with color is also
0 100

available without color, for example from
context or markup.

(dH) Manual HHS Readability Custom Report
137.187.182.148:9999/MKP/reports/user/ncim-ga.nci.nih.gov_2013-03-22_1604/HHS_Report.html 1/3
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http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_c.html
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(gH)

(hH)

(iH)

(H)

(kH)

(IH)

100%
complete

Manual
100%
complete

Manual
100%
complete

Manual
100%
complete

Section 508 Scorecard for ncim-ga.nci.nih.gov

Documents shall be organized so they
are readable without requiring an
associated style sheet.

Server-Side Image Maps Report
Redundant text links shall be provided for
each active region of a server-side image
map.

Client-Side Image Maps Report
Client-side image maps shall be provided
instead of server-side image maps
except where the regions cannot be
defined with an available geometric
shape.

HHS Table Headers Custom Report
Row and column headers shall be
identified for data tables.

HHS Complex Tables Custom Report
This report excludes tables used only for
presentation purposes. These tables are
identified by searching for standard text
in the “summary” field in the HTML code.
The standard text is user definable.
Howevwer, default values are ‘layout’,
‘presentation’, ‘display’ and ‘formatting’

HHS Frames Custom Report
Frames shall be titled with text that
facilitates frame identification and
navigation.

HHS Flicker Rate Custom Report
Pages shall be designed to awid
causing the screen to flicker with a
frequency greater than 2 Hz and lower
than 55 Hz. Pages including 'blink' and
'marquee’ tags are also identified.

HHS Text-Only Alternative Custom
Report

FOR INFORMATION ONLY

A text-only page, with equivalent
information or functionality, shall be
provided to make a web site comply with
the provisions of these standards, when
compliance cannot be accomplished in
any other way.

HHS Javascript Custom Report

When pages utilize scripting languages
to display content, or to create interface
elements, the information provided by the
script shall be identified with functional

100.0”0

0 100
100.0%
0 100
83.3%
0 100
100%
ﬁ
0 100
100%
ﬁ
0 100
100.0%
0 100

Rating not available

91.7%
0 100
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http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_g.html

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_h.html

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_i.html

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_j.html
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text that can be read by assistive
technology. Lists pages which include in-
line JavaScript or call JS files.

(mH) HHS Applets and Plug-Ins Custom
Report
When a web page requires that an
applet, plug-in or other application be
present on the client system to interpret
page content, the page must provide a
link to a plug-in or applet that complies
with 1194.21(a) through (1). Lists all
pages with applets or other plug-ins or
links to source or media files. These
must be checked manually for
compliance.

(nH) Manual HHS Electronic Forms Custom Report

100.0%

100

100.0%

100% When electronic forms are designed to !
complete be completed on-line, the form shall

allow people using assistive technology
to access the information, field elements,
and functionality required for completion
and submission of the form, including all
directions and cues.

(oH) Manual HHS Navigation Links Custom Report
100% A method shall be provided that permits
complete users to skip repetitive navigation links.

(pH) HHS Time Delays Custom Report

100

100.0%

100

100%

When a timed response is required, the !
user shall be alerted and given sufficient

time to indicate more time is required.

Copyright © 1997-2009 Accenture. All Rights Reserved.
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Marketing Sciences Maxamine is now part of Accenture

1194.22 HHS (gH) Table Headers Custom Scan Date: March 22,2013
Report
1194.22 HHS (gH) Table Headers Custom (83.3%) 83.3%

Row and column headers shall be identified for data
tables. 0 100

Report Date: March 22, 2013
% Unscanned: 3.6% (2 of 55 objects)

Site: ncim-ga.nci.nih.gov
File: ncim-ga.nci.nih.gov_2013-03-22_1604.max
Report

Report Description
Lists pages that have unidentified tables.

137.187.182.148:9999/MKP/reports/user/ncim-qga.nci.nih.gov_2013-03-22_1604/hhs_508_g.html 1/2
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Tables without head identifiers

Check the following pages manually for unidentified tables.

See checkpoint (g) in the Section 508 Standards for more information.

@ 1 failed manual check

1. ncimbrowser/pages/source_help_info.jsf (NCIm Sources) [manage] [history] Failed on March 21, 2013 by
trantt - Missing Table Header in table. Entered GForge # 32686 for NCIm

@ has one table without a header

@ 5 passed manual checks
[manage all]
1. ncimbrowser/ (NCI Metathesaurus) [manage] [history] Passed on March 21, 2013 by trantt - Manually

reviewed. No table with rows and columns are being used. These are filter selections for the Search.
& has one table without a header

2. ncimbrowser/pages/advanced_search.jsf (NCI Metathesaurus) [manage] [history] Passed on March 21, 2013
by trantt - Manually reviewed. No table with rows and columns are being used. These are filter selections for
the Search

& has one table without a header

3. ncimbrowser/pages/advanced_search.jsf?
refresh=1&opt=Name&text=&algorithm=exactMatch&sab=ALL&prop=ALL&rel=ALL&rela= (NCI
Metathesaurus) [manage] [history] Passed on March 21, 2013 by trantt - Manually reviewed. No table with
rows and columns are being used. These are filter selections for the Search

@ has one table without a header

4. ncimbrowser/pages/contact_us.jsf (NCI Metathesaurus) [manage] [history] Passed on March 21, 2013 by
trantt - Manually reviewed. No table with rows and columns are being used. These are filter selections for the
Search

& has one table without a header

5. ncimbrowser/pages/source_hierarchy.jsf?&sab=NCI (Source Hierarchy) [manage] [history] Passed on March
21, 2013 by trantt - Manually reviewed. No table with rows and columns are being used.

& has one table without a header

Copyright © 1997-2009 Accenture. All Rights Reserved.
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1194.22 HHS (IH) JavaScript Custom Report Scan Date: March 22,2013

1194.22 HHS (IH) JavaScript Custom (91.7%) 91.7%
When pages utilize scripting languages to display ﬁ
content, or to create interface elements, the information 0 100

provided by the script shall be identified with functional
text that can be read by assistive technology.

Report Date: March 22, 2013
% Unscanned: 3.6% (2 of 55 objects)

Site: ncim-ga.nci.nih.gov
File: ncim-ga.nci.nih.gov_2013-03-22_1604.max
Report

Report Description
Lists pages which include in-line JavaScript or call JS files.

137.187.182.148:9999/MKP/reports/user/ncim-ga.nci.nih.gov_2013-03-22_1604/hhs_508_|.html 1/2
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Section 1194.22 (IH) Report for ncim-qa.nci.nih.gov

Lists pages which include in-line JavaScript or call JS files.

Check the following pages manually for if the the information provided by the script can be read by assistive
technology.

See checkpoint (I) in the Section 508 Standards for more information.

@ 1 assigned manual check

. ncimbrowser/pages/source_hierarchy.jsf?&sab=NCI (Source Hierarchy) [manage] [history] Assigned to

safrant, medium priority, on March 12, 2013 by safrant - GForge 32670
@ has 9 links to javascripts files and has inline JavaScript

& 5 passed manual checks

[manage all]

. ncimbrowser/ (NCI Metathesaurus) [manage] [history] Passed on March 22, 2013 by trantt - Javascript

references used does not pose any interference to assistive technology.
@ has 6 links to javascripts files and has inline JavaScript

. ncimbrowser/pages/advanced_search.jsf (NCI Metathesaurus) [manage] [history] Passed on March 22, 2013

by trantt - Javascript references used does not pose any interference to assistive technology.
@ has 6 links to javascripts files and has inline JavaScript

. ncimbrowser/pages/advanced_search.jsf?

refresh=1&opt=Name&text=&algorithm=exactMatch&sab=ALL&prop=ALL&rel=ALL&rela= (NCI
Metathesaurus) [manage] [history] Passed on March 22, 2013 by trantt - Javascript references used does
not pose any interference to assistive technology.

@ has 6 links to javascripts files and has inline JavaScript

. ncimbrowser/pages/contact_us.jsf (NCI Metathesaurus) [manage] [history] Passed on March 22, 2013 by

trantt - Javascript references used does not pose any interference to assistive technology.
@ has 6 links to javascripts files and has inline JavaScript

. ncimbrowser/pages/source_help_info.jsf (NCIm Sources) [manage] [history] Passed on March 22, 2013 by

trantt - References script.js but does not have javascript on the page.
& has one link to a javascript file and has inline JavaScript

Copyright © 1997-2009 Accenture. All Rights Reserved.

137.187.182.148:9999/MKP/reports/user/ncim-ga.nci.nih.gov_2013-03-22_1604/hhs_508_|.html

22



http://www.access-board.gov/sec508/guide/1194.22.htm#(l)

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#508M_lH_assigned

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#508M_lH_passed

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/source_hierarchy.jsf?&sab=NCI

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://ncim-qa.nci.nih.gov/ncimbrowser/

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advanced_search.jsf

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/advanced_search.jsf?refresh=1&opt=Name&text=&algorithm=exactMatch&sab=ALL&prop=ALL&rel=ALL&rela=

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/contact_us.jsf

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://ncim-qa.nci.nih.gov/ncimbrowser/pages/source_help_info.jsf

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#

http://137.187.182.148:9999/MKP/reports/user/ncim-qa.nci.nih.gov_2013-03-22_1604/hhs_508_l.html#




_1425386500.pdf
Web Application Report

This report includes important security information about your web application.

Security Report

This report was created by IBM Security AppScan Standard 8.6.0.1, Rules: 1529
Scan started: 3/8/2013 5:37:28 PM
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Introduction

This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

Low severity issues: 40
Informational severity issues: 82
Total security issues included in the report: 122
Total security issues discovered in the scan: 122

General Information

Scan file name: ncimetathesaurus-ga.nci.nih.gov_20130308
Scan started: 3/8/2013 5:37:28 PM

Test policy: Default

Host ncimetathesaurus-ga.nci.nih.gov

Operating system: Unknown
Web server: Apache

Application server: JavaAppServer

Login Settings

Login method: None
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Executive Summary

Issue Types

Number of Issues

Issue Type

Email Address Pattern Found in Parameter Value
Flash parameter AllowScriptAccess was set to always
Hidden Directory Detected

n Application Error

n Client-Side (JavaScript) Cookie References

n Email Address Pattern Found

n HTML Comments Sensitive Information Disclosure

Vulnerable URLs |

URL

Root

http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/contact_us.jsf

http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/js/yui/connection-min.js

http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/.cobalt/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/calendar/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/carello/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/cgi-bin/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/cgi/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/csfaq/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/cssearch/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/cutecast/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/dasp/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/dbman/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/dcforum/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/ews/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/excite/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/gbook/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/guestbook/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/gw5/

http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/hamweather/

http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/hwadmin5340/

http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/iisadmin/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/ikonboard/

http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/logs
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http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/mwf/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/news/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/openwebmail/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/pollit/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/powerup/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/rwcgi60/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/samples/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/search/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/ssi/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/suche/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/sws/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/templates/
http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/tools/

http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/w3-msql/
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http://ncimetathesaurus-ga.nci.nih.gov/cgi-bin/www-sql/

n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/ajax 1

n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/advanced_search.jsf 19
n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/help.jsf 10
n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/home.jsf 10

http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/home.jsf;jsessionid=049605 9
A176FB7E4A1BC4A573BCOD6F4E

n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/message.jsf 10
n http://ncimetathesaurus-qa.nci.nih.gov/ncimbrowser/js/script.js 1
n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/pages/source_help_info.jsf 1
n http://ncimetathesaurus-ga.nci.nih.gov/ncimbrowser/ 1
Fix Recommendations B Toc
Issue a "404 - Not Found" response status code for a forbidden resource, or remove it 37
completely
Remove business and security logic from the client side 1
Remove e-mail addresses from the website 4
Remove sensitive information from HTML comments 1
Set the AllowScriptAccess parameter to 'sameDomain' which tells the Flash Player that 1
only SWF files loaded from the same domain as the parent SWF will have script access
to the hosting web page.
Verify that parameter values are in their expected ranges and types. Do not output 78

debugging error messages and exceptions

Security Risks TOC

Risk Number of Issues

Itis possible to gather sensitive information about the web application such as 5 I
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usernames, passwords, machine name and/or sensitive file locations

It is possible to steal or manipulate customer session and cookies, which might be used 1
to impersonate a legitimate user, allowing the hacker to view or alter user records, and to
perform transactions as that user

It is possible to retrieve information about the site's file system structure, which may help 37
the attacker to map the web site

n It is possible to gather sensitive debugging information 78 I
The worst case scenario for this attack depends on the context and role of the cookies 1 |
that are created at the client side

Causes BB ToC
Cause Number of Issues
Insecure web application programming or configuration 5 I
The web server or application server are configured in an insecure way 37

n Proper bounds checking were not performed on incoming parameter values 78 _
No validation was done in order to make sure that user input matches the data type 78 _
expected

n Cookies are created at the client side 1 |

n Debugging information was left by the programmer in web pages 1 |

WASC Threat Classification ToC

Threat Number of Issues

Abuse of Functionality 1 |
Application Quality Tests 78
Information Leakage 43 _
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http://projects.webappsec.org/Abuse-of-Functionality

file:///C:/ProgramData/IBM/AppScan%20Standard/temp/2636/N/A

http://projects.webappsec.org/Information-Leakage




