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1 Purpose and Scope
1.1 Purpose

This testing plan document will describe in detail the test approach for upgrading caGrid infrastructure. The document contains an overview of the testing activities to be performed. The intended audience of this document is the Project Manager, Project Team and the Testing Team.
1.2 Background
caGrid is a middleware, that provides APIs and core caGrid services for software developers to create caGrid Applications for end users. caGrid provides capabilities for application developers to build two categories of caGrid services: 
A. Data Services
B. Analytical Services
Data services allow application developers to share data defined in data models. Analytical services allow application developers to analyze data provided by data services. caGrid provides other essential features, such as security and service registration features, that tie Grid applications together to create a "Grid". It’s a virtual informatics infrastructure that connects data, research tools, scientists, and organizations to leverage their combined strengths and expertise in an open federated environment with widely accepted standards and shared tools. Driven primarily by scientific use cases from the cancer research community, caGrid provides the core enabling infrastructure necessary to compose the Grid of  National Cancer Informatics Program (NCIP). It provides the technology that enables collaborating institutions to share information and analytical resources efficiently and securely, while also allowing investigators to easily contribute to and leverage the resources of a national-scale, multi-institutional environment. 
The main objective of this upgrade effort is to upgrade the caGrid core security infrastructure to use Web Service standards and upgrade the hashing algorithm to the SHA-2 set of algorithms to comply with the NIST SHA-2 directive. 
1.3 Scope
This testing effort will focus on upgrade aspect for the core security from the Globus Axis technology stack to the WS* set of Web Service standards (WS-Security and WS-Trust). Additionally, we test the Hashing Algorithm SHA-2 infrastructure upgrade from SHA-1 infrastructure. 

caGrid Data Services and Analytical Services will not be tested as part of this upgrade testing effort.
2 Resource Requirements
2.1 Testing Environment

The Testing Environment will be located in the CBIIT Data Center.  All testing activities will be conducted in the QA environment.
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	Item
	Description

	Client Interface
	· xServer (Linux Terminal)

· Windows 7

	Application Server
	· Tomcat 5.5.35

	Database Server
	· MySQL 5.0.51

	Operating System
	· Client 
A. GNU/Linux
B. Windows 7 

· Linux [Operating system independent]

	Service Server
	· cbvgrid-q1001

· cbvgrid-q1002

· cbgrid-q1003

· cbvgrid-q1004

· cbvgrid-q1005

· cbvgrid-q1006

· cbgrid-q1007

· cbvgrid-q1008

· cbvgrid-q1009

 ( Index service, GME, caDSR, EVS services, 

Dorian services, GTS master service, GTS slave service, caGrid Browser and caGrid Portal web, 

syncGTS, Authentication Service, Grid grouper services )

	[Other]


	· ANT Version 1.7.0
· GLOBUS (WS-Core-4.0.3)
· Java Platform 1.6.0_33

· SDK 4.5


2.2 Personnel Roles and Responsibilities
General Roles: This section identifies the organizational elements and individuals necessary for managing, controlling, designing, preparing, executing, checking, and evaluating the testing activities
	Role/Function
	Responsibilities 

	Dev. Project Manager
	John Eisenschmidt (caGrid DPM)

	Technical Project Manager
	Lawrence Mark Brem (caGrid TPM)

	Test Lead
	Vivek Ramani

	Quality Team Member
	Shamim Ahmed

	Architect
	Scott Oster

	caGrid Tooling Lead
	Shannon Hastings

	caGrid Security Lead
	Steve Langella

	Developer
	Justin Kuss

	Developer
	Will Ryan

	Government Project Officer
	Jonathan Lin (NCI)

	Government Sponsor
	Ian Fore (NCI)

	Systems Team
	Sarah Elkins

	Systems Team
	Don Swan


2.3 Staff Training

Not Applicable
3 Testing Approach

The entire testing approach will be focused on upgrade aspect for the core security from the Globus Axis technology stack to the WS* set of Web Service standards (WS-Security and WS-Trust) and upgrade of Hashing Algorithm to SHA-2.
In order to ensure successful upgrade of the core security infrastructure, Regression Test cases around Dorian Service, GTS Service, GAARDS UI, Grid Grouper and Authentication services will be executed. 
The functional testing effort will focus not only on the support for SHA-2 hashing technique, but also backward compatibility for support SHA-1 hashing algorithm.

The Dev team will issue a new tag whenever they are done with the planned development effort for the planned release. Each tag will pass through the QA Entrance Criteria checklist and if the criterions defined in the checklist are met, the QA team will accept the tag for testing with the approval of GPM/GQR. 
Every time a new tag is deployed in the QA tier, smoke tests will be executed to ensure that the tag is deployed correctly and is ready for further testing. SAIC-F QA will ensure that all the services are up and running and will validate GAARDS UI functionality.
Testing will happen in many phases.
Phase I: caGrid 2.0 Upgrade testing – In this phase, SAIC-F QA will upgrade caGrid 1.4 to caGrid 2.0 based on the new patches and use the deployment instructions provided by the Dev team. There are eleven services deployed into nine VMs that need to be upgraded with the new patches. The testing effort will focus on testing these upgrade processes to ensure successful deployment and that the existing services on the upgraded grid are working as before. 

Phase II: caGrid 2.0 Regression testing – In this phase, testing will be performed on the following features / functionality:
· Authentication Service (GAARDS UI)
· Account Registration Testing

· Password Requirements Testing

· Account User Details Testing

· Account Password Acceptance Testing

· Dorian Service (Host Certificate Testing)
· Public Key

· Private Key

· SAML Token
· GTS (Authority/Subordinate)

· Grid Grouper
Phase Three: caGrid 2.0 Functional testing –The QA effort emphasis on testing the upgrade of hashing algorithm from SHA-1 to SHA-2. 
Functional Testing will cover the following areas:
· Support (Backward compatibility) for SHA-1
· Support for SHA-2
· Upgrade of existing Host certificate from SHA-1 to SHA-2
Phase Four: caGrid 2.0 Appscan testing – Systems team will perform Appscan security testing against caGrid 2.0 based on the request from SAIC-F QA. All Medium and High vulnerabilities must be resolved before the tag can be promoted to the next tier.
4 Assumptions, Constraints and Risks
4.1 Assumptions
1. Development team will provide upgrade deployment guide / instructions.

2. System team creates snapshots of all the caGrid QA VMs before SAIC-F QA begins the upgrade process

3. The Regression testing effort is mainly focused on the caGrid security aspect and the testing of the other components of the grid infrastructure will be limited to ensuring that all the services are running.  

4.2 Constraints 

We are operating in a Tight Schedule to make a production release before September 30th. Any Delay in receiving a tag from Dev team will severely impact the schedule. 
4.3 Risks
1. Deployment document: SAIC-F QA team does not have complete deployment knowledge on caGrid infrastructure. We have a high dependency on accurate deployment document. 

Mitigation Plan -  Any gap on the deployment document for upgrading caGrid services can cause a significant delay on the testing phase. To avoid any major delay in the testing phase due to deployment, development team has agreed to provide instant assistance to SAIC-F QA team.

2. Resource Backup: SAIC-F QA team will update all the caGrid services from v1.4 to v2.0 in the current QA environment. Any unsuccessful update may cause functional interruption on the Grid.
Mitigation Plan - SAIC-F QA team will submit a request to Systems group for taking snapshots/image of all the caGrid QA VMs. For any ripple effect on the QA environment, there will be always an option to roll back the VMs with the snapshots. 
5 Upgrade Test
QA effort will focus on testing the upgrade caGrid 1.4 to caGrid 2.0 based on the new patches and deployment document (Provided by Dev Team).
5.1 Item to be test (High level)

	Item to Test
	Test Description

	Master GTS
	Ensure that Master GTS service can be upgraded from version 1.4 to 2.0 and the service gets started without errors and communicating with GAARDS UI. QA will verify interlink between GAARDS UI and GTS. This service has been deployed in to cbvgrid-q1004 Linux Box. To verify the service is upgraded successfully, QA will verify the installer.log file from the GTS master service root.
GTS Upgrade Guide: https://cagrid.org/display/caGrid20/Grid+Trust+Service


	Slave GTS
	Ensure that Slave GTS service can be upgraded from version from 1.4 to 2.0 and the service gets started without errors and communicating with GAARDS UI. QA will ensure the GTS slave service running in the cbvgrid-q1005 and service linked with GAARDS UI. To verify QA will verify the GTS salve service and installer log file.
GTS Upgrade Guide: https://cagrid.org/display/caGrid20/Grid+Trust+Service


	Dorian service
	Ensure that Dorian service can be upgraded from version 1.4 to 2.0 and the service gets started without errors and Dorian service communicating with GAARDS UI. QA will verify the installer.log file to ensure Dorian service upgraded successfully. To verify that the GAARDS UI can connect to Dorian Service, QA will analyze the serviceMetadata.xml file and also look for log file. Dorian service has been installed into cbgrid-q1003 Linux Box.  
Dorian 2.0 Upgrade Guide:

https://cagrid.org/display/caGrid20/Dorian


	CDS service
	To ensure that the CDS service upgraded successfully in the cbvgrid-1002 Linux Box, QA will verify the serviceMetadata and installer.log file. 
Credential Delegation Service Upgrade Guide:

https://cagrid.org/display/caGrid20/Home


	FQP service
	Ensure that FQP service can be upgraded from version 1.4 to 2.0 and the service gets started without errors and FQP service communicating with GAARDS UI. QA will verify the installer.log file to ensure the FQP service up and running.
Federated Query Processor Upgrade guide:

https://cagrid.org/display/caGrid20/Home


	Grid Grouper
	Grid Grouper has been installed into cbvgrid-q1009 Linux Box. To upgrade cbvgrid-q1009–https, syncGTS, and Grid grouper, QA will follow the upgrade process documentation and verify the installer.log file.
Grid Grouper Upgrade Guide:

https://cagrid.org/display/caGrid20/Grid+Grouper


	Index Service
	Index Service has been installed into cbvgrid-q1009 Linux Box (Current Version 1.4). To upgrade cbvgrid-q1009 –https, syncGTS, and Index Service, QA will follow the upgrade process documentation (provided by dev. team) and verify the installer.log file.
Index Service Upgrade Guide:

https://cagrid.org/display/caGrid20/Home


	Authentication Service
	Authentication Service has been installed into cbvgrid-q1009 Linux Box (Current Version 1.4). To upgrade  cbvgrid-q1007–https, syncGTS, and Authentication Service, QA will follow the upgrade process documentation (provided by dev. team) and verify the installer.log file.
Authentication Service Upgrade guide:

https://cagrid.org/display/caGrid20/Home


	Global Model Exchange Service
	GME Service has been installed into cbvgrid-q1002 Linux Box (Current Version 1.4). To upgrade caGrid v1.4 to v2.0, cbvgrid-q1007–https, syncGTS, GME Service, QA will follow the upgrade process documentation (provided by dev. team) and verify the installer.log file.
Global Model Exchange Service Upgrade guide:

https://cagrid.org/display/caGrid20/Home


	Meta Model Service
	Ensure that Meta Model Service can be upgraded from version 1.4 to 2.0 and the service gets started without errors. To verify metadata model service, QA will follow the deployment documentation (Provided by Dev.). 
Global Model Exchange Service Upgrade guide:

https://cagrid.org/display/caGrid20/Home


	Taverna Workflow service
	Ensure that TavernaWorkflow service can be upgraded from version 1.4 to 2.0 and the service gets started without errors. To ensure TavernaWorkFlow service upgraded successfully, QA will validate service.properties.
Tavern Workflow Service Upgrade guide:

https://cagrid.org/display/caGrid20/Home



5.2 Risks
· Deployment of the caGrid infrastructure is a highly complex and lengthy activity.  Any human error or documentation error during the deployment / upgrade process will result in huge loss in time.
· Mitigation Plan – Document every step / action performed during deployment so that it is easy to trace back the steps and identify issues easily. Also, use the History command in Linux to get the series of steps / commands executed.
5.3 Milestone

	Tasks
	Duration (Hrs)

	Write Test Cases (In this case, the Test cases are actually about following the deployment instructions for each of the 11 services) 
	2

	Execute Smoke Tests
	.30

	Execute Test Cases
	40


6 smoke Test
QA will perform smoke tests after upgrade completion to ensure that all the eleven caGrid services are running without any errors. Also, QA will validate GAARDS UI and Introduce to ensure they are communicating with these Services. 
6.1 Item to be test (High level)

	Item to Test
	Test Description

	Services
	Ensure that Master GTS, Slave GTS, Dorian, CDS, FQP, Grid Grouper, Index, Authentication, Global model exchange, Meta model and Taverna workflow services are upgraded from version 1.4 to 2.0. To verify all the services are up and running, QA will analyze the log files and hit each service http link to make sure the AXIS Services are running.

	GAARDS UI
	From Linux Terminal window point GAARDS UI to xServer. Verify the log file to analyze that GAARDS UI communicates with other Services.

	Introduce (Service deployment tool)
	QA will initiate the Linux Terminal and point Introduce to the xServer to verify the log file. 


6.2 Risks
These tests are selected based on the focus of  Upgrade testing effort. Even though these tests could all pass, there is a chance that not all issues with the upgrade are discovered during this smoke test.

Mitigation Plan – Executing the more exhaustive Regression tests should discover all issues with the upgrade process
6.3 Milestone

	Tasks
	Duration (Hrs)

	Write Smoke Test Cases
	1

	Execute Smoke Tests
	.30


7 regression test

The Regression tests are run primarily to ensure that the upgrade to the core security infrastructure has not impacted any of the existing security functionalities of the caGrid infrastructure.

	Item to Test
	Test Description

	Authentication Service (GAARDS UI)
	Verify the GAARDS Administration for administrating Dorian, Grid Grouper, the Grid Trust Service (GTS) and the Credential Delegation Service (CDS).
To ensure GAARDS UI communicating with services, QA will login to GAARDS UI as administrator and verify the Grid Grouper, GTS, CDS. 



	Dorian Service (Host Certificate Testing)

	Web/Grid services are required to have PKI credentials or host credentials. A host credential consists of a X.509 certificate and private key. Dorian provides the ability to issue host certificates to users

	Public Key


	The Grid leverages the Public Key Infrastructure (PKI) for authentication. PKI is a set of hardware, software, people, policies, and procedures needed to create, manage, store, distribute, and revoke digital credentials. Under PKI, a user's credentials consist of a public X.509 certificate and a private key. QA will login into Dorian as Administrator and verify the Public key. Public key contained in a encoded file in the Dorian Linux Box. To ensure public key are encoded, QA will analyze the public key based on the dev document. 


	Private Key
	In order to run services securely over https, you must run a secure container. Running a secure Globus container requires creating a security descriptor which tells the Globus container which host credentials should be used to operate the container. In this method Dorian use private key method, in this method private key will be encrypted into a file. QA will analyze the private key based on the securityConfig file.

<securityConfig xmlns="http://www.globus.org">

   <credential>

      <key-file value="PATH_TO_YOUR_HOST_PRIVATE_KEY"/>

      <cert-file value="PATH_TO_YOUR_HOST_CERTIFICATE"/>

   </credential>

</securityConfig>

	Password Requirements Testing


	Dorian will manage password requirement for the grid user. A valid password must be between 4 and 15 characters, CANNOT contain a dictionary word, and MUST contain at least one upper case letter, at least one lower case letter, at least one number, and at least one symbol (~!@#$%^&*()_-+={}[]|:;<>,.?). Password will get encrypted with SHA-2 hashing algorithm infrastructure

	Account User Details Testing


	Dorian will make sure user detail information are necessary for the registered user on the grid.

	Account Password Acceptance Testing


	Verify that the Authentication service will validate user account password and Dorian will accept password through authentication service.  


7.1 Risks
The Regression testing effort is mainly focusing on the caGrid security aspect and the testing of the other components of the grid infrastructure will be limited to ensuring that all the services are running
Mitigation Plan – Identification of the regression tests were done in coordination with project team and are agreed upon. 

7.2 Milestone

	Tasks
	Duration (Hrs.)

	Execute Test Cases 
	20


8 functional Test
In the process of caGrid upgrade Test, first QA will upgrade services with the new patches. To ensure upgrade process to complete and be successful, QA will execute functional testing after completion of successful regression tests. Successful Regression testing will ensure the upgrade testing is successful.
8.1 Item to be test (High level)

	Item to Test
	Test Description

	Support (Backward compatibility) for SHA-1

	caGrid currently uses SHA-1 hash when creating and signing host certificates and user credentials. After the upgrade QA will ensure that the upgraded caGrid does still authenticate the use of SHA-1 hash for creating and signing host certificates and user credentials.

	Support for SHA-2

	QA will ensure that the upgraded caGird  support the use of SHA-2 hash for creating and signing host certificates and user credentials.

	Upgrade of existing Host certificate from SHA-1 to SHA-2

	QA will ensure that a client service can update their host certificates and user credentials to use SHA-2 hash.


8.2 Risks
· If testing for the support for SHA-1 requires upgrading of the client services, it will add additional time to the testing effort.
· Mitigation Plan – Alert the project team of the schedule change and collectively make a decision on the next steps, given the tight schedule.

8.3 Milestone

	Tasks
	Duration (Hrs.)

	Write Test Cases (In this case, the Test cases are actually about following the deployment instructions for each of the 11 services) 
	16

	Execute Test Cases
	20


9 volume testing

N/A

10 acceptance testing

N/A

11 usability testing

N/A

12 compatibility testing

N/A

13 conformance testing

N/A

14 Vulnerability Assessment Testing

All vulnerabilities will be addressed during the Appscan security test.

15 Test entry and exit criteria
Each tier has to comply with CBIIT defined QA Entrance and Exit Criteria checklist 

16 communications

16.1 Test Meetings and Correspondence

The SAIC-F QA team will hold status meetings on a weekly basis. All correspondence related to the Project testing will be copied to the staff defined in section 2.2

16.2 Problem Reporting and Escalation

During the test phase of Project testing, the SAIC-F QA team will document all issues and problems via JIRA. During the weekly status meetings, the reported incidents / issues will be discussed to ensure effective communications of potential critical issues.  

The issues will contain, at a minimum, 1) A description of the problem or symptom in detail 2) type of problem (S/W, H/W, resource, documentation, requirement etc.,) 3) recommended priority 4) Steps to re-create 5) Test scenario found in.
17 Test Deliverables

A Test Summary report will be generated and will be sent to the CBIIT QA Leadership for approval. The following documents will be sent along with the report requesting approval to promote the tag to the next tier.

1. Planned Test Cases
2. Test Execution Report
3. Resolved and Unresolved Defects list
4. Requirements Traceability 

5. Test Coverage Report

6. Application Security Scan report

18 Appendix Summary

The appendix contains information on the test plan approval, references, and terminology.

18.1 APPENDIX A:  TEST PLAN APPROVAL

The undersigned acknowledge that they have reviewed the caGrid Upgrade Test Project Test Plan and agree with the information presented within this document. Changes to this Test Plan will be coordinated with, and approved by, the undersigned, or their designated representatives.

	Signature:
	
	Date:
	

	Print Name:
	
	
	

	
	
	
	

	Title:
	
	
	

	Role:
	Project Manager
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Sensitive But Unclassified: This submittal includes SBU information that shall not be disclosed outside the SAIC-F and shall not be duplicated, used, or disclosed — in whole or in part — for any purpose other than for the SAIC’s official use under QA Operations Team Agreement. This restriction does not limit the NCI’s right to use the information contained herein if it is obtained from another source without restriction.
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