

Authorization to Operate
 <<SYSTEM/APPLICATION NAME>>
DATE: 

<<month, day, year>>
FROM:

<<NAME>>, Authorizing Official



<<TITLE>>


National Cancer Institute
TO:

<<NAME>>, System Owner

<<system/application name>> 

<<Organization Name>>
<<Address>>
A system security assessment of the <<system/application name>> (<<system/application acronym>>) located at <<address>>, has been conducted in accordance with the Federal Information Security Modernization Act of 2014 (FISMA), Office of Management and Budget Circular A-130, Appendix III, Security of Federal Automated Information Resources; NIST Special Publication 800-37, Guide for Applying the Risk Management Framework to federal Information System; and Department of Health and Human Services and National Institutes of Health (NIH) policies and procedures on security authorization.

After reviewing the security controls that have been implemented and planned and weighing the remaining residual risks against the operational requirements, I grant an Authorization to Operate (ATO) to <<system/application acronym>>. The effective approval date of this ATO is the date signed by the Authorizing Official, and is granted for a period of three (3) years under the following conditions:

1) The vulnerabilities reported during the continuous monitoring process do not result in additional agency-level risk which is deemed unacceptable;
2) Identified security weaknesses do not result in additional agency-level risk and are remediated within the timelines consistent with the current version of the NIH Information Security Policy Handbook or entered into a Plan of Action and Milestones (POA&M) and tracked to closure.

3) Significant changes to <<system/application acronym>>, its operating environment or operational risks will be brought to the attention of the Authorizing Official (AO) to determine if they affect the system’s risk posture and its authorization status.
The <<system/application acronym>> System Owner should retain a copy of this letter with all supporting security authorization documentation as a permanent record.

<<Name of Authorizing Official>>

Date

Authorizing Official
2

