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[DELETE THIS PARAGRAPH] - This System Audit and Accountability Management template is written for all Low and Moderate system impact levels as defined in FIPS 199, and is intended only as a sample of one methodology.  Areas with red italics are instructional, and words in blue text are to be replaced with pertinent information (e.g., system name(s), acronym(s), I/C name, organization name, etc.). Areas in yellow highlights are illustrative and should be replaced with relevant content for your system.
[bookmark: _Toc482791006]Purpose
The purpose of this document is to establish the {SYSTEM NAME} logging and auditing policy and procedures, and to identify staff roles and responsibilities in support of audit and accountability procedures.  This document addresses: (i) the creation, protection, and retention of information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) how the actions of individual information system users can be uniquely traced to those users so they can be held accountable for their actions.
This procedure is reviewed at least once every 365 days to ensure it reflects current practices and to update procedures as required to comply with NCI’ audit and accountability policies.
[bookmark: _Toc482791007]Scope
This document covers all {SYSTEM NAME} infrastructure and administrative personnel with responsibilities for establishing, reviewing, or enforcing auditing related functions of the system.
[bookmark: _Toc482791008]Roles and Responsibilities
As part of the {SYSTEM NAME Team}, the {Group Name} team is charged with operating the {SYSTEM NAME} so that computer response time stays within acceptable limits, and so that the security of the application is not jeopardized.  The following roles and responsibilities have been defined for the {SYSTEM NAME}’s logging and auditing functions.
Instruction: Organizations need to give particular consideration to the assignment of operational log management duties. Some organizations, especially those with highly managed environments, may choose to perform all log management centrally instead of at the individual system level. However, in most organizations, log management is not so centralized. Typically, system, network, and security administrators are responsible for managing logging on their systems, performing regular analysis of their log data, documenting and reporting the results of their log management activities, and ensuring that log data is provided to the log management infrastructure in accordance with the organization’s policies.
Example Roles and Responsibilities might include:
· System and Network Administrators (Sys Admin)who are responsible for configuring logging or individual systems and network devices, analyzing those logs periodically, reporting on the results of log management activities, and performing regular maintenance of the logs and logging software.
· Security administrators (Sec Admin) who are usually responsible for managing and monitoring the log management infrastructures, configuring logging on security devices (e.g., firewalls, network-based intrusion detection systems, antivirus servers), reporting on the results of log management activities, and assisting others with configuring logging and performing log analysis.
· Computer security incident response teams who use log data when handling some incidents.
· Application developers, who may need to design or customize applications so that they perform logging in accordance with the logging requirements and recommendations.
· Information security officers (ISSO), who may oversee the log management infrastructures
· Chief information officers (CIO), who oversee the IT resources that generate, transmit, and store the logs.
· Auditors, who may use log data when performing audits
· Individuals involved in the procurement of software that should or can generate computer security log data
· Application Administrator, responsible for configuring audit log settings within the system’s COTS/custom applications per approved policy;
· System or Information Owner, responsible for reviewing daily audit reports provided by the system; 
· Backup administrator, responsible for conducting daily/weekly/monthly read only backups to removable media and ensuring backups are properly transferred/transported to designated alternate storage location (e.g., other building, contracted service provider, etc.)
[bookmark: _Toc482791009][System Name] Log and Audit Management Roles and Responsibilities:
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[bookmark: _Toc482791010]Logging and Auditing Policies and Procedures
Instruction: The following sections should be used to identify only those auditing and logging controls that are managed by this system directly and not those inherited entirely from a parent (e.g., GSS, Cloud, or other managed) system. Where responsibility is shared, identify and describe only those areas for which you are responsible. 
NOTE: Controls AU-3, AU-5, AU-8, AU-9, AU-11, and AU-12 may inherit some audit and logging controls at the system (hardware and operating system) levels, such as from a managed hosting provider, from a cloud service provider, or another 3rd party provider.
[bookmark: _Toc482791011]Policy (AU-1)
This Standard Operating Procedure describes how NIH audit and accountability policies are implemented for [System Name]

[bookmark: _Toc482791012]Auditable Events (AU-2) and Audit Generation (AU-12)
Instruction: Auditable events may include but are not limited to events that show addition, modification, and/or deletion of information. System owners will determine auditable events based on risk assessments and continuous monitoring procedures. Audited events can be configured by authorized personnel to customized reports that include subsets of all auditable events as required, and allows authorized personnel to select which auditable events are to be gathered by specific components of the system. Describe the {SYSTEM NAME}’s audit and accountability implementation details as they relate to the following NCI audit policies:
· Step 1
· Step 2
· Etc.

NCI Policies:
The organization: Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the events defined in NIH’s Security Event Logging Policy, Appendix C for respective systems, platforms, or technology; coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events; Provides a rationale for why the list of auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and Determines, based on current threat information and ongoing assessment of risk, that the following events are to be audited within the information system: [ Assignment: organization-defined subset of the auditable events defined in AU-2 a. to be audited along with the frequency of (or situation requiring) auditing for each identified event ].
AU-2
Subset of Implementation Standard 1, auditable events:
· (a) User log-on and log-off (successful or unsuccessful);
· (b) All system administration activities;
· (c) Modification of privileges and access; and
· (d) Account creation, modification, or deletion.
Verify that proper logging is enabled to audit administrator activities.
AU-2(3) (Moderate only)
Periodically, system owner evaluates and , if needed, updates the events audited by the system.
AU-12
a. Provides audit record generation capability for the following auditable events defined in AU-2a:
- All successful and unsuccessful authorization attempts.
- All changes to logical access control authorities (e.g., rights, permissions).
- All system changes with the potential to compromise the integrity of audit policy configurations, security policy configurations and audit record generation services.
-  The audit trail shall capture the enabling or disabling of audit report generation services.
-  The audit trail shall capture command line changes, batch file changes and queries made to the system (e.g., operating system, application, and database).
b. Allows defined personnel or roles (defined in the applicable security plan) to select which auditable events are to be audited by specific components of the information system;
c. Generates audit records for the list of events defined in AU-2d with the content defined in AU-3. 
-  The information system compiles audit records from defined information system components (defined in the applicable security plan) into a system-wide (logical or physical) audit trail that is time-correlated to within +/- five (5) minutes.
[bookmark: _Toc482791013]Content of Audit Records (AU-3)
Instruction: Describe the {SYSTEM NAME}’s audit and accountability implementation details as they relate to the following NCI audit policies:
· Step 1
· Step 2
· Etc.

NCI Policy:
The {SYSTEM NAME} captures sufficient information in audit records to establish what events occurred, the sources of the events, and the outcomes of the events.  This includes, at a minimum:
· Date and time of the event
· Component of the information system or application (e.g., software component, file, hardware component)
· Where the event (i.e., accessed, modified, or deleted) occurred
· Type of event
· Outcome (success or failure) of the event
· User or subject ID
· Filename accessed;
· Program or command used to initiate the event; and
· Source and destination addresses
[bookmark: _Toc482791014]Audit Storage Capacity (AU-4) and Response to Audit Processing Failures (AU-5)
Sample:  Log configurations can be set to automatically begin overwriting oldest log files first, when capacity has been reached; or to create a new log file each time an active file reaches capacity; or to temporarily stop generating audit records (least desired option); or to shut down the system until resolved (last resort and only permitted if system is not mission critical).
The following steps are taken to ensure sufficient space is allocated to store audit records or that the system is configured to prevent such capacity from being exceeded.
· Step 1
· Step 2
· Etc.
NCI Policy:
The information system:
a. Alerts personnel or roles (as defined in the applicable security plan) in the event of an audit processing failure; and
b. Takes the following additional actions in response to an audit failure or audit storage capacity issue:
· Overwrites the oldest records, in the case that expanded or additional storage space is unavailable.
· Shutdown the information system, or
· Stops generating audit records, or
[bookmark: _Toc482791015]Audit Review, Analysis, and Reporting (AU-6, AU-6(1) (Moderate Only))
Instruction: List/define any processes in place to review, analyze, and report information-security related events.  For Moderate systems only, describe automated tools and processes used to facilitate these activities. 
· Mechanism/Process 1
· Mechanism/Process 2
· Etc.
NCI Policy:
The organization: Reviews and analyzes information system audit records periodically, with the frequency of the reviews and retention schedule being consistent with the information system security category, for indications of inappropriate or unusual activity, and reports findings to designated organizational officials; and Adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.
[bookmark: _Toc482791016]Audit Reduction and Report Generation (AU-7 and 7(1) both Moderate Only)
Background: Audit reduction is a process that manipulates collected audit information and organizes such information in a summary format that is more meaningful to analysts. Audit reduction and report generation capabilities do not always emanate from the same information system or from the same organizational entities conducting auditing activities. Audit reduction capability can include, for example, modern data mining techniques with advanced data filters to identify anomalous behavior in audit records. The report generation capability provided by the information system can generate customizable reports. Time ordering of audit records can be a significant issue if the granularity of the timestamp in the record is insufficient. Events of interest can be identified by the content of specific audit record fields including, for example, identities of individuals, event types, event locations, event times, event dates, system resources involved, IP addresses involved, or information objects accessed. Organizations may define audit event criteria to any degree of granularity required, for example, locations selectable by general networking location (e.g., by network or subnetwork) or selectable by specific information system component
Instruction: Define any automated report generation provided by {SYSTEM NAME} that helps collect, parse, organize, alert for, and display desired audit criteria.
· Audit Reduction/Reporting Step 1
· Audit Reduction/Reporting Step 1
· Etc.
NCI Policy:
The information system provides an audit reduction and report generation capability that:
a.  Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents; and
b.  Does not alter the original content or time marking of audit records.
c.  The information system provides the capability to process audit records for events of interest based on selectable event criteria
[bookmark: _Toc482791017]Time Stamps (AU-8)
Instruction: Describe the source and method for synchronizing internal system clocks, and subsequently any application related time stamps on logged events.
· Audit Reduction/Reporting Step 1
· Audit Reduction/Reporting Step 1
· Etc
NCI Policy:
The information system:
a. Uses internal system clocks to generate time stamps for audit records; and
b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and is accurate to within thirty (30) seconds. 

[bookmark: _Toc482791018]Protection of Audit Information (AU-9, (9(4) Moderate))
Instruction: Describe the process(es) used to address/implement the following audit management controls and control enhancements outline in the NCI policy:

[Sample Text]
· The {SYSTEM NAME} maintains and protects audit information and audit tools from unauthorized access, modification, and deletion.
· Audit logs are protected as sensitive information and retained for an appropriate period of time. (Audit logs should be retained at least 30 days).
· Administrators do not have “write” or “delete” access to audit trails (unless there is a duplicate read-only version stored in an alternative location that prevents the ability for a privileged user to “cover his/her tracks”).
· A person other than the system administrator must conduct regular analysis of audit trails, although the system administrator may also be permitted to review audit trails.

· Audit Log Protection Practice 1
· Audit Log Protection Practice 2
· Etc.
NCI Policy:
· The information system protects audit information and audit tools from unauthorized access, modification, and deletion.
· AU-9(4) Moderate Only: The organization authorizes access to management of audit functionality to only those individuals or roles who are not subject to audit by that system, and is defined in the applicable security plan.
[bookmark: _Toc482791019]Audit Record Retention (AU-11)
Instruction: Describe whether and how audit records are backed up or replicated to other systems or offline media for long term storage and the basic processes followed.
Sample Text: {SYSTEM NAME} audit records are maintained for at least 30 days.  Audit logs may be required to be retained longer if there is an after-the-fact investigation of security incidents to meet regulatory and organizational information requests.
· Audit Record Backup/Replication Process 1
· Audit Record Backup/Replication Process 1
· Etc.
NCI Policy:
The organization retains audit records for at least 30 days or longer if there is an after the fact investigation of security incidents to meet regulatory and organizational information retention requirements.
[bookmark: _Toc279414301][bookmark: _Toc482791020]Related Policies and Links
· NIH and HHS Security and Privacy Policy Home Page
· Section 18.2 of NIST SP 800-12, An Introduction to Computer Security: The NIST Handbook, provides additional guidance
· NIST SP 800-92, Guide to Computer Security Log Management, provides guidance on computer log management.
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