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NIH OCIO FISMA Annual Control Assessment Guidance
The NIH OCIO has selected many NIST SP 800-53 controls for the current Fiscal year’s FISMA annual control assessment (AA). The control selection is based upon an analysis of the following:
· HHS ISCM policy requirements;
· The previous year’s POA&M items and identified weaknesses;
· [bookmark: _GoBack]IG/other audit findings;
· Previous year’s security incidents that were caused by a failure in a control implementation;
· Volatility of specific security controls and/or key technical controls that have been identified by NIH as needing to be tested on a more frequent basis. 
The FISMA annual control assessment can be completed by either completing the annual control assessment test cases or by using the current fiscal year full assessments. If you are due for a full assessment or if your system is initially authorized in this fiscal year, then you do not need to conduct the AA this year.
The ISSO/POC will coordinate with the System Owner, Program Manager (PM) and others as needed to complete the FISMA AA. Completed FISMA AAs along with any supporting documentation shall be provided to the NCI ISSO through your respective COR or PM.  The NCI ISSO will upload completed AA reports and artifacts into the NIH NSAT system. The NCI ISSO will analyze/review the AA package and coordinate with System Owner, PM, and others to ensure the assessments are completed.
FISMA AAs must specify an appropriate test result and observation. Adequate descriptions of compliance with a given control will allow anyone reviewing the AA to understand the rationale for the selected implementation and test status. Providing sufficiently detailed descriptions and supporting evidence will accelerate the annual control assessment process by reducing review and follow-up coordination. The due date for the FISMA annual control assessment is based on the Security Control Assessment (SCA) completion anniversary date.
The following documents must also be reviewed during the AA and updated if necessary; the review/re-approval date should be reflected in the revision history or re-approval signature blocks:
· FIPS 199 System Categorization
· E-Authentication Threshold Analysis (ETA)/e-Authentication Risk Assessment (ERA)
· Business Impact Analysis (BIA)
· Contingency Plan (CP)
· Contingency Plan Test (CPT) (Moderate and High impact systems must use real or live exercise rather than tabletop exercise)
· Configuration Management Plan (CMP)
· Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA)
· Agreement Documentation (includes Interconnection Security Agreement (ISA) or Memorandum of Understanding (MOU))
· Incident Response Plan (IRP) (for contractor hosted)
· Incident Response Plan Test (IRPT) (Moderate and High) (for contractor hosted)
· Plan of Action and Milestones (POA&M) (Quarterly Requirement)
· System Inventory (180 days (High) and 365 (Moderate and Low)
Please submit completed AA packages and artifacts to: NCIIRM@nih.gov
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