Updated Department Standard Warning Banner for HHS Systems
MEMORANDUM
TO:                OpDiv Chief Information Officers and Chief Information Security Officers
FROM:            Beth Anne Killoran
                      Acting  CIO, Department of Health and Human Services
SUBJECT:       Updated Department Standard Warning Banner for HHS Systems
DATE:             November 29, 2016
 
[bookmark: _GoBack]This memorandum supersedes the memorandum titled Updated Departmental Standard Warning Banner for HHS Information Systems, dated July 14, 2016. Your attention to this matter and cooperation in the implementation of the updated warning banner is greatly appreciated.
In November 2009, the Department of Health and Human Services (HHS) Office of Inspector General (OIG) issued a memorandum to standardize the warning banner to be used across the Department. Per this recommendation, all Operating Divisions (OpDivs) Chief Information Security Officers (CISOs) implemented the standard warning banner on their information technology (IT) systems that reflected the compliance with the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Revision 2, Recommended Security Controls for Federal Information Systems (December 2007), Access Control AC-8.
[bookmark: _ednref1]This standard warning banner has been updated to comply with the current version of NIST SP 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and Organizations (April 2013)[i] to include language for the use of social media sites as per Planning Control enhancement PL-4(1), and to include an abbreviated warning banner that complies with Access Control AC-8. All OpDivs and Staff Divisions (StaffDivs) shall implement the following updated warning banner within six (6) months from the release date of this memorandum:
· This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and other federal guidance for accessing this Government system, which includes (1) this computer network, (2) all computers connected to this network, and (3) all devices and storage media attached to this network or to a computer on this network.
· This system is provided for Government-authorized use only.
· Unauthorized or improper use of this system is prohibited and may result in disciplinary action and/or civil and criminal penalties.
· Personal use of social media and networking sites on this system is limited as to not interfere with official work duties and is subject to monitoring.
· By using this system, you understand and consent to the following:
· The Government may monitor, record, and audit your system usage, including usage of personal devices and email systems for official duties or to conduct HHS business. Therefore, you have no reasonable expectation of privacy regarding any communication or data transiting or stored on this system. At any time, and for any lawful Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored on this system.
· Any communication or data transiting or stored on this system may be disclosed or used for any lawful Government purpose.
This updated warning banner language has very important legal implications for the Department and those who access Department IT resources.
Any changes to the standard warning language above must be reviewed and approved by the Office of the General Counsel (OCG) and Office of Inspector General (OIG). Modifications may include system specific information (e.g., requirements governing special-purpose scientific or medical systems or tracking of personal information on publicly accessible websites). In addition, publicly accessible systems must also add a description of the authorized uses of the system to the standard warning banner. OpDivs should also consider displaying the warning banner in multiple languages based on specific needs and the demographics of information system users. OpDivs must submit all changes to the warning banner language to OIG (Bryan Bagley at Bryan.Bagley@oig.hhs.gov) and the OGC (ControlDesk.OGCIO@hhs.gov) for review and approval prior to implementation. Attachment A contains an abbreviated warning banner, which OpDivs may use under circumstances when the standard warning banner above cannot be implemented.
Attachment A – Standard Abbreviated Warning Banner
Note: This standard abbreviated warning banner may be used in circumstances where the standard warning banner cannot be implemented, such as when:
· a system has character limitations related to the warning banner display; or
· the standard warning banner is inconsistent with certain directives, policies, regulations, or standards (e.g., requirements governing special-purpose scientific or medical systems or tracking of personal information on publicly accessible websites).
This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and other federal guidance for accessing this Government system, which includes all devices/storage media attached to this system. This system is provided for Government-authorized use only. Unauthorized or improper use of this system is prohibited and may result in disciplinary action and/or civil and criminal penalties. At any time, and for any lawful Government purpose, the government may monitor, record, and audit your system usage and/or intercept, search and seize any communication or data transiting or stored on this system. Therefore, you have no reasonable expectation of privacy. Any communication or data transiting or stored on this system may be disclosed or used for any lawful Government purpose.

