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Introduction
The purpose of a Security Impact Analysis (SIA) is to integrate the security impact analysis into the configuration (change) management process. As such, it is highly encouraged that the documentation of the SIA process, and its results, be integrated into the formal Configuration (Change) Management processes and artifacts. NIST 800-53 Control CM-4 requires that the process of a security impact analysis be completed—and independent assessors of the CM-4 requirement will require documentation to validate that the SIA process was completed. If properly integrated, completed configuration (change) management documentation should suffice.  In lieu of that completion, this workbook shall be prepared, reviewed and submitted.
Reference: NIST 800-128, Guide for Security-Focused Configuration Management of Information Systems
To meet the Business Owner’s desires, this separate documentation of the SIA, using the principles outlined in the reference document is submitted.  This workbook is completed for the <RELEASE NUMBER> <DATE> Production release of the <SYSTEM NAME> 
Release Overview

Instructions: Please provide a detailed overview of the release or change. This overview should contain description of all changes that are proposed within the release, regardless if they have direct impacts upon security controls. For the changes that involve potential security impacts, please state which NIST (800-53) controls family(ies) are potentially impacted by the proposed release or modification to the system or its environment using Attachment 1 as a reference. Be specific about any changes to database tables, ports and protocols, applications, operating systems, changes to the interconnections or access points, security tools that may be added/updated/removed in the release. Images and diagrams of the proposed changes are encouraged to help the reviewer.  (remove these instructions before finalizing)

Detailed Overview of <SYSTEM NAME><RELEASE NUMBER> <DATE>: 






Diagrams/Images Highlighting Planned Release Changes
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The Information System Owner (ISO), Information System Security Officer (ISSO), system administrators, and security and compliance assessors should collaborate to complete Tables 1-6, which will be used to review the change and determine requirements.

Table 1  Initiative/Release Background
	Initiative/Release Name
	

	Project Type
	[Examples Only]
· New Development
· Enhancement
· Maintenance
· [Insert other project types and descriptions as applicable]

	System Changes
	

	Baseline Changes
	

	Security Risks
	

	Planned Deployment Initiation Date
	

	Planned Deployment Completion Date
	

	Other system(s) Impacted by Change
	

	Current Security Categorization of Impacted System(s)
	

	[Insert initiative/release
background info required
by the organization as
applicable]
	



Table 2   Initiative/Release Description and Potential Security Issues
	What are the business, security, or functional requirements driving the change?

	

	Please provide a description of the proposed change(s), including ALL additions,
deletions, and modifications.

	

	Is the Technical Lead and/or Project Lead aware of any potential security-related issues or challenges associated with this change? If so, briefly describe them or provide and attachment describing them.

	



Table 3  Change Type Worksheet
Please review the list of Change Types below. In the second column, mark each applicable change type with an “X”. Provide a brief explanation of why applicable change types are selected in the third column. The change types are not intended to be mutually exclusive, so multiple change types may be selected for a single initiative/release. If none of the change types are applicable, please mark “Other change” and provide a description of the change in the third column. 
	Change Type
	Applicable?
(Mark X if applicable)
	Explanation (If applicable)

	New network device(s) (e.g., router,
switch, firewall, VPN gateway)
	
	

	New server(s)
	
	

	New workstation(s) (desktops or laptops)
	
	

	Other new hardware
	
	

	Decommissioning of existing hardware
	
	

	New virtual server
	
	

	New OS
	
	

	Upgrade of existing OS
	
	

	New COTS application
	
	

	Upgrade or patch of COTS application
	
	

	New custom application
	
	

	Upgrade or bug fix for existing custom application
	
	

	New DBMS (e.g., Microsoft SQL Server or Oracle)
	
	

	Upgrade of existing DBMS (e.g., Oracle 10 to 11)
	
	

	Addition of new DB instance
	
	

	Modification of an existing DB instance (e.g., changes to a table)
	
	

	New or upgraded middleware application or service
	
	

	Modifications to ports, protocols, and services used or provided by the system
	
	

	Changes intended to address security requirements or improve/modify the security of the system (e.g., cryptographic modules, security patch, authentication, authorization, role changes)
	
	

	New information type processed, stored, or transmitted on the system
	
	

	Interface change or system interconnection (addition/removed)
	
	

	Change of operating location
	
	

	Other change
	
	




Table 4  Device Impact Worksheet
	System name
	Device name
	IP address
	Manufacturer model
	Serial No.
	Asset/ component property ID
	OS
	Software
	Description

	
	
	
	
	
	
	
	
	



Table 5  Testing Worksheet
	Please describe the tests that were conducted against the change?

	

	Please provide a description of the test results for each change (or provide reference
to another document with test results).

	



Table 6  Analysis Worksheet
	Analysis, Recommendations, and Requirements

	
















	Reviewed by: Name/Title: 
























Signatures

I have reviewed this SIA and concur with the changes documented and give my approval for implementation.



__________________________________________
[Insert Name]
System Developer/Operator



__________________________________________
[Insert Name]
Federal Business Owner



__________________________________________
[Insert Name]
Information System Security Officer (ISSO)



__________________________________________
[Insert Name]
Authorizing Official



Attachment 1
Security Impact Worksheet

1. AC: Will change(s) to system affect how the system limits: (i) information system access to authorized users, processes acting on behalf of authorized users or devices (including other information systems); and (ii) the types of transactions and functions that authorized users are permitted to exercise.
If so, describe.


2. AT: Will change(s) affect required system training to ensure that personnel are adequately trained to carry out their assigned information security-related duties and responsibilities?
If so, describe.


3. AU: Will change(s) affect how system audit requirements to (i) create, protect, and retain information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) ensure that the actions of individual information system users can be uniquely traced to those users so they can be held accountable for their actions.
If so, describe.


4. CM: Will change(s) to the system impact the (i) baseline configuration and inventory of organizational information systems; (ii) establishment and enforcement of security configuration settings; and (iii) ability to monitor and control changes to the baseline configurations and to the constituent components of the systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycle.
If so, describe.


5. IA: Will change(s) to the system impact how it (i) identifies users, processes acting on behalf of users, or devices; and (ii) authenticates (or verifies) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems.
If so, describe.


6. MA: Will change(s) to the system impact how (i) periodic and timely maintenance is performed; and (ii) provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct information system maintenance.
If so, describe.


7. MP: Will change(s) to the system impact how (i) information contained in the systems in printed form or on digital media is protected; (ii) access to information in printed form or on digital media removed from the systems is limited to authorized users; and (iii) how digital media is sanitized or destroyed before disposal or release for reuse.
If so, describe.


8. PE: Will change(s) to the system/system environment change how (i) physical access to information systems, equipment, and the respective operating environments is limited to authorized individuals; (ii) the physical plant and support infrastructure for information systems is protected; (iii) supporting utilities for information systems is provided; (iv) and (v) appropriate environmental controls in facilities are provided.
If so, describe.


9. SC: Will change(s) to the system affect how: (i) communications (i.e., information transmitted or received by organizational information systems) are monitored, controlled, and protected at the external boundaries and key internal boundaries of the information systems; and (ii) architectural designs, software development techniques, and systems engineering principles that promote effective information security are implemented.
If so, describe.


10. SI: Will change(s) to the system affect how (i) system flaws are identified, reported, and corrected in a timely manner; (ii) malicious code protection is employed; (iii) system events are monitored and detected; (iv) the correct operation of security functions is verified; and (v) information is checked for accuracy, completeness, validity, and authenticity.
If so, describe.
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