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DOCUMENT REVISION HISTORY
 
This [System Name] Configuration Management Plan is a living document that is changed as required to reflect system, operational, or organizational changes. Modifications made to this document are recorded in the version history matrix below.
 
At a minimum, this document will be reviewed and assessed annually. Reviews made as part of the assessment process shall also be recorded below.
 
This document history shall be maintained throughout the life of the document and the associated system.
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[bookmark: _Toc532997705]Introduction
	Instruction: This Configuration Management Plan (CMP) template is written for all system Impact levels as defined in FIPS 199 and is intended only as a sample of one methodology. Text in red is instructional, and words in blue are to be replaced with pertinent information (e.g., system name(s) acronym(s), or name of the Institute or Center (IC). Requirements about Low, Moderate, and High Impact system controls are included in the footnotes. For more information about Configuration Management (CM), see the NIH Configuration Management Page at https://ocio.nih.gov/InfoSecurity/Policy/Pages/CM.aspx

Please delete these instructions prior to finalizing this document.


 
Configuration Management (CM) is the process used during system development and maintenance to identify, control, and report functional and physical configurations of system and software engineering products (e.g., hardware, system architectural design(s), interfacing equipment/systems, drawings, source code, executable code, databases, test scenarios and data, and documentation. This CM Plan (CMP) identifies all activities used by [IC Acronym] to identify, control and report functional and physical configurations for the [System Name].
[bookmark: _Toc532997706]Purpose
The purpose of this document is to identify and describe a CM process for the [System Name]. This plan describes in simple, straightforward terms the processes required to ensure that changes made to the [System Name] are identifiable and controlled.
[bookmark: _Toc532997707]Scope
	Instruction: Describe the scope of the CM effort (does this CMP cover software, hardware, COTS/GOTS, documentation, facilities for conducting technical support, drawings, firmware, etc.?). Suggestions are below, remove/add as appropriate for what might be considered in scope or out of scope.

Please delete these instructions prior to finalizing this document.


 
This CMP applies to all components and activities related to the [System Name]. It also applies to all parties operating within the [IC Acronym] environment. It covers all changes to [IC Acronym]-managed configuration items (CIs), including services, hardware, software, and processes within the [System Name]. No employee or contractor is exempt from this CMP.

1. [bookmark: _Toc532997708]
1.1. [bookmark: _Toc532997709]
1.2. [bookmark: _Toc532997710]
[bookmark: _Toc532997711]In Scope
· The following [IC Acronym]-managed [System Name] components and activities:
· Hardware Infrastructure
· Software Resources (Operating System(s), Custom or Commercial Off The Shelf (COTS) software, etc.)
· Virtual Infrastructure
· Fixed or Physical Infrastructure
· All parties operating within the [IC Acronym] configuration managed [System Name] Production environments.
· All changes to [IC Acronym]-managed configuration items (CIs) in the [System Name] Production environments to include services, virtual resources, software, hardware, and processes.

[bookmark: _Toc532997712]Out of Scope
· Systems and environments that are managed by individual ICs.
· Development and Test environments.

[bookmark: _Toc532997713]System Description

	Instruction: Provide a general description of the system. Include what the system is used for and its primary location. List user organizations (internal & external) and the type of data and processing provided. A suggestion is to use the text from the system’s security plan.

Please delete these instructions prior to finalizing this document.
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[bookmark: _Toc532997714]Configuration Identification
Configuration Identification is the basis on which the configuration is defined and verified; each item and document is labeled; changes are managed; and, accountability is maintained.
1. [bookmark: _Toc528926265][bookmark: _Toc528926293][bookmark: _Toc532997715]
[bookmark: _Toc532997716]Identification
Identification involves categorizing the type of configurations that are to be controlled. The current configuration items that CM is tracking include:
 
	Instruction: Identify the configurations to be controlled. Change as necessary.
· Operating System(s) (Windows, Mac, Unix/Linux, etc.)
· Secure Enterprise Baseline Configurations for the most common Operating Systems in use at NIH can be found at Info Security Policy Pages
· These baselines are scanned on a regular, ongoing basis for compliance by the NIH OCIO using Tenable Security Center.
· If the system utilizes an Operating System not covered by the NIH Enterprise Baseline Configurations, the IC must create a secure baseline and create the compliance checks within Tenable Security Center.
· Deviations from the secure Enterprise Baseline Configurations are allowed with a waiver, which must include a business justification. Contact the NIH Information Security Program for more details.
· Bug fixes
· Version Changes
· Major Revision Changes
· Policy Changes
· Database Changes
· Security Patches

Please delete these instructions prior to finalizing this document.



[bookmark: _Toc532997717]Baseline Establishment
In an effort to track changes to [System Name], a configuration baseline has been established. This plan addresses the configuration components of [System Name].
 
The [System Name] system owner is responsible for determining the system hardware and software components to be placed under baseline. Appendix D. [System Name] Configuration Baseline is a list of [System Name] software items and components to be controlled.
[bookmark: _Toc532997718]System Interfaces

	Instruction: Please note if this system has a MOU or ISA associated with it.

Please delete these instructions prior to finalizing this document.
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[bookmark: _Toc532997719]Configuration Control
Configuration change management is a process for managing configuration changes and variances in configurations. Configuration control is the systematic proposal, justification, evaluation, coordination, approval, and implementation of changes after formal establishment of a configuration baseline.
 
Configuration control is the systematic evaluation, coordination, approval or disapproval, and implementation of all changes after formal establishment of an item’s baseline.
2. [bookmark: _Toc528926270][bookmark: _Toc528926298][bookmark: _Toc532997720]
[bookmark: _Toc532997721]Change Control Process
Configuration change control involves controlling and managing the changes to the system. The goal of change control is to establish mechanisms that will help ensure the integrity of the system. This section describes the Change activities and the process flow for [System Name].

2. [bookmark: _Toc528926272][bookmark: _Toc528926300][bookmark: _Toc532997722]
3. [bookmark: _Toc528926273][bookmark: _Toc528926301][bookmark: _Toc532997723]
3.1. [bookmark: _Toc528926274][bookmark: _Toc528926302][bookmark: _Toc532997724]
[bookmark: _Toc532997725]Change Request
	 Instruction: This section may need to be modified to reflect the change request process that is used.

Please delete these instructions prior to finalizing this document.



A key element of the change control process is the Change Request. The Change Request Form is used to describe changes requested to the configuration item. This form can be found [organization office where the form can be found or Appendix].

	Instruction: If the organization does not use a “Change Request Log,” you will need to state what is used to track changes.

Please delete these instructions prior to finalizing this document.



All change requests are tracked to closure by the [responsible personnel] for the [System Name], using the Change Request Log as the primary tracking mechanism. 
 
	Instruction: If the system is only hosted by the NIH Data Center, delete the following paragraphs. The “ASR” procedures are only required for system located in the “Co-Location” portion of the NIH Data Center.

Please delete these instructions prior to finalizing this document.



For all CIT-managed Co-Location sites, the web-based Application Service Request (ASR) must be used to request all services, including equipment deliveries, removals, etc.
 
For the off-campus Co-Location site, at least 2 hours lead-time is provided and a service request prior to any site visit or any other planned activity is submitted.
 
The service request allows project team members to request a service time response based on the severity of the problem (e.g., two days, expedite, or emergency).
 
[bookmark: _Toc532997726]Security Impact Analyses
	Instruction: This section may need to be modified if the organization follows a different security impact analysis process.

Please delete these instructions prior to finalizing this document.



Prior to change implementation, and as a part of the change approval process, [IC Acronym] analyzes changes to [System Name] for potential security impacts. The analysis findings are recorded in the Change Request Form. The analysis is conducted by the [System Name] Technical Lead.
 
After changes have been made to [System Name] (including upgrades and modifications), [IC Acronym] checks the security features to verify that the features are still functioning properly. The results of the testing are recorded in the Change Request Log, along with:
· The date the validation occurred,
· The name of the person validating the security features,
· An explanation of the findings (if any), and
· A suggested corrective action (if applicable)
· Anomalies that may have occurred during the change process
 
After the change has gone through approval by the Project Officer and System Owner, the completed Change Request Form is stored in [location where completed Change Request Forms are stored] by the [responsible personnel].

[bookmark: _Toc532997727]Review and Approval
	Instruction: This section may need to be modified if the organization follows a different review and approval process.

Please delete these instructions prior to finalizing this document.



All change requests are brought before the [Insert personnel responsible for the review and approval of change requests] for review. The [Insert personnel responsible for the approval of change requests] must approve all changes to the established [System Name] baseline.
 
Following the review period, the [Insert personnel responsible for the approval of change requests] can designate a request as:
· Approved
· Declined
· Pending (more information may be needed)

[bookmark: _Toc532997728]Configuration Status Documentation
	 Instruction: Configuration Status Documentation involves the recording and reporting of the change process. The goal of configuration status accounting is to maintain a status record of all items in the system baseline, thus providing traceability of all changes to the system. Proper configuration status accounting answers the following questions:
· What changes have been made to the system and when were they made?
· What components were affected by this change?

The major activities of configuration status accounting are:
· Identifying the configuration status information to be recorded
· Maintaining a record of configuration changes
· Reporting the status of system configuration management

Please delete these instructions prior to finalizing this document.



The following sections present the configuration status accounting activities for the [System Name] system.
 
The purpose of status documentation is to record, store, maintain, correlate, and report the status of an evolving configuration throughout the project life cycle. The status of all configuration items is maintained through the project Change Request Log. Further, all documents share a document change history page that tracks the status of each document. The Change Request Log is used to track this information.
  
	Instruction: This table will need to be modified to include the forms used by the organization.

Please delete these instructions prior to finalizing this document.


 

Table 1 Forms and Reports
	Type of Report
	Purpose
	Date/Frequency
	Who

	CR Form
	Used to track a change to be made to artifacts under configuration control
	Whenever a change is requested.
	All project personnel

	CR Log
	Contains a history of all problems and changes
	Whenever a CR is filled out and
	Project CMO

	Configuration Audit Report
	Provides objective evidence of the results of all configuration audits performed by CM
	Performed after baselines are established to ensure their integrity
	Project CMO

	Version Description Documents 
	Defines the contents of a baseline release
	Whenever a software version is delivered
	PDL
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[bookmark: _Toc532997729]Configuration Management Plan Maintenance
	 Instruction: Describe the activities and responsibilities necessary to ensure continued CM planning during the life cycle of the project. State who is responsible for monitoring the CM plan. Describe how frequently updates are to be performed; how changes to the CM plan are to be evaluated and approved; and how changes to the CM plan are to be made and communicated.


Please delete these instructions prior to finalizing this document.



Implemented changes are made under the direction of the CM Team. These changes must be accounted for or managed.
	Configuration Management Plan
	
	Template Rev. October 2018

	[System Name]
	[Date]
	Version [Revision]


  

  
	[image: ]

                      
	For Official Use Only (FOUO)
	Page  


[bookmark: _Toc532997730]Appendix A. Sample System Change Request Notification Form
	Instruction: Specify where this Change Request can be found. You may use this sample Change Request or use a form that the organization has provided.

Please delete these instructions prior to finalizing this document.




	CR No: 
	Operational Status: 

	Date Originated: 
	Originator/Org: 

	Submit Date: 
	Originator Phone: 

	Close Date
	Reporting Site: 


 
DESCRIPTION

	System: 
	Subsystem: 

	Developer: 
	Status: 

	Needed By Date/Event: 

	Priority: 
	Configuration Manager: 

	Change Type:  Hardware  Software    Firmware    Other (specify)

	Description of Change Request (include version number or requirement if applicable):
 
 
 
 
 
 
 


 
 
ANTICIPATED IMPACTS

	Software Impact:
 
 

	Hardware Impact:
 
 

	Training Impact:
 
 

	Data Impact: 
 
 

	Security Impact: 
 
 

	Related Changes:

	 
 

	Estimated Staff Hours:
 
 

	Site(s) Affected: 
 
 

	Notes: 
 
 
 
 


 
TESTING

	Tester: 
	Date Test Was Completed:

	Acceptance Test Completed:
	Implementation/Deployment Date:


 
QUALTIY ASSURANCE

	Date Reviewed: 

	Documents Completed: 


 
CONCURRENCE

	Dates [Project Manager (PM), System Owner]


 
CHANGE HISTORY

	Change History:
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[bookmark: _Toc532997731]Appendix B. Sample Security Impact Analysis Sheet
	Instruction: This form is located in the HHS Configuration Management Guide.

Please delete these instructions prior to finalizing this document.



 
SCR Number: ________________________
 
Title of Change: ____________________________________________________________
 
System Affected: 
 
 
System Components Affected: 
 
 
Interfaces Affected: 
 
 
Documents Affected: 
 
 
Training Affected: 
 
 
Security Affected: 
 
 
Sites Affected: 
 
 
Effect on Operations: 
 
 
Effect on New Development: 
 
 
Implementation Planning: 
 
 
Staff Hours and Labor: ______________________________________________________
 
Cost: ____________               Task Order Change Proposal Required:            Yes     __No
 
Impact Assessment Conducted by: 
 
Name: ______________________________
 
Signature: ____________________________ Date: __/__/__
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[bookmark: _Toc532997732]Appendix C. Roles and Responsibilities Table
	Name
	Responsibility

	Chief Information Security Officer (CISO)
	 

	Information System Security Officer (ISSO)
	 

	Project Manager (PM)
	 

	System Owner
	 

	Administrator/Developer
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[bookmark: _Toc532997733][bookmark: _Hlk528926520]Appendix D. [System Name] Configuration Baseline
	 Instruction: Use this Appendix to identify a list of your system’s configurable items. These tables are only an example. You may use these tables or replace them with a more suitable table if they do not meet the needs of your system. For example, if the organization is not responsible for the configuration of their hardware, you can use the table that includes software only.

Please delete these instructions prior to finalizing this document.




	Server Name
	Owner/ Location
	Hardware
	Operating System
	Software
	Functions

	Production
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	Development
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


 

	SOFTWARE INVENTORY

	Name/Version
	Function
	Patches/
Service Packs
	Location of Backups
	Responsible Party (Admin, Owner, etc.)
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[bookmark: _Toc532997734]Appendix E. Change Request Log
	CR #
	Change Description
	Requested By
	Approved By
	Submit Date
	Close Date
	Status
	Resolution/Comments
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