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[bookmark: _Toc531171110][bookmark: _Toc467251534]Overview
[bookmark: _Toc531171111]Purpose
[System Name] [System Acronym] Contingency Plan (CP) testing is a critical element of a viable contingency capability. Testing of the CP enables plan deficiencies to be identified and addressed by validating specific aspects of the CP, policies, procedures, systems, staffing and facilities to be used during an emergency. This helps evaluate the ability and timeliness of recovery teams to implement the plan quickly and effectively. The Contingency Plan Test (CPT) should include the following areas:

· Scenario to be tested;
· List of test participants;
· List of equipment to be tested;
· Notification procedures; 
· System recovery from backup media; 
· Internal and external connectivity; 
· System performance;
· Restoration of normal operations; and 
· Other plan testing (where coordination is identified, i.e., NIH Office of Research Services (ORS), NIH Center for Information Technology (CIT).
· Optional: Incident Response Plan (IRP) testing.

[bookmark: _Toc531171112]Training
Training for [System Acronym] staff with CP responsibilities will focus on familiarizing those personnel with CP roles and teaching skills necessary to accomplish those roles. In some cases, the CP exercise may be used for training. Training is provided at least annually.

[bookmark: _Toc531171113]Exercises
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-84, “Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities,” identifies the following types of exercises that are widely used to evaluate CPs:

· Tabletop Exercises. Tabletop exercises are discussion-based exercises where personnel meet in a classroom setting or in breakout groups to discuss their roles during an emergency and their responses to a particular emergency. A facilitator presents a scenario and asks the exercise participants questions related to the scenario, which initiates a discussion among the participants of roles, responsibilities, coordination, and decision making. A tabletop exercise is discussion-based only and does not involve deploying equipment or other resources.
[bookmark: _GoBack]
· Functional Exercises. Functional exercises allow personnel to validate their operational readiness for emergencies by performing their duties in a simulated operational environment. Functional exercises are designed to exercise the roles and responsibilities of specific team members, procedures, and assets involved in one or more functional aspects of a plan (e.g., communications, emergency notifications, system equipment setup). Functional exercises vary in complexity and scope, from validating specific aspects of a plan to full-scale exercises that address all plan elements. Functional exercises allow staff to execute their roles and responsibilities as they would in an actual emergency, but in a simulated manner. 

According to NIST SP 800-34, Revision 1, “Contingency Planning Guide for Federal Information Systems,”

· For low-impact systems, a tabletop exercise at an organization-defined frequency is sufficient. The tabletop should simulate a disruption, include all main Information System Contingency Plan (ISCP) points of contact, and be conducted by the system owner or responsible authority.

· For moderate-impact systems, a functional exercise at an organization-defined frequency should be conducted. The functional exercise should include all ISCP points of contact and be facilitated by the system owner or responsible authority. Exercise procedures should be developed to include an element of system recovery from backup media.

· For high-impact systems, a full-scale functional exercise at an organization-defined frequency should be conducted. The full-scale functional exercise should include a system failover to the alternate location. This could include additional activities such as full notification and response of key personnel to the recovery location, recovery of a server or database from backup media or setup, and processing from a server at an alternate location. The test should also include a full recovery and reconstitution of the information system to a known state. 

In accordance with the NIH Information Security Policy Handbook, [IC Acronym] will conduct a [System Acronym] CP [Tabletop/Functional/Full-Scale] exercise annually (within 365 days) and produce a CPT After-Action Report. An example can be found in Appendix C, After-Action Report.
[bookmark: _Toc531171114]Authorities and Other Requirements 
[bookmark: _Toc362443450][bookmark: _Toc362443564][bookmark: _Toc368994230][bookmark: _Toc369263511][bookmark: _Toc369265416][bookmark: _Toc369265476][bookmark: _Toc369266121][bookmark: _Toc380497105][bookmark: _Toc383589568][bookmark: _Toc383589675][bookmark: _Hlk530740131][bookmark: _Hlk530744762]This [System Acronym] CPT has been developed as in accordance with the Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource, July 2016, and the HHS Information Systems Security and Privacy Policy (IS2P) July 2014, which requires the establishment and implementation of procedures for responding to events that damage systems containing electronic protected health information. 

This [System Acronym] CPT is promulgated under the legislative requirements set forth in the Federal Information Security Modernization Act (FISMA) of 2014 and the guidelines established by the NIST SP 800-34, titled "Contingency Planning Guide for Information Technology Systems.” 

The [System Acronym] CPT also complies with the following federal and departmental policies: 
· Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource, July 2016 
· Health and Human Services (HHS) Information Systems Security and Privacy Policy (IS2P), July 2014
· National Institutes of Health (NIH) Information Security Policy Handbook 4.0, May 2018 
· Defense Authorization Act (Public Law 106-398), Title X, Subtitle G, “Government Information Security Reform,” October 30, 2000 
· Federal Information Security Modernization Act (FISMA) (P.L. 113-283, 44 USC 35), December 2014 
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-34 Rev 1, Contingency Planning Guide for Information Technology Systems, November 2010
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Rev 4, Recommended Security Controls for Federal Information Systems, January 2015
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities, September 2006
[bookmark: _Toc531171115]Applicability
The [System Acronym] CPT applies to the functions, operations, and resources necessary to restore and resume [System Acronym] operations as it is installed at the following locations:

	Instruction: Please include the name and full address of all locations where the tools/applications/components/resources etc. needed to restore and resume [System Name] operations are located at.

Please delete these instructions prior to finalizing this document.



Table 1‑1 [System Acronym] Location
	Common Name/Reference
	Physical Address

	Example: Building 10 (B10)
	10 Center Drive
Bethesda, MD 20892

	Example: Fernwood Building
	6555 Rock Spring Drive
Bethesda, MD 20817



The [System Acronym] tools and applications at these locations are managed by [Enter details about the CP and any supporting CPs that exist within the NIH or the IC, (example: Data Center CP, etc.)]


[bookmark: _Toc531171116]Concept of Operations
[bookmark: _Toc531171117]Contingency Plan Testing
In accordance with the NIH Information Security Policy Handbook, [IC Acronym] will conduct a [System Acronym] CP [Tabletop/Functional/Full-Scale] exercise annually (within 365 days) and produce an After-Action Report. An example can be found in Appendix C, After-Action Report. The CPT includes the CPT planning document, the After-Action Report, and Test Participant Evaluation forms.

The purpose of the CPT is to identify deficiencies in the CP, in contingency planning, and in executing contingency operations. A CPT is equally successful if it does not reach a satisfactory conclusion as if it was completed smoothly. A successful CPT will identify flaws in the CP and in contingency operations. This will allow the organization to address the flaws and prevent them from occurring in future.

Once the test has begun care should be taken to note the timeline of actions taken, the actions participants take, communications that take place, and problems that arise. These results and lessons learned should be captured in Appendix C, After-Action Report.

At the end of the test each participant should fill out an Appendix D, Test Participant Evaluation Form to provide feedback on the test. These are crucial to identifying how the test can be improved when it is next conducted.

[bookmark: _Toc531171118]System Description
	Instruction: Insert a brief high-level description of the system, the system environment and the purpose of the system. The description should be consistent with the description found in the System Security Plan (SSP).

Please delete these instructions before finalizing this document. 




[bookmark: _Toc531171119]Security Categorization of [System Acronym]
	Instruction: Verify the system categorization indicated in this CPT is consistent with the [System Acronym] FIPS 199 System Categorization document and SSP.

Please delete these instructions before finalizing this document. 




The [System Acronym] is a FIPS 199 [Low/Moderate/High] system. For additional information, reference the [System Acronym] FIPS 199 System Categorization. [IC Acronym] should conduct a [Tabletop/Functional/Full-Scale] exercise that includes [System Acronym] CP points of contact and be facilitated by the [System Acronym] System Owner or responsible authority. The exercise procedures should be developed to include an element of system recovery from backup media.

[bookmark: _Toc531171120]Contingency Plan Test Objectives
	Instruction: Please list the objectives to be achieved by this test. Objectives examples include: 
· Identify weaknesses in Contingency Plan, 
· Ensure staff are aware of contingency procedures, 
· Identify weaknesses in contingency procedures, etc. 
These objectives should be reflected in the scenario and documentation developed in planning for and executing the Contingency Plan Test.

Please delete these instructions before finalizing this document. 



1. [Test Objective]
2. [Test Objective]
3. [Test Objective]


[bookmark: _Toc531171121]Contingency Plan Test Scenario

	Instruction: The CP Test Scenario should be a prose description of the scenario which will test the CP. The scenario should include an inciting incident such as a natural or man-made disaster and then proceed to describe what the resulting effects are on the system being tested. A good scenario will include additional logical problems which follow from the inciting incident and complicate contingency operations.

The scenario should not be communicated to the team prior to the test in order to capture real-world responses.

A best practice is to include cyber incident handling in the CP Test Scenario to complete both the CP test and Incident Response Plan test at the same time.

A test scenario identifies the following:
- Type of disaster; and
- Extent of disruption or damage; and
- Available recovery resources including personnel, hardware, software and backup data.
A test scenario must exercise:
- Notification procedures;
- Management of the recovery process;
- Operating procedures;
- Backup resources;
- Available documented procedures;
- Communications;
- Alternate Site Processing Scenarios;
- Transportation; and
- Personnel.
Questions to Focus Contingency Planning Test Scenario (Event Description) Development
- What are the system/application priorities?
- What are the roles of persons?
- What is the evacuation route /assembly points for facility / division?
-Who is the Team Leader?
- What is the chain of command?
- What are the means of communication?
- Who makes the decision to activate the CP? On what basis?
- Is there a central meeting point or communication for initiation of the CP tasks?
- What is the process and who is responsible for the next step?
- What is the timing or sequence of this action? How long will it take? Can the next step begin?
- Are there any anticipated barriers? What could prevent activity from proceeding?
- Are there any possible accelerators? What could be done to assist recovery?
- What is the alternative (if “Plan A” is unavailable)?
- Who needs to be notified or involved? Are they included in the plan(s)?
- Is contact information complete, current, and accurate?
- What if a key person is unavailable? Who is the backup?
- Does additional detail need to be in the plan? Are any steps missing? Are any required resources missing? If so, who will add them? If not, why? (Existing CP, SOP, common practice, etc.)
- Are other listed documents available?
- When can we return “back to business”? What can we do? What can’t we do?
- At what point does this contingency procedure become a problem? What can be done at that point?
- Have personnel been trained in the alternate procedure?
- How do we check to ensure that all records are entered and accurate?
- What is required to return to normal operations? 
- Are team resources different than those assigned to recovery and operations?
- Have we captured all issues/concerns/questions? 
- Is the person responsible for updating plan for each issue identified?

See CP-4 and CP-9(1) and (2). Review the control and describe how contingency plan testing requirements are met. If not met or not implemented, explain why. Be sure to address all requirements for your system’s FIPS category. 
For Low-Impact Systems
A yearly tabletop exercise is sufficient. The tabletop should include all CP points of contact and be conducted by an outside or impartial observer. A formal test plan is developed prior to the tabletop, and questions are developed to include key sections of the CP, including a walk-through of the following:
- Notification procedures;
- System recovery and an alternate platform from backup media;
- Internal and external connectivity; and
- Restoration to normal operations. 
For Moderate-Impact Systems
Per control CP-9 (1) Testing for Reliability/Integrity, a backup test is required at least semi-annually.
A yearly functional test is required. The functional test should include all CP points of contact and be facilitated by an outside or impartial observer. A formal test plan is developed prior to the functional test, and test procedures are developed to include key sections of the CP, including the following: 
- Notification procedures;
- System recovery and an alternate platform from backup media;
- Internal and external connectivity; and
- Restoration to normal operations.
For High-Impact Systems
Per control CP-9 (1) Testing for Reliability/Integrity, a backup test is required at least quarterly.
A full recovery and reconstitution of the system is required as part of CP testing.
A yearly full functional test is required. The full functional test should include all CP points of contact and be facilitated by an outside or impartial observer. A formal test plan is developed prior to the functional test, and test procedures are developed to include key sections of the CP, including the following: 
- Notification procedures;
- System recovery and an alternate platform from backup media;
- Internal and external connectivity; and
- Restoration to normal operations.
The organization uses a sample of backup information in the restoration of selected information system functions as part of contingency plan testing per control CP-9 (2) Test Restoration Using Sampling.
NOTE: Full functional tests of systems normally are failover tests to the alternate locations and may be very disruptive to system operations if not planned well. Other systems located in the same physical location may be affected by or included in the full functional test. It is highly recommended that several functional tests be conducted and evaluated prior to conducting a full functional (failover) test. 
Examples of functional tests that may be performed prior to a full functional test include: 
- Full notification and response of key personnel to recovery location; 
- Recovery of a server or database from backup media; and 
- Setup and processing from a server at an alternate location.

Please delete these instructions before finalizing this document. 


[Test Scenario Description]

[bookmark: _Toc531171122]Contingency Plan Test Planned Timeline
The planned timeline establishes how the contingency activities described in the test scenario are expected to unfold. The purpose of the planned timeline is to document how the test scenario will be introduced to test participants. 

The planned timeline can be as detailed and long as seems necessary. In practice, activities in contingency plan tests take a distinct course after participants start reacting to the scenario. If activities veer away from the planned timeline notes should be taken on how actual reactions varied from expected reactions.

	Instruction: Describe each activity with as much detail as possible and include the names of the assets/components utilized as well as the names of participants for each activity.

Please delete these instructions before finalizing this document. 




[bookmark: _Toc531171132]Table 2‑1. [System Acronym] CPT Planned Timeline 
	Time
	Activity
	Initial Role(s)
	Result Expected

	10:01
	Hostname.nih.gov stops responding
	[IC Acronym] SysAdmin
	Xxxx Communication, checks xxxx logs, or performs diagnostics of xxxx.

	10:03
	Multiple alerts on hostname2.nih.gov are triggered
	[IC Acronym] Incident Responder
	Mike Smith performs an analysis on hostname2.nih.gov alerts and escalates to Jenna Morrison.

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc531171123]Contingency Plan Test Participants
CPT Participants are those directly involved in the test exercise. Not all key personnel listed in Appendix A are test participants.

	Instruction: The role(s) listed below are a sample of who may be involved. Actual test participants are to be determined by the CP author.

Please delete these instructions before finalizing this document. 



[bookmark: _Toc531171133]Table 2‑2. [System Acronym] CPT Test Participants 
	Participant Name
	Contact Information
	Role(s)
	Responsibility
	Period of Coverage

	Mike Smith
	301-480-XXXX
	[bookmark: _Hlk528567304][IC Acronym] Contingency Plan Coordinator
	Ensure that recovery personnel are assigned to each team to respond to the event, recover capabilities, and return the system to normal operations.
	2 days

	Full Name
	301-480-XXXX
	[IC Acronym] Contingency Plan Technical Support Coordinator
	<Enter responsibility here>
	X hrs/days/weeks

	Full Name
	301-480-XXXX
	[IC Acronym] Damage Assessment Team representative
	<Enter responsibility here>
	X hrs/days/weeks

	Full Name
	301-480-XXXX
	[IC Acronym] Executive Team representative
	<Enter responsibility here>
	X hrs/days/weeks

	Full Name
	301-480-XXXX
	[IC Acronym] Restoration/Operations Team representative
	<Enter responsibility here>
	X hrs/days/weeks

	Full Name
	301-480-XXXX
	[IC Acronym] User Liaison Support Team representative
	<Enter responsibility here>
	X hrs/days/weeks

	Full Name
	301-480-XXXX
	[IC Acronym] Salvage/Reclamation Team representative
	<Enter responsibility here>
	X hrs/days/weeks

	Full Name
	301-480-XXXX
	[IC Acronym] System Owner
	<Enter responsibility here>
	X hrs/days/weeks


 
[bookmark: _Toc531171124]Test Location
The CPT will be performed at the following location(s):

	Instruction: List the full physical address of the location(s) where the contingency plan test will take place. This should include the address of where all components involved in the CP Test are operated from.

Please delete these instructions before finalizing this document. 




[bookmark: _Toc531171134]Table 2‑3. [System Acronym] CPT Test Location 
	Test Location
	Contact
	Comment

	6555 Rock Spring Drive, Bethesda, MD
	John Smith
	Production environment location

	
	
	

	
	
	

	
	
	



[bookmark: _Toc531171125]Test Environment (Components)
The CPT will utilize the following components:
	Instruction: List all components (including Name, IP Address, OS Version, Application Version and location) that were utilized for the execution of the contingency plan test.

Please delete these instructions before finalizing this document. 




[bookmark: _Toc531171135]Table 2‑4. [System Acronym] CPT Test Environment 
	Equipment Used
	IP Address
	OS Version
	App Version
	Equipment Location

	Hostname.nih.gov
	192.168.1.1
	Gentoo Hardened amd64 20181021
	Lighttpd 1.4.50 / MediaWiki 1.31.1
	6555 Rock Spring Drive, Bethesda, MD

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc467601026]

[bookmark: _Toc531171126]Appendix A: [IC Acronym] Key Personnel

	Instruction: This page should be copied from the CP. Please ensure this information is consistent with the Key Personnel information listed in the CP.
 
Please delete these instructions before finalizing this document. 



Contingency Plan Coordinator
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Mike Smith
	301-480-xxxx
	301-555-xxxx
	Mike.smith@nih.gov



Contingency Plan Technical Support Coordinator
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Danny Chavez
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov



Damage Assessment Team
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Crystal Johnson
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov

	2
	Fred Arnold
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov



Executive Team
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Jenna Williams
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov

	2
	David Jefferson
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov



Restoration/Operations Team
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Aaron Ramsey
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov

	2
	Chris Rowe
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov



User Liaison Support Team
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Laura Cooper
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov

	2
	Justin Rodriguez
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov



Salvage/Reclamation Team
	#
	Name
	Office Phone
	Cell Phone
	Email

	1
	Ryan Lewis
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov

	2
	Tony Harrison
	301-480-xxxx
	301-555-xxxx
	xxxx.xxxx@nih.gov




[bookmark: _Toc467601027][bookmark: _Toc531171127]Appendix B: NIH Senior Executive Management

	Instruction: This page should be copied from the CP. Please ensure this information is consistent with the NIH Senior Executive Management information listed in the CP.

Please delete these instructions before finalizing this document. 



NIH Senior Executive Management
	#
	Name/Title
	Office Phone
	Cell Phone
	Email

	1
	Christopher Todd – NIH CISO
	301-402-4445
	N/A
	toddc@mail.nih.gov

	2
	Andrea Norris – NIH CIO
	301-496-5703
	N/A
	andrea.norris@nih.gov

	3
	Stacie Boyd – CIT Deputy Director
	301-827-5289
	N/A
	Stacie.boyd@nih.gov

	4
	[IC CIO Name]
	xxx-xxx-xxxx
	xxx-xxx-xxxx
	xxxxx@nih.gov





[bookmark: _Toc531171128]Appendix C: Example After-Action Report

	Type of Event
	[Tabletop Exercise/Functional Exercise/Live Recovery]

	Name of System
	[IC Acronym] [System Name] [System Acronym]

	Date of Test/Live Recovery
	[Date of Exercise/Recovery]

	Testing/Live Recovery Point of Contact
	[Insert Name and Title]

	Purpose, Type of Test, and Scope or Disruption Description (describe the events that led to CP implementation):

	In an effort to validate the [IC Acronym] [System Acronym] CP, [IC Acronym] will conduct a [Tabletop Exercise/Functional Exercise/Live Recovery] to examine processes and procedures associated with the implementation of the CP. The exercise is designed to facilitate communication among select personnel regarding the implementation of recovery operations at [IC Acronym] following an event causing the outage of mission critical systems that are housed in the [insert facility name]. This exercise is designed to improve the readiness of the [IC Acronym] [System Acronym] and help validate existing CP procedures.


	Test Activities and Results (action, expected results, actual results):

	The exercise objectives are as follows:
· Validate the team’s ability to recover IT operations at alternate facility
· Validate the accuracy of recovery procedures documented in the [insert plan name]
· Identify areas of the contingency plan that need to be revised.

At [insert time] on [insert date], an electrical fire in the [insert facility name] caused extensive damage and the termination of operations in the [System Acronym] data center. The [insert plan name] was fully activated in response to this incident, and operations will be conducted at the [insert alternate facility name] for the foreseeable future. [Insert organization name] employees will be displaced from the building until smoke, water, and other health hazards are removed. Despite the problem at the [insert facility name], Directors and Administrators show no sign of altering their agendas and expect a seamless transition of IT operations to the [insert alternate facility name].

The [insert exercise name] provided information on [insert relevant information]. An important benefit of the exercise was the opportunity for participants to raise important questions, concerns, and issues. At the conclusion of the exercise, participants were asked to complete an evaluation form regarding the information provided, additional information needed, and their thoughts on the event and topics, to be included in the after-action report. A sample evaluation form can be found in Appendix D.

The exercise provided an excellent opportunity for participants to [insert relevant information]. As a result of the exercise, participants left with a heightened awareness of [insert relevant information]. Following the [insert functional exercise name], participants were given an evaluation form on which to record their impressions of the exercise. These forms allowed participants to rate presentations on a numerical scale and to provide additional comments for consideration in the after-action report. The questions covered whether participants thought additional issues should have been raised; whether participants thought the exercise was beneficial; what participants gained from the exercise; and what can be done to improve future exercises. [Insert percentage] of the participants completed the evaluation. 

In response to the question regarding whether participants thought additional issues should have been raised, nearly [insert percentage] of those who completed the evaluation indicated that all relevant issues were addressed. Other comments were [insert relevant information].

In response to the question regarding whether participants thought the exercise was beneficial, [insert percentage] of those who completed the evaluation indicated that the exercise was beneficial. Comments ranged from [insert relevant information (i.e., "good start" to "extremely beneficial.")].

In response to the question about what participants gained from the exercise, nearly [insert percentage] of those who completed the evaluation form remarked [insert relevant information].


	Actual Duration of System Outage:

	This exercise will be a [insert number of hours]-hour event that will begin at [insert start time] and will last until [insert end time].


	Brief Narrative of Validation Procedure and Results

	[Description of the validation procedures and results]

	Test Completed by and Date Completed:

	Enter Name(s) and Date

	Lessons Learned/Action Item Assessment:

	The following questions are designed to obtain input into the after-action report from participants.
· Are there any other issues you would like to discuss that were not raised?
· What are the strengths of the CP? What areas require closer examination?
· Was the exercise beneficial? Did it help prepare you for follow-on testing?
· What did you gain from the exercise?
· How can we improve future exercises and tests?

Specific observations made during the exercise, and recommendations for enhancement of the plan, are as
follows:

Observation 1: [Insert general topic area]
[Insert observation]

Recommendations
[Insert recommendations]

Observation 2: [Insert general topic area]
[Insert observation]

Recommendations and Corrective Actions Initiated:
[Insert here]






[bookmark: _Toc531171129]Appendix D: Example Test Participant Evaluation Form

	INSERT NAME OF EVENT
Exercise Evaluation Form
INSERT DATE

Please take a few moments to answer the following questions about the exercise.

NAME: 										


1). Did you have all the information and necessary resources available to you to fulfill your responsibilities?


2). Did you feel that there was an adequate level of training to support the response effort at the relocation site?


3). Was the structure of the exercise realistic?


4). Please provide comments regarding what you believe worked and didn't work during the exercise.


5). Do you believe you are sufficiently prepared to conduct extended emergency operations from the relocation facility? Please check one

☐ Not Prepared 	☐ Slightly Prepared     ☐ Prepared   ☐ Extremely Prepared


6.) Please rate the overall exercise. Please check one

☐ Needs Improvement	☐ Fair	☐ Good	☐ Very Good



[bookmark: _Toc531171130]Appendix E: Acronyms

	Terms
	Meaning

	AAR
	After-Action Report

	CP
	Contingency Plan

	CPT
	Contingency Plan Test

	FIPS
	Federal Information Processing Standard

	FISMA
	Federal Information Security Modernization Act

	HHS
	Health and Human Services

	HHS IS2P
	HHS Information Systems Security and Privacy Policy

	IP
	Internet Protocol

	NIH
	National Institutes of Health

	NIST
	National Institute of Technology and Standard

	OMB
	Office of Management and Budget

	SP
	Special Publication
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