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[bookmark: _Toc766875][bookmark: _Toc768161][bookmark: _Toc768463][bookmark: _Toc10635198][bookmark: _Toc110215865][bookmark: _Toc531250800][bookmark: _Toc531250930][bookmark: _Toc531251041]Introduction
	[bookmark: _Toc524418613][bookmark: _Toc766876][bookmark: _Toc768162][bookmark: _Toc768464][bookmark: _Toc10635199]Instruction: This Incident Response Plan (IRP) template is written for all system Impact levels as defined in FIPS 199 and is intended only as a sample of one methodology.   Text in red is instructional, and words in blue are to be replaced with pertinent information (e.g., system name(s) acronym(s), or name of the Institute or Center (IC).  Requirements about Low, Moderate, and High Impact system controls are included in the footnotes.  For more information about Incident Response please see the NIH Information Security Policy Handbook 4.0 https://sps.nihcio.nih.gov/InfoSec/SPS/Assessment%20and%20Authorization%20AA/Guidance%20and%20Procedures/NIH%20InfoSec%20Policy%20Handbook_V4.0_Final.pdf

Please delete these instructions before finalizing this document. 



Incident Response (IR) is the process used to respond to and limit consequences of malicious cyber-attacks against an organization’s information system(s). This IR Plan (IRP) identifies the predetermined set of instructions or procedures used by [IC Acronym] to detect, respond to, and limit consequences of a malicious cyber-attacks against the [System Name]. This response plan was created in accordance with guidance from the Office of Management and Budget (OMB), the National Institute of Standards and Technology (NIST), and the National Institute of Health (NIH).

[bookmark: _Toc531250801][bookmark: _Toc531250931][bookmark: _Toc531251042]Applicable Laws and Guidance 
The Incident Response procedures apply in accordance with federal policy, standards and guidance:
· Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource, July 2016
· Health and Human Services (HHS) Information Systems Security and Privacy Policy (IS2P), July 2014
· National Institutes of Health (NIH) Information Security Policy Handbook 4.0, May 2018
· Federal Emergency Management Agency (FEMA), National Response Framework (NRF), March 2008
· Federal Information Security Modernization Act (FISMA) (Public Law 113-283), December 2014 
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-34 Rev 1, Contingency Planning Guide for Information Technology Systems, May 2010
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Rev 4, Security and Privacy Controls for Federal Information Systems and Organizations, April 2013
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-61 Rev 2, Computer Security Incident Handling Guide, August 2012
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities, September 2006

[bookmark: _Toc766877][bookmark: _Toc768163][bookmark: _Toc768465][bookmark: _Toc10635200][bookmark: _Toc110215866][bookmark: _Toc531250802][bookmark: _Toc531250932][bookmark: _Toc531251043][bookmark: _Hlk529428015]Purpose
This document identifies and describes the [System Name] process for responding to cyber security incidents and designated components. This plan describes in simple, straightforward terms the processes required to ensure that changes made to the [System Name] are identifiable and controlled.

[bookmark: _Toc531250803][bookmark: _Toc531250933][bookmark: _Toc531251044]Scope

	Instruction: Describe the scope of the incident response effort (does this IRP cover software, hardware, COTS/GOTS, documentation, facilities for conducting technical support, drawings, firmware, etc.?).  Suggestions are below, remove/add as appropriate for what might be considered in scope or out of scope.

Please delete these instructions before finalizing this document. 



This document establishes processes and procedures for implementing a security incident handling capability for [System Name]. It also applies to all parties operating within the [IC Acronym] environment. It covers all incidents affecting the [System Name] whether managed by [IC Acronym], another IC, or a third party including services, hardware, software, and processes within the [System Name]. No employee or contractor is exempt from this IRP.

[bookmark: _Toc531250804][bookmark: _Toc531250934][bookmark: _Toc531251045]Roles and Responsibilities

The primary individuals listed below may assign a designee to carry out these responsibilities. 
The primary individuals and roles listed below play a part in the NIH incident reporting and response processes. 
 
[bookmark: _Toc531250805][bookmark: _Toc531250935][bookmark: _Toc531251046]NIH Chief Information Security Officer (CISO) 
The NIH CISO is responsible for the overall level of IT security in place across the NIH enterprise. The CISO implements all NIH security policies and ensures compliance with them. 
 
[bookmark: _Toc531250806][bookmark: _Toc531250936][bookmark: _Toc531251047]Threat Mitigation and Incident Response (TMIR) Team 
The NIH TMIR Team serves as the focal point for computer and network security incidents at NIH.  The TMIR Team identifies computer security incidents, characterizes the nature and severity of incidents, and provides diagnostic and corrective actions when appropriate.  The TMIR Team also offers advice and assistance to the [IC Acronym] ISSO, network and system administrators, and other staff regarding the handling and reporting of security incidents.  The TMIR Team will also receive any reports of suspicious activity from external organizations such as a university or other research facility.  Only the TMIR Team or NIH CISO can communicate directly with the HHS CSIRC to report an actual or suspected incident. 
 
[bookmark: _Toc531250807][bookmark: _Toc531250937][bookmark: _Toc531251048][IC Acronym] Information System Security Officer (ISSO) 
The [IC Acronym], per the direction of the [IC Acronym] ISSO, is required to support the TMIR Team during an incident response investigation, as necessary.  [IC Acronym] ISSOs are the security incident points of contact within the [IC Acronym], acting as liaisons between the [IC Acronym] and the TMIR Team.  The [IC Acronym] ISSO must designate in writing those staff members who are authorized to possess and use computer or network forensics tools.  The [IC Acronym] ISSO must ensure that the designated [IC Acronym] Security Hotlines are covered 365x24x7, for incident response related communication and afterhours emergencies.  
 
[bookmark: _Toc531250808][bookmark: _Toc531250938][bookmark: _Toc531251049]Network and System Administrators 
Network and System Administrators throughout the agency are responsible for contacting the TMIR Team to report any suspicious network or system behavior that might possibly be indicative of a security policy violation, an attack indicator or precursor, or any other matter that warrants further investigation. 
 
[bookmark: _Toc531250809][bookmark: _Toc531250939][bookmark: _Toc531251050]NIH IT Service Desk 
The NIH IT Service Desk is responsible for contacting the TMIR Team to report any suspicious network or system behavior that might indicate the presence of a virus, worm, etc., in the NIH network, a security policy violation, an attack indicator or precursor, or any other matter that warrants further investigation.  If someone working on the IT Service Desk gets a trouble ticket about something that he or she thinks may be a security issue or incident, or if the Service Desk person encounters a possible event when working to close a ticket, that person shall forward the report to the TMIR Team for further investigation. 
  
[bookmark: _Toc531250810][bookmark: _Toc531250940][bookmark: _Toc531251051]General Staff 
NIH workforce members will report all actual or suspected security incidents to the TMIR Team. 
  



[bookmark: _Toc531250811][bookmark: _Toc531250941][bookmark: _Toc531251052]System
[bookmark: _Toc524418614][bookmark: _Toc766878][bookmark: _Toc768164][bookmark: _Toc768466][bookmark: _Toc10635201][bookmark: _Toc110215868][bookmark: _Toc531250812][bookmark: _Toc531250942][bookmark: _Toc531251053]System Description
	Instruction: Provide a general description of the system. Include what the system is used for and its primary location. List user organizations (internal & external) and the type of data and processing provided. The description should be copied from the system’s security plan.

Please delete these instructions before finalizing this document. 


[bookmark: _Toc529262420][bookmark: _Toc529262449][bookmark: _Toc529272853][bookmark: _Toc531252845][System Description]

[bookmark: _Toc531250813][bookmark: _Toc531250943][bookmark: _Toc531251054][bookmark: _Toc524526148]System Identification

[bookmark: _Toc531250814][bookmark: _Toc531250944][bookmark: _Toc531251055]System Name and Identifier
	Instruction: Document link between system name and system unique identifier. SBID or UUID are generated by HHS and should be created when the system is registered. If system was documented correctly the SBID or UUID are listed in NSAT in the system Identification / General Characteristics / Number field.

Please delete these instructions before finalizing this document. 


[bookmark: _Toc524526149]

[bookmark: _Toc532896219]Table 2‑1 System Name and Identifier
	Unique Identifier (SBID/UUID)
	Information System Name
	Information System Abbreviation

	 [SBID or UUID]
	 [System Name]
	 [System Acronym]


 
[bookmark: _Toc531250815][bookmark: _Toc531250945][bookmark: _Toc531251056]General System Description and Purpose
[bookmark: _Toc524526150]The [System Name] is a [General Support System/Major Application/System]. 

[bookmark: _Toc531250816][bookmark: _Toc531250946][bookmark: _Toc531251057]Security Categorization
[bookmark: _Toc524526151]The [System Name] was evaluated against FIPS 199 and NIST SP 800-60 Revision 1, Guide for Mapping Types of Information and Information Systems to Security Categories. The following FIPS 199 security impact ratings are outlined in the [System Name] Security Categorization.
 
[bookmark: _Toc532896220]Table 2‑2 Security Categorization
	Security Objective
	Low, Moderate or High

	Confidentiality
	[Low, Moderate or High]

	Integrity
	[Low, Moderate or High]

	Availability
	[Low, Moderate or High]

	Overall
	[Low, Moderate or High]


 

[bookmark: _Toc531250817][bookmark: _Toc531250947][bookmark: _Toc531251058]System Lifecycle Status
[bookmark: _Toc524526152]The system is currently in the [Insert SDLC Phase] phase of the system development life cycle.

[bookmark: _Toc531250818][bookmark: _Toc531250948][bookmark: _Toc531251059]System Inheritability
	Instruction: Please include any child systems (Tier 2/3/4) that are included in this Incident Response Plan. Sample line is an example and should not be included. Do not leave any blank cells. Add additional rows, as needed. 

Once this document is complete this Incident Response Plan must be added to the NSAT record for these systems.

Please delete these instructions before finalizing this document. 



[bookmark: _Toc532896221]Table 2‑3 System Inheritability
	System Name
	Tier
	IC

	Sample System Name
	Tier 2
	CIT

	
	
	

	
	
	

	
	
	




[bookmark: _Toc531250819][bookmark: _Toc531250949][bookmark: _Toc531251060]System Ownership and Points of Contact
[bookmark: _Toc531250820][bookmark: _Toc531250950][bookmark: _Toc531251061]Organizational Owner
[bookmark: _Toc524526156][IC Acronym]

[bookmark: _Toc531250821][bookmark: _Toc531250951][bookmark: _Toc531251062][IC Acronym] Chief Information Officer (CIO)
[bookmark: _Toc524526158]
	Name
	

	Title
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	



[bookmark: _Toc531250822][bookmark: _Toc531250952][bookmark: _Toc531251063][IC Acronym] Information System Security Officer (ISSO)
[bookmark: _Toc524526159]
	Name
	

	Title
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	



[bookmark: _Toc531250823][bookmark: _Toc531250953][bookmark: _Toc531251064]System Owner
[bookmark: _Toc524526160]
	Name
	

	Title
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	



[bookmark: _Toc531250824][bookmark: _Toc531250954][bookmark: _Toc531251065]Data Owner 

	Instruction: Include if applicable.

Please delete these instructions before finalizing this document. 



[bookmark: _Toc524526161]
	Name
	

	Title
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	




[bookmark: _Toc531250825][bookmark: _Toc531250955][bookmark: _Toc531251066]Incident Response Points of Contact 

	Instruction: Provide a list of people involved in incident response along with relevant contact information necessary for the business purpose of responding to incidents. POCs may include vendor contacts for software which might be affected and require vendor support.

The table below should have its content replicated in the Appendix A Resource Identification template. Fields described below which are not shown in the table are in the IRP Resources template spreadsheet in Appendix A. To ease implementation the information can be recorded in the template solely.

· Name: Full name
· Role: Incident Response function the POC performs
· Responsibilities: Area of responsibilities that the POC performs his role for
· Work Phone Number: Work phone (desk)
· Home Phone Number: Home phone (landline)
· Work Mobile Number: Work mobile phone number 
· Home Mobile Number: Home mobile phone number
· Email: Work email address 
· Other: Any other appropriate means of contact

Please delete these instructions before finalizing this document. 




[bookmark: _Toc532896222]Table 3‑1 Incident Response Points of Contact
	Name
	Role
	Work Phone
Number
	Work Mobile Number
	Email

	Emily Samplename
	[bookmark: _Hlk528567304][IC Acronym] Incident Response Plan Coordinator
	301-480-XXXX
	240-480-XXXX
	samplenamee@nih.gov

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




[bookmark: _Toc531250826][bookmark: _Toc531250956][bookmark: _Toc531251067]Incident Response Plan and Procedures

[bookmark: _Toc531250827][bookmark: _Toc531250957][bookmark: _Toc531251068]Incident Response Life Cycle Overview
This section presents a description of the incident response process cycle that NIH employs. Establishing a security incident response capability that addresses the phases listed below helps to ensure an effective recovery from IT-based security breaches and incidents.

[image: NIST-incident-response-lifecycle.bmp]
Preparation
The [IC Acronym] and the (TMIR) Team undertake activities in preparation for responding to an incident before it occurs. 

Detection and Analysis
In this phase, incident identification occurs. The [IC Acronym] learns of an actual or suspected security incident and reports it to TMIR. TMIR performs an initial investigation to determine if an incident has occurred. If there is confirmation of an incident, the TMIR Team formulates an overall response strategy, briefs the NIH CISO and other concerned parties as to what has occurred (as appropriate), and reports the incident to the HHS Computer Security Incident Response Center (CSIRC). 

Containment, Eradication, and Recovery
This phase is used to gather electronic and physical evidence to determine exactly what has happened, who might be responsible, and how this type of intrusion can be prevented in the future. TMIR will make recommendations to remediate affected resources and verify completion. As necessary, TMIR will take measures to limit the amount of damage that an intruder or authorized affected system can inflict upon the rest of the IT infrastructure. 

Post-Incident Activity
Follow-up occurs in this phase. TMIR completes reports of the incident and subsequent recovery process and records lessons learned. A final copy of the incident report is sent to the HHS CSIRC.

[bookmark: _Toc531250828][bookmark: _Toc531250958][bookmark: _Toc531251069]Preparation 
NIH
In security, preventing incidents from occurring is a part of preparation. At the NIH, the implementation of appropriate security controls is done as part of the overall Information Security Program and in specific systems, via the NIH Security Assessment and Authorization (A&A) Program. Preparation activities related to incident response are as follows: 

1. Establish an Incident Response Capability 
The TMIR Team serves as the NIH enterprise-level incident response capability. In the event of an incident, each IC has an assigned phone number and email distribution list for IT security.

[IC Acronym] [Designated Team] serves as the first responders to [IC Acronym] incidents and Point of Contact for the TMIR Team.

2. Develop Incident Response Policies and Procedures 
The NIH Manual Chapter 1745-2 is published separately and available to NIH workforce members on the NIH intranet. This [IC Acronym] Security Incident Response Plan contains an outline of the security incident reporting and response procedures taken by the TMIR Team.  
 
There are several supporting activities associated with the preparation phase of incident response. Detailed procedures are specific to the various circumstances of any given security-related incident. Additional steps may be required to ensure that each IC is prepared to prevent or respond to a security-related incident. It may be necessary to review other NIH policies and standards, consult the NIH Information Security Program, and the NIH Service Desk to develop a more IC-specific Incident Response Plan and Procedures. 

[IC Acronym]
	Instruction: Document any additional IC specific preparation policy and procedures.

Please delete these instructions before finalizing this document. 


 
[bookmark: _Toc531250829][bookmark: _Toc531250959][bookmark: _Toc531251070]Detection and Analysis 
NIH
The most challenging part of the incident response process is accurately detecting and assessing incidents, (i.e., determining if an actual incident has in fact occurred and if so, identifying the type of incident, possible extent of the damage, and magnitude of the problem). Incidents may be detected through many different means, with varying levels of detail and accuracy. 

To clearly communicate incidents and events, it is necessary for the TMIR Team to adopt a common set of incident reporting criteria. The TMIR Team uses a high-level set of incident reporting criteria based on accepted best practice understanding of incident response with guidance from HHS CSIRC and the Department of Homeland Security (DHS). 
 
[IC Acronym]
	Instruction: Document any additional IC specific detection and analysis policy and procedures. It is recommended a statement be included that users are responsible for reporting possible incidents to either IC support or IRT via ServiceNow.

Please delete these instructions before finalizing this document. 



[bookmark: _Toc531250830][bookmark: _Toc531250960][bookmark: _Toc531251071]Reporting 
NIH
Information security incidents, where the confidentiality, integrity, or availability of a federal information system is potentially compromised must be reported to the NIH TMIR within one (1) hour of discovery and subsequently reported to the HHS CSIRC within one hour of NIH TMIR notification.  See the Federal Incident Notification Guidelines (https://www.us-cert.gov/incident-notification-guidelines) and OMB memorandum for the current Fiscal Year Guidance on Federal Information Security and Privacy Management Requirements (i.e., M-19-02, M-18-02, etc.) for additional details on reporting requirements. 

To report a suspected or confirmed incident to the NIH TMIR: 
· NIH staff should contact the NIH IT Service Desk (301-496-4357) or their [IC Acronym] ISSO or Alternate ISSO. 
· The NIH IT Service Desk or [IC Acronym] ISSO will then notify the NIH TMIR. 

Individuals responding to calls to the NIH Incident Response Team (IRT) Hotline (301-881-9726) and the CIT Continuity Assurance Program (301-402-0724) will follow their internal escalation tree for notifying relevant NIH offices. 

[IC Acronym]
	Instruction: Document any additional IC specific reporting policy and procedures.

Please delete these instructions before finalizing this document. 



[bookmark: _Toc531250831][bookmark: _Toc531250961][bookmark: _Toc531251072]Containment, Eradication, Recovery 
NIH
As soon as it is determined that a reported problem or suspected breach is a confirmed security incident, the TMIR Team will document all aspects of the incident, including dates and times. If it is decided that further investigation is needed, the network or system administrator(s) responsible for that component(s) may be called upon to provide support in assessing the type of incident and the full extent of the problem. If a network or system administrator suspects that any of the components under his/her purview have been used in a crime, then he/she must consult the TMIR Team immediately. The ICs and TMIR, with approval from the NIH CISO as needed, will decide if any network or system connectivity should be cut off immediately. 
 
[IC Acronym]
	Instruction: Document any additional IC specific containment, eradication, and/or recovery policy and procedures.

Please delete these instructions before finalizing this document. 



[bookmark: _Toc531250832][bookmark: _Toc531250962][bookmark: _Toc531251073]Follow-up 

NIH
Once all the investigatory and eradication activities in the incident response cycle have been completed, the TMIR Team will prepare a summary report. If the incident presents an opportunity for lessons learned, those details will be documented and communicated. 

1. Archive Evidence 
Any evidence to be preserved for a possible criminal prosecution or other disciplinary action should be assembled and stored in a secure location. Both the [IC Acronym] ISSO and TMIR will ensure evidence is inventoried in accordance with authoritative policies. Access to evidence will be restricted and clearly documented on the chain-of-custody tags. 

2. Prepare Final Report and Debrief 
The final incident report should include the details of the incident, actions taken by the TMIR Team and network/system administrators, consequences of the security compromise, and lessons learned if applicable. Reporting is important to support criminal prosecution proceedings, but it also helps the team to step back from the technical phases of an incident investigation and assess the adequacy of their internal methods. The team may also use logs to assess the amount of time and expense involved in handling the incident. As necessary, a set of debriefing slides for senior management may be generated at the time that the final incident report is written. 

3. Update Policies and Procedures 
If it is determined through an investigation that there is a gap in existing security policies, guidance, standards, or procedures that can and should be closed to prevent a similar incident from occurring in the future, these changes should be made. If the document that needs to be updated is not under the purview of the TMIR Team, the NIH CISO should be consulted as to the appropriate party to contact. 

[IC Acronym]
	Instruction: Document any additional IC specific follow-up policy and procedures.

Describe the activities and responsibilities necessary to ensure continued IR planning during the life cycle of the project. State who is responsible for monitoring the IR plan. Describe how frequently updates are to be performed; how changes to the IR plan are to be evaluated and approved; and how changes to the IR plan are to be made and communicated

Please delete these instructions before finalizing this document. 



Implemented changes are made under the direction of the IR Team.  These changes must be accounted for or managed.


[bookmark: _Toc531250833][bookmark: _Toc531250963][bookmark: _Toc531251074]Events and Incidents
An event is any observable occurrence in a system or network.  Events include a user connecting to file share, a server receiving a request for a web page, a user sending electronic mail (e-mail), and a firewall blocking a connection an attempt.  Adverse events are events with a negative consequence, such as system crashes, network packet floods, unauthorized use of system privileges, defacement of a Web page, and execution of malicious code that destroys data.  This Incident Response Plan addresses only adverse events that are security-related and excludes adverse events caused by sources such as natural events and power failures.   
An incident is a violation or imminent threat of violation of computer security policies, or standard security practices. NIH requires the reporting of all IT security-related incidents, including:
· Unauthorized access (logical or physical access to IT resources)
· Denial of service
· Lost or stolen IT devices
· Improper use (Peer-to-Peer (P2P) software, policy violations)
· Scans or network-probing attacks
· Malicious code (e.g., viruses, worms)
· Other IT security concerns

Incidents can be detected by monitoring a variety of different sources. [System Name] takes advantage of both internal and external reporting sources. A non-authoritative list of sources and the identification method and mode of communication have been compiled below. This list is not comprehensive and is offered as an example only.

[bookmark: _Toc532896223]Table 4‑1 Incident Detection
	Source
	Identification Method / Mode of Communication

	IDS/IPS
	Automated Software Generated Alert to Network Operations Staff

	Firewall
	Detection of indicators of compromise by monitoring either incoming or outgoing traffic at the firewall.

	Endpoint Threat Detection
	Administrator review of endpoint threat detection tool logs and reports.

	Endpoint Vulnerability Detection
	Administrator review of endpoint vulnerability detection tool logs and reports.

	Enterprise Logging or Security Information and Event Management (SIEM)
	Network Security Administrator and System Administrators review or automated pattern analysis discovery of indicators of compromise in log data.

	Application Scanning
	Review of reports generated by application scanning or code scanning of production, test, or development servers and the code repositories which support them.

	Antivirus
	Administrator review of reports generated by traditional antivirus software.

	Network Access Control
	Administrator review of anomalies detected by Network Access Control tools or agents.

	Vulnerability Scan
	Network Security Administrator or System Administration Team detects vulnerability. Manual review of system as part of daily operations, notification via email, phone calls with team, etc.

	Users
	Issues reported to IC Customer Service or IRT

	Deviations from Configuration Repository
	System Administrator notices or configuration scan detects deviations between the system operational configuration and the documented settings in the Configuration Repository. The deviation is reported as a potential incident. Such deviations include unauthorized or undocumented software being present, unauthorized changes to authorized software, unauthorized hardware, or unauthorized or undocumented changes to application configuration, server software configuration, configuration file(s), operating system settings, user account permissions, or group account permissions


                
 

[bookmark: _Toc531250834][bookmark: _Toc531250964][bookmark: _Toc531251075]Information and Assistance 

Comments, questions, suggestions or requests for further information should be directed to the NIH Information Security Program (NIHInfoSec@mail.nih.gov). 

For more policies and information regarding Incident Response at the NIH, please visit: 

· NIH Manual Chapter 1745-2: NIH Privacy and Information Security Incident and Breach Response Policy 
https://policymanual.nih.gov/manage/chapter/view/1745-2 
 
· NIH Information Security Policy Handbook 
https://ocio.nih.gov/InfoSecurity/Policy/Documents/NIH%20InfoSec%20Policy%20Handbook.pdf
 
· NIH Incident Response Webpage 
https://ocio.nih.gov/InfoSecurity/IncidentResponse/Pages/index.aspx 

· All NIH Information Security Policies, Standards, and Guidance 
https://ocio.nih.gov/InfoSecurity/Policy/Pages/default.aspx




[bookmark: _Toc531257009]Incident Prevention, Detection and Response Resources 

	Instruction: Fill out the attached template to include NIH and [IC Acronym] Incident Prevention, Detection, and Response Resources, Tools, and Points of Contact.

Resources:
· Name: Resource Name
· Contact: URL, Phone Number, Email address, or other means of accessing the resource

Tools:
· Tool Name: Tool Name including vendor
· Role: Function of the tool (Prevention, Detection, or Response)
· Description: Description of what the tool is used for in Incident Response
· OS and/or Environment: Operating System and type of device the tool operates on
· URL or Access Mechanism: Means by which you either access or receive information from the tool.
  
Points of Contact:
· Name: Full name
· Role: Incident Response function the PoC performs
· Responsibilities: Area of responsibilities that the PoC performs his role for
· Work Phone Number: Work phone (desk)
· Home Phone Number: Home phone (landline)
· Work Mobile Number: Work mobile phone number 
· Home Mobile Number: Home mobile phone number
· Email: Work email address 
· Other: Any other appropriate means of contact

Please delete these instructions before finalizing this document. 








[bookmark: _Toc531257010]Incident Response Scenario Procedures

	Instruction: For common incident response scenarios document the actions [IC Acronym] will take. These should cover probable sources for incident discovery, actions taken to determine if an incident has taken place, actions taken to determine if PII was involved, what measures the [IC Acronym] will take, how the incident will be reported/handed off to the TMIR Team, and post incident activities.

Wherever possible use roles identified in Appendix A IRP Resources Template instead of names. 

Please delete these instructions before finalizing this document. 



Malware Infection Incident

[bookmark: _Toc532896224]Table 5‑1 Malware Infection Incident
	Step
	Actions

	Detection
	[IC Acronym] Support receives alert from anti-malware software for desktop.
[IC Acronym] Support identifies the compromised host and user.
[IC Acronym] Support creates a ticket to track actions related to malware.
[IC Acronym] Support reports malware infection to [IC Role].

	Analysis
	[IC Acronym] Support contacts user to determine if any PII is at risk.
[IC Acronym] Support determines if malware acts as ransomware.
Optional: [IC Acronym] Support determines whether there is reason to suspect the malware has spread to other machines.
Optional: [IC Acronym] Support determine how system became infected. 
[IC Acronym] Support decides what actions to take:
  Report to TMIR
  Investigate further
  Clean system
  Wipe and rebuild system

	Containment
	[IC Acronym] Support/TMIR removes system from network.

	Eradication
	[IC Acronym] Support wipes the system.

	Recovery
	[IC Acronym] Support rebuilds system and works with user to ensure a return to functionality.

	Post-Incident Activity
	[IC Acronym] Support determines whether malware incident requires post-incident documentation for either reporting or malware procedure update.




Anomalous Network Activity Incident

[bookmark: _Toc532896225]Table 5‑2 Anomalous Network Activity Incident
	Step
	Actions

	Detection
	

	Analysis
	

	Containment
	

	Eradication
	

	Recovery
	

	Post-Incident Activity
	




Ransomware Incident

[bookmark: _Toc532896226]Table 5‑3 Ransomware Incident
	Step
	Actions

	Detection
	

	Analysis
	

	Containment
	

	Eradication
	

	Recovery
	

	Post-Incident Activity
	



Web Site Defacement

[bookmark: _Toc532896227]Table 5‑4 Web Site Defacement
	Step
	Actions

	Detection
	

	Analysis
	

	Containment
	

	Eradication
	

	Recovery
	

	Post-Incident Activity
	





[bookmark: _Toc531257011]Acronyms

	Acronym
	Meaning

	A&A
	Assessment and Authorization

	AAR
	After-Action Report

	BO
	Business Owner

	CIO
	Chief Information Officer

	CISO
	Chief Information Security Officer

	DO
	Data Owner

	FEMA
	Federal Emergency Management Agency

	FIPS
	Federal Information Processing Standard

	FISMA
	Federal Information Security Modernization Act

	HHS
	Health and Human Services

	HHS IS2P
	HHS Information Systems Security and Privacy Policy

	IC
	Institute or Center

	IP
	Internet Protocol

	IR
	Incident Response

	IRP
	Incident Response Plan

	IRPT
	Incident Response Plan Test

	IRT
	Incident Response Team 

	IS2P
	Information Systems Security and Privacy Policy

	ISSO
	Information System Security Officer 

	NIH
	National Institutes of Health

	NIST
	National Institute of Standards and Technology

	NRF
	National Response Framework

	NSAT
	NIH Security Authorization Tool

	OMB
	Office of Management and Budget

	P2P
	Peer to Peer

	SBID
	System Boundary Identifier

	SIEM
	Security Information and Event Management

	SO
	System Owner

	SP
	Special Publication

	TMIR
	Threat Mitigation and Incident Response

	UUID
	Universal Unique Identifier
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IRP Resources Template.xlsx
Resources

		Incident Response Related Resources

		NIH Resources

		Name		Contact

		NIH Manual Chapter 1745-2: NIH Privacy & Information Security Incident & Breach Response Policy		https://policymanual.nih.gov/manage/chapter/view/1745-2 

		NIH Information Security Policy Handbook		https://ocio.nih.gov/InfoSecurity/Policy/Documents/InformationSecurityPolicyHandbook.pdf 

		NIH Incident Response Webpage		https://ocio.nih.gov/InfoSecurity/IncidentResponse/Pages/index.aspx 

		NIH Information Security Policies, Standards, and Guidance		https://ocio.nih.gov/InfoSecurity/Policy/Pages/default.aspx

		Incident Response Team Portal		https://irtportal.ocio.nih.gov/

		NIH IT Service Desk		http://itservicedesk.nih.gov/Home.aspx 

		NIH Security Authorization Tool		https://nsat.nih.gov/ 

		NIH IRT Hotline		301-881-9726

		CIT Continuity Assurance Program		301-402-0724

		NIH Information Security Program		NIHInfoSec@mail.nih.gov

		[IC Acronym] Resources

		Name		URL















https://policymanual.nih.gov/manage/chapter/view/1745-2https://ocio.nih.gov/InfoSecurity/Policy/Documents/InformationSecurityPolicyHandbook.pdfhttps://ocio.nih.gov/InfoSecurity/IncidentResponse/Pages/index.aspxhttps://ocio.nih.gov/InfoSecurity/Policy/Pages/default.aspxhttps://irtportal.ocio.nih.gov/https://nsat.nih.gov/mailto:NIHInfoSec@mail.nih.govhttp://itservicedesk.nih.gov/Home.aspx

Tools

		Incident Prevention, Detection, and Response Tools

		Tool Name		Role		Description		OS and/or Environment		URL or Access Mechanism

		McAfee Endpoint Security		Prevention, Detection		Prevents, eliminates, and reports malware		Windows/Desktop

		Carbon Black Response (Cb Response)		Prevention, Detection		Prevents, eliminates, and reports malware		Mac/Desktop

		FireEye HX		Prevention, Detection, Response		Prevents, eliminates, and reports malware and helps respond to malware incidents		Windows/Desktop
Windows/Server
Mac/Desktop
Linux/Desktop
Linux/Server























PoCs

		Incident Response Points of Contact

		Name		Role		Responsibility		Work Phone Number		Home Phone Number		Work Mobile Number		Home Mobile Number		Email		Other

		Maria Samplename		Desktop Support		Covers desktop incident identification and reporting		123-456-7890				890-123-4567				maria.samplename@nih.gov

		Raymond Vendorname		Vendor Representative		Provides expertise in identifying compromise and determining extent of compromise in PRODUCT		901-234-5678				345-678-9012				raymond.vendorname@vendor.com
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