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[bookmark: _Toc533072308][bookmark: _Toc480878089]Supression 
Identify any previous agreemnts that this memordandum supersedes, including document titles and dates. If the memorandum does not supersede any other agreements, so state. 

[bookmark: _Toc533072309]Introduction
The purpose of this document is to establish a management agreement between the National Institutes of Health (NIH) and [insert agency name here] regarding the development, management, operation, and security of a connection between the [insert NIH system name here] and [insert other system name here]  This agreement will govern the relationship between these two systems, including designated managerial and technical staff, in the absence of a common management authority.

[bookmark: _Toc480878090][bookmark: _Toc533072310]Authority
The authority for this agreement is based on federal governance, including but not limited to the following laws, regulations, policies, standards and guidance:
· Federal Information Security Modernization Act (FISMA) (Public Law 113-283), December 2014
· Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource, July 2016
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-47, Security Guide for Interconnecting Information Technology Systems, September 2002
· Office of Management and Budget (OMB) M-17-12, Preparing for and Responding to a Breach of Personally Identifiable Information, January 2017
· Health and Human Services (HHS) Information Systems Security and Privacy Policy (IS2P), July 2014
· National Institutes of Health (NIH) Information Security Policy Handbook 4.0, May 2018
· U.S. Department of Homeland Security (DHS) Binding Operational Directives (BOD)

[bookmark: _Toc480878091][bookmark: _Toc533072311]Background
[Replace this text with a brief description of why there is a need to have an MOU/ISA. In addition to why this is beting set up, discuss/describe the data. Where is it stored? How is it moved? Who will have access to it? Any other relevant information should be added in this narrative]   

1 [bookmark: _Toc533072312][bookmark: _Toc480878092]
2 [bookmark: _Toc533072313]
3 [bookmark: _Toc533072314]
4 [bookmark: _Toc533072315]
[bookmark: _Toc533072316]The NIH System Information

System Name:
The system name is [insert system name here]

System Function: 
The system provides the following functions, services, etc…

System Location (physical mailing address): 
[Example: 
National Institutes of Health
Building 12
9000 Rockville Pike
Bethesda, Maryland 20892]


System Categorization Level: 
The system categorization level for this system as noted in the system’s system security plan is as follows:
[Enter the system categorization level for the system by placing an “x” in the appropriate areas in the table below and remove this line]

	Categorization Level for CIA:
	High
	Moderate
	Low

	Confidentiality:
	
	
	

	Integrity:
	
	
	

	Availability:
	
	
	



Authority to Operate Expiration Date:
The [insert system name here]ATO expires on [insert date here]

Description of data type: 
The data that is or will be stored, processed, transmitted or received as part of this agreement includes:

	Type of Data
Used in this agreement
	Present
(Enter Yes or No)

	Public non-sensitive
	

	Patient-related sensitive information:  identifiable; genome study data/whole human sequence
	

	Employee/contractor sensitive information:  SSN; performance ratings; disciplinary or grievances; financial disclosure (including bank information, pre-contract)
	

	Pre-award contract or pre-decisional grant sensitive information
	

	Internal operational or financial sensitive information
	

	Research sensitive information; proprietary; potential commercial value, patent or invention-related; includes non-NIH collaborators; disclosure could cause harm to NIH, HHS or the Federal Government
	

	Police/criminal investigation sensitive information
	

	Other:  List here (if none list “None”)
	



Non-persistent connections and/or authorized temporary remote connections: 
Indicated if anyone from [other NIH or agency]   is authorized to establish a non-persistent connection?  If yes, include specific data points about who is allowed to connect in, when they are allowed to connect in and what security measures are taken to monitor and audit the connects.  Finally, document how the connection is verified to be closed or terminated once the work activity is completed:

	Non-Persistent
Connections and/or Remote Connections
	

	Can the other organization make a non-persistent connection to your boundary?
	

	What personnel are authorized to connect in?  (list approved roles or specifically named individuals)
	

	Identify when the authorized connections area allowed to occur?  (example: only during normal business hours)
	

	List how the connection is authorized:
	

	List any specific security measures in place to monitor the connections:
	

	List any specific auditing in place to record the connections:
	

	List how the connection is verified to be closed or terminated:
	




[bookmark: _Toc533072317]The other NIH or Agency System Information

System Name:
The system name is [insert system name here]

System Function: 
The system provides the following functions, services, etc…

System Location (physical mailing address):
[Example: 
National Institutes of Health
Building 12
9000 12
Bethesda, Maryland 20892]
 
System Categorization Level:
The system categorization level for this system as noted in the system’s system security plan is as follows:
[Enter the system categorization level for the system by placing an “x” in the appropriate areas in the table below and remove this line]

	Categorization Level for CIA:
	High
	Moderate
	Low

	Confidentiality:
	
	
	

	Integrity:
	
	
	

	Availability:
	
	
	



Authority to Operate Expiration Date:
The [insert system name here] ATO expires on [insert date here] 

Type of Data in the System:
The data that is or will be stored, processed, transmitted or received as part of this agreement includes:

	Type of Data
Used in this agreement
	Present
(Enter Yes or No)

	Public non-sensitive
	

	Patient-related sensitive information:  identifiable; genome study data/whole human sequence
	

	Employee/contractor sensitive information:  SSN; performance ratings; disciplinary or grievances; financial disclosure (including bank information, pre-contract)
	

	Pre-award contract or pre-decisional grant sensitive information
	

	Internal operational or financial sensitive information
	

	Research sensitive information; proprietary; potential commercial value, patent or invention-related; includes non-NIH collaborators; disclosure could cause harm to NIH, HHS or the Federal Government
	

	Police/criminal investigation sensitive information
	

	Other:  List here (if none list “None”)
	



Non-persistent connections and/or authorized temporary remote connections: 
Indicated if anyone from NIH is authorized to establish a non-persistent connection?  If yes, include specific data points about who is allowed to connect in, when they are allowed to connect in and what security measures are taken to monitor and audit the connects.  Finally, document how the connection is verified to be closed or terminated once the work activity is completed: 

	Non-Persistent
Connections and/or Remote Connections
	

	Can the other organization make a non-persistent connection to your boundary?
	

	What personnel are authorized to connect in?  (list approved roles or specifically named individuals)
	

	Identify when the authorized connections area allowed to occur?  (example: only during normal business hours)
	

	List how the connection is authorized:
	

	List any specific security measures in place to monitor the connections:
	

	List any specific auditing in place to record the connections:
	

	List how the connection is verified to be closed or terminated:
	



[bookmark: _Toc480878095][bookmark: _Toc533072318]Communications
Frequent formal communications are essential to ensure the successful management and operation of this agreement. The parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels.  Phone calls may be conducted; however, one or both parties must follow up with the other with an email outlining any conversations that occur with the outcome of the discussion.   All formal communications that outline requests for actions to be taken by either party described herein should be conducted in writing especially if the work activities originate from a phone call.  It is recommended that each party keep copies of communications with the copy of this agreement.  

These two systems agree to designate and provide contact information for technical leads for their respective system, and to facilitate direct contacts between technical leads to support the management and operation of this agreement. To this satisfy this need, both parties will provide attachments with this information included.

· Attachment 1 lists all of the relevant POC’s for [enter NIH system name here] 
· Attachment 2 lists all of the relevant POC’s for [enter other system name here] 

To safeguard the confidentiality, integrity, and availability of both of these systems and the data they store, process, and transmit, the parties agree to provide notice of specific events within the time frames indicated below.

5 [bookmark: _Toc533072319]
[bookmark: _Toc533072320]Privacy Breaches
The technical staff will immediately notify their designated counterpart by telephone or e-mail when a privacy breach is detected or determined.  Refer to the NIH Privacy Program page for the current process, timelines and contact information: https://oma.od.nih.gov/DMS/Pages/Privacy-Program.aspx

[bookmark: _Toc533072321]Security Incidents
The technical staff will immediately notify their designated counterpart by telephone or e-mail when a security incident(s) is detected, in order to determine whether their system has been compromised and take appropriate security precautions. In addition, the technical staffs will notify their respective Incident Response Centers or points of contact to ensure that appropriate actions and reporting takes place. 

Upon discovering a security incident involving the interconnection, the discovering party shall immediately notify the other agency of the incident.  Both parties shall report the incident in accordance with each other’s agency-specific incident reporting procedure.  

NIH staff will contact the NIH Information Security Program at 301.881.9726, email: NIHinfosec@mail.nih.gov .  NIH incident response policy is reflected in the NIH Information Security Policy Handbook.

[List other agency here]staff will contact …

[bookmark: _Toc533072322]Disasters and Other Contingences
The technical staff will immediately notify their designated counterpart by telephone or e-mail in the event of a disaster or other contingency that disrupts the normal operation of one or both of the connected systems. 

[bookmark: _Toc533072323]Material Changes and Other Configurations
Planned technical changes to the system architecture will be reported to technical staff within a week before such changes are implemented. The initiating party agrees to conduct a risk assessment based on the new system architecture and to modify and re-sign this agreement within one (1) month of implementation.

[bookmark: _Toc533072324]New Interconnections
Planned technical changes to either system that will result in a new system interconnection not already in place at the time of this agreement will required the initiating party to notify the other party at least one (1) month prior to the establishment of the new interconnection.  This includes any interconnection that is owned and operated by third parties. 

[bookmark: _Toc533072325]Personnel Changes 
The parties agree to provide notification of the separation or long-term absence of their respective system owner or technical lead. In addition, both parties will provide notification of any changes in point of contact information. Both parties will also provide notification of changes to user profiles, including applicable users who resign or change job responsibilities.

[bookmark: _Toc533072326]Timeline
This agreement will remain in effect for [one(1) or three (3) years] years after the last date on either signature in the signature block below. After [one(1) or three (3) years]  years, this agreement will expire without further action. If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement. The newly signed agreement will explicitly supersede this agreement, which should be referenced by title and date in the appropriate section of this document. If one or both parties wish to terminate this agreement prematurely, they may do so upon 30 days' advanced notice or in the event of a security incident that necessitates an immediate response. This agreement will be reviewed at least annually or whenever a significant change occurs to ensure that security controls are operating properly and providing appropriate levels of protection.












[bookmark: _Toc533072327]Memorandum of Understanding Signature Approval

This Memorandum of Understanding (MOU) is hereby reviewed and approved by:

	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Name
Information System Security Officer
Office
Agency
	Name
Information System Security Officer
Office
Agency

	
	

	
	

	



	      
Signature                                                     Date
	



	      
Signature                                                     Date



































[bookmark: _Toc533072328]Attachment 1: [enter NIH system name here] Points of Contact

As part of this agreement, each party may elect to share their specific Roles and Responsibilities document with each other.  If this is not feasible for any reason, both parties may elect to update Attachment 1 & Attachment 2 as attached to this document.  Attachment 1 lists the relevant [enter NIH system name here] points of contact required for this MOU.

	Name
	Role
	Address
	Phone
	Email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




[bookmark: _Toc533072329]Attachment 2: [enter other system name here] Points of Contact

As part of this agreement, each party may elect to share their specific Roles and Responsibilities document with each other.  If this is not feasible for any reason, both parties may elect to update Attachment 1 & Attachment 2 as attached to this document.  Attachment 2 lists the relevant [enter other system name here] points of contact required for this MOU.

	Name
	Role
	Address
	Phone
	Email
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