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DOCUMENT REVISION HISTORY
 
This [System Name] Security Assessment Plan is a living document that is changed as required to reflect system, operational, or organizational changes. Modifications made to this document are recorded in the version history matrix below.
 
At a minimum, this document will be reviewed and assessed annually. Reviews made as part of the assessment process shall also be recorded below.
 
This document history shall be maintained throughout the life of the document and the associated system.
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Security Assessment Plan Approval Signatures
 
I have reviewed the [System Name] Security Assessment Plan and I acknowledge and agree to the tests and terms set forth in the plan.
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[bookmark: _Toc533079511]Overview
[bookmark: _Toc528314195]The security and privacy controls identified for testing are described in the [System Name] System Security Plan (SSP). Testing security and privacy controls is an integral part of the Assessment and Authorization (A&A) requirements and process. Providing a plan for security and privacy control testing ensures that the process runs smoothly.
 
The [System Name] will be assessed by an independent [IC] team or other independent assessor. Using an independent testing entity reduces the potential for conflicts of interest that could occur in verifying the implementation status and effectiveness of the security and privacy controls. NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View states:
 
Assessor independence is an important factor in: (i) preserving the impartial and unbiased nature of the assessment process; (ii) determining the credibility of the security assessment results; and (iii) ensuring that the authorizing official receives the most objective information possible in order to make an informed, risk-based, authorization decision.

[bookmark: _Toc533079512]Purpose
[bookmark: _Toc528314196]
This document consists of a test plan to assess the security and privacy controls for the [System Name]. It has been completed by the [IC] for the benefit of the [System Name] System Owner; [IC] Information System Security Officer; [IC] Chief Information Officer; NIH Chief Information Security Officer (CISO); and NIH Senior Privacy Coordinator. NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View states:
 
The information system owner and common control provider rely on the security expertise and the technical judgment of the assessor to: (i) assess the security controls employed within and inherited by the information system using assessment procedures specified in the security assessment plan; and (ii) provide specific recommendations on how to correct weaknesses or deficiencies in the controls and address identified vulnerabilities.

[bookmark: _Toc533079513]Applicable Laws, Regulations, Standards & Guidance
[bookmark: _Toc528314197]The following laws, regulations, standards, and guidance are applicable to security and privacy control testing and risk assessment:
· Computer Fraud and Abuse Act (P.L. PL 99-474, 18 USC 1030), October 1986
· Federal Information Security Modernization Act (FISMA) (P.L. 113-283, 44 USC 35), December 2014
· Privacy Act of 1974 as amended (P.L. 93-579, 5 USC 552a), December 1974
· Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource, July 2016
· Office of Management and Budget (OMB) M-06-16, Protection of Sensitive Agency Information, June 2006
· Homeland Security Presidential Directive (HSPD) 7, Critical Infrastructure Identification, Prioritization, and Protection, December 2003
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30 Rev 1, Guide for Conducting Risk Assessments, September 2012
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-34 Rev 1, Contingency Planning Guide for Information Technology Systems, November 2010
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-37 Rev 1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach, June 2014
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-39, Managing Information Security Risk: Organization, Mission, and Information System View, March 2011
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Rev 4, Recommended Security Controls for Federal Information Systems, January 2015
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53A Rev 4, Assessing Security and Privacy Controls in Federal Information Systems and Organizations, December 2014
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-115 Technical Guide to Information Security Testing and Assessment, September 2008

[bookmark: _Toc533079514]Scope
[bookmark: _Toc528314198]The scope of the security and privacy controls assessment that will be performed for NIH is limited and well defined in [System Name] SSP, which establishes the system boundary. Assessments of systems and interfaces that are outside the boundary of the [System Name] A&A are not included in this plan. See the Rules of Engagement in Section 5 for additional information concerning what is in and out of scope for this assessment.
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[bookmark: _Toc533079515]System Identification
[bookmark: _Toc528314199]
1. [bookmark: _Toc533079516]
[bookmark: _Toc533079517]System Common Name
[bookmark: _Toc528314200][System Name]

[bookmark: _Toc533079518]System Description & Purpose
	Instruction: This should be a copy of the SSP System Description.

Please delete these instructions before finalizing this document. 



[System Name] is a [System Type]. [System Description and Purpose]
[bookmark: _Toc528314201]
[bookmark: _Toc533079519]System Lifecycle Status
[bookmark: _Toc528314202]Operational
[bookmark: _Toc528662488]
[bookmark: _Toc533079520]Security Categorization
The [System Name] was evaluated against FIPS 199 and NIST SP 800-60 Revision 1, Guide for Mapping Types of Information and Information Systems to Security Categories. The following FIPS 199 security impact ratings are outlined in Appendix C (Security Categorization) of the [System Name] System Security Plan (SSP).
 
	Security Objective
	Low, Moderate or High

	Confidentiality
	[Rating]

	Integrity
	[Rating]

	Availability
	[Rating]

	Overall
	[Rating]
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[bookmark: _Toc533079521]System Ownership
[bookmark: _Toc528314203]
2. [bookmark: _Toc533079522]
[bookmark: _Toc533079523]Organizational Owner
[bookmark: _Toc528314204][IC]

[bookmark: _Toc533079524]Authorizing Official
[bookmark: _Toc528314205]
	Name
	

	Office Symbol
	

	Title
	

	Company Name
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	



[bookmark: _Toc533079525]Information System Security Officer
[bookmark: _Toc528314206]
	Name
	

	Office Symbol
	

	Title
	

	Company Name
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	



[bookmark: _Toc533079526]System Owner
[bookmark: _Toc528314207]
	Name
	

	Office Symbol
	

	Title
	

	Company Name
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
	



[bookmark: _Toc533079527]Privacy Coordinator
[bookmark: _Toc528314208]
	Name
	

	Office Symbol
	

	Title
	

	Company Name
	

	Address
	

	Telephone
	

	Email
	

	Responsibility
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[bookmark: _Toc533079528]System Environment
[bookmark: _Toc528314209]
3. [bookmark: _Toc533079529]
[bookmark: _Toc533079530]Physical/Host Locations
[bookmark: _Toc528314210]
	Common Name/Reference
	Physical Address

	Example:
Fernwood Building
• Fernwood
• Rock Spring
• D Row
• E Row
• Office of the Chief Information Officer Cluster (OCIO Cluster)
	6555 Rock Spring Dr.
Bethesda, MD 20817

	 
	

	 
	

	 
	



[bookmark: _Toc533079531]System Boundary
[bookmark: _Toc528314211]
	Component
	Description

	Example:
Tier 2/3/4 System
	Tier 2/3/4 System Description

	
	

	
	

	 
	 

	 
	



[bookmark: _Toc533079532]Protection Requirements & Overall System Categorization
[bookmark: _Toc528314212]
	Category
	Need
	Protection Level
	Why level of protection

	Confidentiality
	Protect the data contained within the [System Name] from disclosure at all times; Allow only authorized individuals access to data on an “as-needed” basis.
	
	Unauthorized disclosure of some IT infrastructure maintenance and configuration information related to INFOSEC operations can lead to a confidentiality compromise of information processed by NIH systems that the INFOSEC Program is supposed to protect, which could have a serious impact on NIH operations, assets, or individuals.

	Integrity
	Protect data contained within the [System Name] from unauthorized changes.
 
The system must:
• allow only authorized individuals the ability to alter records, and
• track to the specific individual who made and/or authorized each change to system records.
	
	Unauthorized modification or deletion of INFOSEC related data could have potentially serious consequences by presenting misleading figures for different types of network infrastructure, affecting policy decisions based on that data.
 
The consequences of unauthorized modification or destruction of system and network monitoring information can compromise the effectiveness of the system and impair NIH network and security operations leading to inaction or incorrect decisions and actions.

	Availability
	The [System Name] is expected to be available during work hours, for operational IT security activities, and other INFOSEC related efforts.
	
	Disruption or loss of access to system and network monitoring information loss is unlikely to cause significant degradation to the NIH mission. Typically, disruption of access to this data and information will have a limited adverse effect on NIH operations, assets, or individuals.

	Overall System Categorization:

	Moderate

	Based on the protection requirements for confidentiality, integrity and availability, the overall system sensitivity is Moderate. The effect of the loss, misuse or unauthorized access to [System Name] data could have a serious adverse effect on NIH operations and assets.


 

[bookmark: _Toc533079533]Types of Data & Sensitivity Levels
[bookmark: _Toc528314213]
	Name
	Information Category
	Information Type
	Confidentiality
	Integrity
	Availability
	Justification

	CIA Overall Security Categorization:
	
	
	
	

	System Security Categorization:
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[bookmark: _Toc533079534]Resources Slated for Assessment
1. [bookmark: _Toc528668637][bookmark: _Toc533079535]
2. [bookmark: _Toc528668638][bookmark: _Toc533079536]
3. [bookmark: _Toc528668639][bookmark: _Toc533079537]
4. [bookmark: _Toc528668640][bookmark: _Toc533079538]
4.1. [bookmark: _Toc528668641][bookmark: _Toc533079539]
4.2. [bookmark: _Toc528668642][bookmark: _Toc533079540]
4.3. [bookmark: _Toc528668643][bookmark: _Toc533079541]
4.4. [bookmark: _Toc528668644][bookmark: _Toc533079542]
4.5. [bookmark: _Toc528668645][bookmark: _Toc533079543]
[bookmark: _Toc533079544]Physical Resources
[bookmark: _Toc528314215]
	TYPE
	NAME
	DNS NAME
	IP ADDRESS
	GUEST OS
	INFOSEC PROGRAM COMPONENT
	ASSET TAG
	LOCATION
(Common Name)

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 



[bookmark: _Toc533079545] Virtual Resources
[bookmark: _Toc528314216]
	TYPE
	NAME
	DNS NAME
	IP ADDRESS
	GUEST OS
	INFOSEC PROGRAM COMPONENT
	LOCATION
(Common Name)
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[bookmark: _Toc533079546] Assumptions & Limitations
[bookmark: _Toc528314217]
4. [bookmark: _Toc533079547]
[bookmark: _Toc533079548]Assumptions
[bookmark: _Toc528314218]The following assumptions were used when developing this Security Assessment Plan:
· The security assessment will be conducted using a structured and controlled process.
· [System Name] resources, including systems, documentation, and staff with knowledge of the system infrastructure, will be available throughout the security and privacy controls assessment.
· The security assessment team will be given access to scans, reports, and other documentation necessary to examine and determine if NIH implemented and are monitoring the minimum controls required for the [System Name].
· There will be no significant modifications or changes to the infrastructure and components of the [System Name] that will require a corresponding change to the [System Name] SSP.
· Both the hardware and software are configured for operational use throughout the duration of the assessment.
· The security assessment team requested scans are configured to prevent interruptions in network and system services.

[bookmark: _Toc533079549]Limitations
[bookmark: _Toc528314219]The following limitations were used when developing this Security Assessment Plan:
· The scope of the security and privacy controls assessment that will be performed for NIH is limited and well defined in [System Name] SSP, which establishes the system boundary. Assessments of systems and interfaces that are outside the boundary of the [System Name] A&A are not included in this plan.
· See the Rules of Engagement in Section 5 for additional information concerning limitations.
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[bookmark: _Toc533079550]Methodology
[bookmark: _Toc528314220]NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View states:
 
Prior to initiating the security control assessment, an assessor conducts an assessment of the security plan to help ensure that the plan provides a set of security controls for the information system that meet the stated security requirements.
 
The Assessor will perform an assessment of the [System Name] security and privacy controls using the methodology described in NIST SP 800-53A, Revision. 4. The results will be recorded in the Security Assessment Report (SAR) Form (provided in Appendix C) along with information that notes whether the control (or control enhancement) is satisfied or not.
 
The Assessor data gathering activities will consist of the following:
· Examine NIH to provide all [System Name] A&A documentation.
· Request any follow-up documentation, files, or information needed that is not provided in the [System Name] A&A documentation such as Policies, Standard Operating Procedures (SOPs), Runbooks, Work Instructions, Checklists, etc.
· Visit [System Name] physical locations as necessary to inspect systems and meet with [IC] staff.
· Obtain information using security testing tools.
· Security and privacy controls will be verified using one or more of the following assessment methods:
· Examine: The Assessor will review, analyze, inspect, or observe one or more assessment artifacts as specified in the attached test cases;
· Interview: The Assessor will conduct discussions with individuals within the organization to facilitate assessor understanding, achieve clarification, or obtain evidence; and
· Observation: The Assessor will observe activities and processes in an operational, live environment. This may include Assessor requests for a walkthrough of a routine, non-routine, or event driven activity or process.

5. [bookmark: _Toc533079551]
[bookmark: _Toc533079552]Security Assessment Team
[bookmark: _Toc528314221]NIST 800-39, Managing Information Security Risk: Organization, Mission, and Information System View states:
 
The security control assessor is an individual, group, or organization responsible for conducting a comprehensive assessment of the management, operational, and technical security controls employed within or inherited by an information system to determine the overall effectiveness of the controls (i.e., the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system).
 
The following table contains the names and contact information for the security assessment team:
 

	Tester Name
	Role
	Contact Information

	
	
	

	 
	
	 



[bookmark: _Toc533079553]System Owner Testing Points of Contact (POCs)
[bookmark: _Toc528314222]The following table contains the [System Name] POCs:
 
 
	POC Name
	Role
	Contact Information

	Chris Todd
	Chief Information Security Officer
	301.402.4445

	 
	
	

	 
	
	

	 
	
	


 

[bookmark: _Toc533079554]Document Findings, Results, and Comments
[bookmark: _Toc528314223]The Security Assessment Report (SAR) Form will be used to document the assessment findings, results, and comments for each security and privacy control. Additional information and a sample form is located in Section 7.2.

[bookmark: _Toc533079555]Schedule
[bookmark: _Toc528314224]The following table contains the assessment testing schedule:
 

	Task Name
	Start Date
	Finish Date

	Kick-off Meeting
	 
	 

	Prepare Test Plan
	 
	 

	Meeting to Review Test Plan
	 
	 

	Test Plan Update
	 
	 

	Review Documentation from System/Business Owner
	 
	 

	Conduct Interviews with Business User Organization Staff
	 
	 

	Perform Testing
	 
	 

	Vulnerability Analysis and Threat Assessment
	 
	 

	Risk Exposure Table Development
	 
	 

	Complete Draft SAR Form
	 
	 

	Draft SAR Form Delivered to System Owner & ISSO
	 
	 

	Issue Resolution Meeting
	 
	 

	Complete Final Version of SAR Form
	 
	 

	Send Final Version of SAR Form to System Owner & ISSO
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[bookmark: _Toc533079556]Rules of Engagement
[bookmark: _Toc528314225]A Rules of Engagement (ROE) is a document designed to describe proper notifications and disclosures between the business and system owners the system being assessed and an independent assessor. Together with the information provided in preceding sections of this document, this document shall serve as a Rules of Engagement once signed.

6. [bookmark: _Toc533079557]
[bookmark: _Toc533079558]Disclosures
[bookmark: _Toc528314226]
5. [bookmark: _Toc528668658][bookmark: _Toc533079559]
6. [bookmark: _Toc528668659][bookmark: _Toc533079560]
7. [bookmark: _Toc528668660][bookmark: _Toc533079561]
7.1. [bookmark: _Toc528668661][bookmark: _Toc533079562]
[bookmark: _Toc533079563]Security Tests May Include
[bookmark: _Toc528314227]Security testing may include the following activities:
· Review applicable Policies, Standard Operating Procedures (SOPs), Runbooks, Work Instructions, Checklists, etc. to determine if documents meet the rigor to be used as evidence of compliance with NIST 800-53, Revision 4 security and privacy controls.
· Observe real-time Incident Response (IR) events
· Request completion of and observe actions that should be completed in accordance with a Policies, Standard Operating Procedures (SOPs), Runbooks, Work Instructions, Checklists, etc.
· Port scans and other network service interaction and queries
· Network sniffing, traffic monitoring, traffic analysis, and host discovery
· Attempted logins or other use of systems, with any account name/password
· Login to applications and systems without the proper credentials
· Attempt privileged user tasks using non-privileged user login credentials

[bookmark: _Toc533079564]Security Testing Will Not Include 
[bookmark: _Toc528314228]Security testing will not include any of the following activities:
· Changes to assigned user passwords
· Modification of user files or system files
· Telephone modem probes and scans (active and passive)
· Intentional viewing of business user’s staff email, Internet caches, and/or personnel cookie files
· Denial of Service attacks (smurf, land, SYN flood, etc.)
· Exploits that will introduce new weaknesses to the system
· Intentional introduction of malicious code (viruses, Trojans, worms, etc.)

[bookmark: _Toc533079565]End of Assessment 
[bookmark: _Toc528314229]The Lead Assessor will notify the ISSO by email when the [System Name] security and privacy controls assessment is completed.

[bookmark: _Toc533079566]Communication of Test Results
[bookmark: _Toc528314230]All emails and reports associated with the security and privacy controls assessment will be encrypted according to NIH requirements. Assessment findings and results will be sent and disclosed to the key personnel noted in the table below within 72 hours after the assessment is completed.
 

	Name
	Role
	Division/Office/Program
	Email Address

	 
	 
	 
	 

	 
	 
	 
	 


 

[bookmark: _Toc533079567]Limitation of Liability 
[bookmark: _Toc528314231]NIH acknowledges that there are limitations inherent in the methodologies implemented, and the assessment of security and vulnerability relating to information technology is an uncertain process based on past experiences, currently available information, and the anticipation of reasonable threats at the time of the analysis. There is no assurance that an analysis of this nature will identify all vulnerabilities or propose exhaustive and operationally viable recommendations to mitigate all exposure.
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[bookmark: _Toc533079568] Appendix A: Security and Privacy Controls Assessment Guidelines & Form
[bookmark: _Toc528314232]Security and privacy control assessments provide a line of defense in knowing the strengths and weaknesses of an organization’s information system. Security and privacy controls assessment determines whether security and privacy controls in an information system are operating as intended. The results of this assessment are used in determining the overall effectiveness of the security and privacy controls in an information system, identifying residual vulnerabilities in the system, providing credible and meaningful inputs to the organization’s Plan of Action and Milestones (POA&M), and supporting the Authorizing Official’s accreditation decision. A well-executed security and privacy controls assessment validates the security and privacy controls contained in the information system security plan and facilitates a cost-effective approach to correcting deficiencies in the system in an orderly and disciplined manner consistent with the organization’s mission requirements.
 
This document is intended to help standardize the security and privacy controls assessment results to aid NIH in clearly and cost-effectively:
· Assessing information systems annually as required by FISMA, through the continuous monitoring security and privacy control process;
· Preparing for program and system audits and reviews;
· Performing assessment activities in support of Assessment & Authorization (A&A); and
· Providing possible metrics of the information security posture of an agency.

7. [bookmark: _Toc533079569]
[bookmark: _Toc533079570]Selection of Security and Privacy Controls to Assess
[bookmark: _Toc528314233]All security and privacy controls applicable to an information system must be assessed prior to the initial accreditation and at least once during each subsequent three-year system reaccreditation period. Realizing that it is neither feasible nor cost-effective to monitor all of the security and privacy controls in any information system on a continuous basis, it is recommended that the organization establish a schedule for security and privacy control monitoring to ensure that all controls requiring more frequent monitoring are adequately covered and that all controls are covered at least once between each accreditation decision.
 
Organizations have flexibility in determining which, and how many, controls are assessed on an annual basis, provided all security and privacy controls applicable to the information system are assessed over the course of the system accreditation period.
 
There are many factors that may influence and, in some cases, drive the selection of a subset of security and privacy controls to assess, including:
 
· Annual security and privacy control assessment requirements – The FISMA requirement for assessing security and privacy controls at least annually does not require additional assessment activities to those activities already in place in organizational security authorization processes. According to NIST 800-53 Rev. 4:
To satisfy annual assessment requirements, organizations can use assessment results from the following sources: (i) initial or ongoing information system authorizations; (ii) continuous monitoring; or (iii) system development life cycle activities. Organizations ensure that security assessment results are current, relevant to the determination of security control effectiveness, and obtained with the appropriate level of assessor independence. Existing security control assessment results can be reused to the extent that the results are still valid and can also be supplemented with additional assessments as needed.
· Significant changes to the information system – A significant change to an information system, or its operating environment, may introduce new security vulnerabilities and considerations, and may require a more frequent assessment of some or all security and privacy controls. Examples of significant changes may include, but are not limited, to:
· Installation of a new or upgraded operating system, middleware component, or application
· Modifications to system ports, protocols, or services
· Installation of a new or upgraded hardware platform or firmware component
· Modifications to cryptographic modules or services
· Changes in laws, directives, policies, or regulations, while not always directly related to the information system, may also play a role in security and privacy controls selected for assessment
· External influences - Activities outside the direct control of the information system frequently impact the security posture, and control selection, of the information system. Examples may include, but are not limited to, organizational changes, new or modified policies, and newly identified threats or vulnerabilities. These external influences may affect the risk profile of the system, possibly resulting in the need to assess some security and privacy controls more frequently or sooner than otherwise planned.
· Organizational requirements and priorities - Those security and privacy controls that the organization deems essential to protecting the information system may require increased attention, and more frequent assessment. Additionally, organizations may want to assess progress towards a specific information security goal such as an Agency campaign targeted at improving security awareness among its users.
· POA&M items - New or modified security and privacy controls, implemented to remediate identified weaknesses, should be assessed for effectiveness.

These factors may impact the subset of security and privacy controls selected for assessment, as well as the frequency that certain security and privacy controls are assessed. To ensure greater alignment with organizational and risk-based priorities, the security and privacy controls assessment should be planned and conducted in close coordination with the authorizing official and NIH ISSO.

[bookmark: _Toc533079571]Documenting the Results of the Security and Privacy Controls Assessment
[bookmark: _Toc528314234]The Security Assessment Report (SAR) Form is used to document the assessment results for each security and privacy control. The form contains two sections: The System Overview and The Form Table.
 
The first section, the System Overview, is taken primarily from the System Security Plan (SSP) and requires basic descriptive information about the information system being assessed, as well as the assessment environment.
 
The second section, the Form Table, includes the 17 security control families contained in NIST SP 800-53 Revision 4, Appendix F; the selected privacy control families contained in NIST SP 800-53 Revision 4, Appendix J; and the security and privacy controls and enhancements within each family; as well as those fields necessary to capture the assessment environment and results. The form should be reviewed by the System Owner, NIH ISSO, and the assessor prior to each assessment. If this review determines the form needs further modification, it should be done prior to the start of the assessment. For example,

· An organization can require more descriptive information and pre-populate assessment results for certain security or privacy controls if applicable.
· There may be additional laws, regulations, or policies that establish specific requirements for confidentiality, integrity, or availability.

[bookmark: _Toc533079572]Form Field and Data Element Descriptions
[bookmark: _Toc528314235]The following elements are captured in the System Overview:
 
1. System Name and Identifier – The system name and identifier (if available) from the copied SSP.
2. Security Categorization – This is the highest overall FIPS 199 categorization for each security objective (confidentiality, integrity, availability), as well as the overall system categorization level, which is based on the high watermark of the underlying security objectives impact levels.
3. General System Description/Purpose – This is the description/purpose statement from SSP.
4. List of Child/Minor Systems – A list of Child/Minor systems that are in boundary. The systems should be listed and described in the SSP. For each Child/Minor system, also provide the FIPS 199 category and assessment date.
 
The following elements are captured in the Form Table:
 
1. Control Number – The Control Number is defined in NIST 800-53, Revision 4.
2. Control Name – The Control Name is defined in NIST 800-53, Revision 4.
3. Control and Enhancements – The Controls and Enhancements are defined in NIST 800-53, Revision 4. In this form table, all security controls and enhancements from NIST SP 800-53, Revision 4 are provided for a Moderate level system along with the privacy controls selected by the NIH Privacy Office.
4. Control Implementation Status – The Control Implementation status is captured as In Place, Planned, Partially In Place, Not In Place, or Not Applicable as defined in the [System Name] SSP (Section 3).
5. Control Type – The Control Type identifies the security or privacy control scope within the organization. Control Types are defined in NIST 800-53, Revision 4 and shown the [System Name] SSP (Section 3). The Control Type will be either Common, Hybrid, or System-Specific.
6. Potential Assessment Methods and Objects – The Potential Assessment Methods and Objects shows the possible assessment (test) methods and evidence objects for each control and enhancement as defined in NIST SP 800-53A, Revision 4.
7. Date Assessed – Shows the most recent date each applicable control was assessed. All applicable controls that have been implemented must be assessed at least once during the system accreditation period. A subset of controls must be assessed annually, including those specific controls that require annual assessment.
8. Assessor Name – Record the name of the security or privacy control assessor.
9. Assessor’s Degree of Independence – Response options for the assessor’s degree of independence are “Independent” and “Self.”. According to NIST 800-53A, Revision 4:
An independent assessor is any individual capable of conducting an impartial assessment of security and privacy controls employed within or inherited by an information system. Impartiality implies that security control assessors and privacy control assessors are free from any perceived or actual conflicts of interest with respect to the development, operation, and/or management of the information system or the determination of security or privacy control effectiveness.
All other assessors are considered “Self.” For FIPS 199 Moderate and High impact systems, all security and privacy controls must be assessed independently at least once during the Assessment & Authorization (A&A) period.
10. Control Effectiveness – Applying the assessment methods and associated procedural statements designated in NIST 800-53A, Revision 4 produces results that are used to determine whether a particular security or privacy control is operating as intended (i.e., is the control implemented correctly, being used as intended, and producing the intended outcome with respect to meeting the security requirements for the information system). Response options include Satisfied, Partially Satisfied, and Not Satisfied.
a. Satisfied indicates that the portion(s) of the security or privacy control being addressed by the procedural statement are operating as intended.
b. Partially Satisfied indicates that some portion(s) of the security or privacy control being addressed by the procedural statement are operating as intended, but other portions being addressed are not.
c. Not Satisfied indicates that the portion(s) of the security or privacy control being addressed by the procedural statement are not operating as intended.
Remediation plans for those security or privacy controls whose effectiveness is assessed as partially or not satisfied should be captured in the organization’s POA&M unless there is an approved compensating control in place.
11. Assessment Steps Used – Assessment Steps are those procedural statements executed to assess a particular aspect of a security or privacy control. NIST 800-53A, Revision 4 provides a catalog of assessment procedures for the security and privacy controls and enhancements found in NIST 800-53, Revision 4. In this field, the Assessor will identify those assessment procedures from NIST SP 800-53A, Revision 4 used to determine the assessed security or privacy control effectiveness.
12. Assessment Evidence Collected – During the assessment process, assessors will gather as much evidence as needed to support the assessed level of security or privacy control effectiveness. In this field, the Assessor will include a description and/or references to information obtained during the assessment process that supports the assessed level of security or privacy control effectiveness. Examples of assessment evidence the Assessor or NIH may wish to record in this field include, but are not limited to:
a. References to relevant policies, procedures, plans, and other documentation examined during the security or privacy control assessment.
b. A listing of personnel interviewed during the assessment of the security or privacy control and short description of the information obtained from interviews conducted.
c. A description of functional tests performed, and the results of the functional tests or a reference to where the results are available.
13. Interviewee(s) – During the assessment process, assessors may gather information and evidence by interviewing NIH personnel (users, support, management, etc.) with knowledge of and access to the [System Name] and its Child applications/tools to support the assessed level of security or privacy control effectiveness. In this field, the Assessor will list the names of personnel interviewed. This includes personnel who provide operational walkthroughs of activities and processes.
14. Assessment Findings & Comments – This field is used by the Assessor to record assessment findings and comments about a security or privacy control and enhancement assessment. This information may include recommendations, observations, or specific findings.
If a security or privacy control is assessed and determined to be either partially satisfied or not satisfied, the Assessor is required to indicate which portions of the security or privacy control are operating as intended, and which portions are not operating as intended.
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