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[bookmark: TopOfPage]The following information and materials provide an overview of the key security activities within each of the respective phases of the system development life cycle (SDLC).  In the table that follows the introduction and the roadmap figure, you will find information and links to internal (e.g., NIH) and external (e.g., NIST, OMB, etc.) resources that will help you learn more about each activity and how to complete them.
  
Initiation and Design Phase (EPLC=Initiation & Concept). During the initiation phase, the organization (i.e., business process owner) establishes the need for a new or revised system and documents its purpose. Security planning should begin in the initiation phase with the identification of key security activities to be carried out in the system’s development phase. The information to be processed, transmitted, or stored is evaluated for security requirements, and all stakeholders should have a common understanding of the security considerations. The designated Information System Security Officer (ISSO) and system’s Authorizing Official (AO) should be identified as well. Understanding security requirements at this stage is vital to the efficient and effective integration of security.  The system’s confidentiality, integrity, and availability needs are established by conducting the FIPS-199 security categorization and privacy impacts are assessed. The system/business owner must ensure they have received necessary approvals from organizational and/or institutional review boards and clearinghouses, such as an investment review board, human trials review board, OMB clearance, etc. During this phase, the organization defines project goals and high-level information security requirements, as well as the enterprise security system architecture for the system. 

Development/Acquisition Phase (EPLC=Planning, Requirements, Design, Development, & Test) During the development and acquisition phase the system is designed, and assets and services that will support the systems are acquired or procured. The system developer should perform initial functional and security testing, prepare initial system and security documentation, and establish the system’s security architecture. After categorizing their systems in accordance with FIPS 199 and 200, federal agencies should meet the minimum security requirements by selecting the appropriate security controls and assurance requirements that are described in NIST SP 800-53, Recommended Security Controls for Federal Information Systems.  Another essential element is the development of the system security plan (SSP) to describe how required security controls have been or will be implemented for the system.

Implementation Phase (EPLC=Implementation). During the implementation phase, the system owner configures and enables system security features according to specifications and requirements from earlier phases, and conducts that security control assessment (SCA) for the system. At the conclusion of the SCA, findings are reviewed and validated, and a list of action items and milestones is recorded and provided to the system owner and to the ATO along with other required SA&A documentation.  The system owner must schedule and complete a system contingency plan exercise before the ATO can be signed.  The designated AO reviews the final SA&A package and makes a determination on whether to authorize or not authorize the system to operate. 

Operations & Maintenance (O&M) Phase (EPLC=O&M). The Operations and Maintenance (O&M) phase is typically the longest phase of the system life cycle, often lasting years. During the O&M phase, security controls must periodically be reviewed and assessed to ensure they continue to operate effectively and that they satisfy the intended security goals. Enhancements or modifications to the system must also be reviewed by security to ensure they don’t adversely impact or compromise the system’s security posture. Strong configuration management (CM) practices are key to ensuring that changes are documented, formally reviewed and approved, documentation are updated, and that security impacts are evaluated before and after implementation. Organizational continuous monitoring strategies will dictate the nature and frequency of ongoing system assessments such as conducting vulnerability assessments, applying patches, and reporting configuration data up to the Agency and Department levels. Weaknesses that were identified in the initial security assessment, and that result from ongoing assessments, need to be addressed by the system owner and planned for in the system’s operations and maintenance project plans and budgets.

Disposal/Retirement Phase (EPLC=Disposition). During the disposal/retirement phase, system owners must develop a plan for safely and legally archiving and/or discarding system information, hardware, and software and, potentially, transitioning information and resources to a new system. The information, hardware, and software must be handled in accordance with agency policy and applicable laws, statutes, and directives. If performed improperly or illegally, the disposal phase can result in the unauthorized disclosure or destruction of sensitive data. When archiving information, organizations should consider the need for and the methods for future retrieval. Particular emphasis should be given to proper preservation of the data processed by the system so that the data is effectively migrated to another system, returned to a designated owner, or archived in accordance with applicable records management regulations, schedules, and policies. The removal of information from a storage medium such as a hard disk or tapes should be done in accordance with the organization’s security requirements. Hardware must also be disposed of in accordance with property management and security sanitization policies and procedures.




Figure 1: NCI Road Map Summary of Key Security Activities throughout the SDLC

[image: The chart shows the security compliance activities hared by both teh HHS Enterprise Performance Life Cycle (HHS EPLC) and National Institute of Standards  Software Development Life Cycle (NIST SDLC)

Shared security activities for NIST SLDC and HHS EPL in the:

1. Initiation and concept phase:
*Complete FIPS-199 system security categorization
*Complete e-authentication risk assessment (e-Auth)
*Select minimum security controls (using NCI's security control selection/inheritance worksheets, and NIST 800-53 guidance)

2. Acquisition/Develeopment or EPLC's planning, requirements analysis, design, development, and test phases:
*Review Solication documentation for security and prviacy provisions
*Document system boundaries (Create boundary description document)
*Incorporate selected controls into system design requirements and specification activities
*Develop configuration management plan (CM plan)
*Develop IS contingency plan or system disaster recovery plan
*Develop system user and administration documentation (operations guide, SOPs, etc.)
*Conduct initial security testing (Appscan, Nessus)
*Develop interconnection agreements (e.g. MOU, MOA, and ISA) as needed
*Request NIH firewall exception (if needed)
*Request https (SSL/TLS) Certificate for website

3. Implementation Cycle
*Develop system security plan
*Ensure system meets HHS' minimum security guidelines
*Conduct the Security assessment and authorization (develop security control assessment plan, conduct security assessment, develop security assessment report, develop plan of action and mileston (POA&M), Test iS contingency plan (must be done before the system's ATO letter is signed), obtain ATO memo signature). 

4. Operations and Maintenance
*Perform continuous diagnostics and mitigation including: re-validating selected system secruity controls annually, and conducting ongoing vulnerability scans and penetration testing as needed. 
*Udpate and maintain system security documentation (SSP, SOPS, RA)
*Evaluate security impact of all proposed system changes/upgrades under change management process
*Re-authorize system at least every three years
*Conduct annual CP training, testing, and evaluation (TT&E), ir required. 

5. Disposal/retirement or Disposition
*Preserve information in accordance with applicable laws, record retention, schedules, and statues
*Sanitize surplus media in accordance with agency and federal policies (overwrite, degause, and/or destroy)
*Dispose of hardware and software properly
*Coordinate records retention and archival with agency officials
*Ensure long-term storage is in place for cryptographic keys (if applicable)
 ]

The following table provides detailed information about the security related activities - along with definitions, references, and guidance - to help system owners identify and address the various security activities required throughout the SDLC.  Activities are grouped by key phases (e.g, Initiation, Acquisition/Development, O&M, etc.) as shown in Figure 1 above. Note that, where applicable, each listed activity also includes the applicable NIST 800-53 security control reference(s) to help the reader identify the related control(s) that may be fulfilled by the security compliance activity. You should still consult both agency policy and NIST 800-53 to determine whether additional activities are required for your system to fully address the related control objective and any required enhancements. 

Table 1: NCI Security Compliance in the SDLC – Key activities, references, and deliverables.
	SDLC Activity
(and related NIST 800-53 controls)
	Security Activities and Definitions
	Federal Reference or Mandate
	Implementation Guidance & Templates
	Responsibility
	Artifact(s)/ Deliverable(s)
	Input/
Prerequisite

	[bookmark: Initiation]A. Initiation Phase (Need for system has been established/approved and purpose of system documented) (Maps to HHS EPLC Phases: Initiation and Concept)

	Conduct Preliminary IT System Security Categorization (e.g., sensitivity and impact)
(RA-2)
	Establishes the system’s data sensitivity and overall impact level in terms of Confidentiality, Integrity, and Availability (C-I-A) needs as Low, Moderate, or High.  The highest value or “watermark” for a system’s C-I-A ratings becomes the overall baseline security rating for the system and is used to identify required system security controls as defined in NIST SP 800-53.
	NIST FIPS-199;
NIST SP 800-60 (vol’s I and II);
NIST SP 800-53
	Contact the NCI ISSO for assistance completing the FIPS-199 form. 


	System Owner with ISSO review
	DRAFT FIPS-199 Security Categorization Worksheet
	Basic system description and discussion of information types contained/ processed within.

	Conduct e-Authentication Risk Assessment (e-RA) 
(AC-2, AC-3)
	NCI recommends that all system owners complete an E-Authentication (e-Auth) Risk Assessment (eRA) for their system even if the e-Auth Threshold Analysis (eTA) indicates that a full eRA is not needed; the results of the eRA are used to help determine which systems require enhanced authentication technology and identity proofing measures.
	OMB M 04-04 e-Authentication Guidance for Federal Agencies;
HHS e-Authentication Risk Analysis Guidance Memo (J. Doherty, 2006)

	NIH E-Authentication Threshold Analysis (ETA) form;
NIH E-Authentication Threshold Analysis and Risk Assessment (ETA-ERA) form
NIST 800-63-3, (A)(B)& (C) Digital Identity Guidelines

	System Owner
	E-Authentication Threshold Analysis (signed by AO);
Completed E-Authentication Risk Analysis (signed by AO)
	FIPS-199 Impact Rating;
PIA Summary;

	Complete the Privacy Impact Assessment (PIA) Questionnaire
(PL-5)
	The PIA is an analysis of how information is handled: (i) to ensure handling conforms to applicable legal, regulatory, and policy requirements regarding privacy, (ii) to determine the risks and effects of collecting, maintaining and disseminating information in identifiable form in an electronic information system, and (iii) to examine and evaluate protections and alternative processes for handling information to mitigate potential privacy risks (Defined in OMB M-03-22). Each FISMA reportable system at NIH must have a PIA to ensure systems that collect, store, or process Privacy Act data are identified and that its information is adequately protected.

	Federal Information Security Management Act of 2002 (FISMA);
Privacy Act of 1974, Revised;
Computer Matching & Privacy Act of 1988;
HHS Cybersecurity IT Security and Privacy Policies;
Circular No. A-130 Management of Federal Information Resources.
	See the NIH OSOP Page for forms and contact information; or
NCI PIA Template (uses NIH template)
	System/ Business Owner
	Completed DRAFT PIA – submit to the NCI ISSO before sending to the NCI Privacy Coordinator for review.
	System Functional Description, Business Case

	Conduct Preliminary Business Impact Analysis(BIA)

	The BIA provides the foundation for adequate contingency planning by relating systems and assets with the critical services they provide, and assessing the consequences of their disruption.  The BIA results in quantifiable tolerances for what is known as the Maximum Tolerable Downtime (MTD) time (i.e., how long a system can be disrupted, and the Recovery Time Objective (how old the recovered data set can be) before unacceptable adverse effects are noticed.
	NIST 800-34
	NIH BIA template and guidance
NIST 800-34 Rev 1, Contingency Planning Guide for Federal Information Systems, Appendix B 
	Business Owner with
System Owner
	Business Impact Analysis worksheet
	Preliminary FIPS-199 Security Categorization (Impact Rating);

	Select System Security Controls
(All control families are potentially impacted)
	Based on the Security Categorization rating (from Initiation phase) select applicable security controls from the NIST 800-53 document and the NCI Security Controls Worksheets (for Low, Mod, or High as required) and incorporate any additional agency based requirements.
	FISMA;
NIH SA&A Policy;
NIST 800-53
FIPS-200
	NCI Security Control Worksheets with Inheritance Matrix
	System Owner (consult with NCI ISSO as needed)
	Security Control Worksheet
	Preliminary FIPS-199 Categorization 

	Incorporate Security Controls into Design Specifications (for acquisition phase)
(SA-3, SA-4, SA-8 through SA-11)
	Develop and incorporate security requirements into design specifications (in addition to functional requirements). Analyze functional requirements that may include system security elements (e.g., enterprise information security policy and enterprise security architecture) and security related functional requirements. Develop test plans, scripts, and scenarios to validate each requirement.
Include requirements from other Federal laws (e.g., Sect. 508), policies, and standards as well.
	HHS’ Enterprise Performance Life Cycle (EPLC) Framework;
Circular No. A-130 Management of Federal Information Resources
	
	System Owner
	SOW and other solicitation documents for software/system design;
System requirements traceability matrix that integrates security and assurance requirements with functional requirements.
	Security Control Worksheet

	[bookmark: Development]B. Development/Acquisition Phase  (Maps to HHS EPLC Phases: Planning, Requirements Analysis, Design, Development, and Test)

	Review Solicitation Documents (SOWs, RFPs, for development and/or acquisition)
(SA-4)
	Ensure that all required security clauses and provisions are included within solicitation documents.  Work with the appropriate acquisition shop to identify needed/standard language and pass to the NCI ISSO for review before releasing to potential bidders/grantees/institutions.
	NIH IT Acquisition Policy
	NIH Acquisition References;
NIH Office of Acquisitions Work Forms (Under revision by NIH)
HHS-OCIO Standard Security Configurations Language in HHS Contracts
	System Owner with ISSO concurrence
	Compliant acquisitions documents (SOWs, RFPs) 
	Draft SOW, RFP, or other solicitation documents

	Define System Boundaries
(CA family, SC-7)
	The system’s boundaries need to be clearly defined to include both physical (equipment, facilities, network, etc.) and logical (operational) boundaries.  These boundaries will be used to characterize the system and define the system’s authorization boundaries.
	NIH SA&A Policy
	NIST 800-18 Guide for Developing Security Plans for Federal Information Systems (Section 2)
	System Owner;
System Developer; Hosting Vendor
	Completed System Characterization (for use in the System Security Plan)
	Draft system description;
System’s proposed architecture

	Develop Configuration Management Plan (CM Plan)
(CM family)
	The CM Plan defines the configuration change management board (CCMB), describes how system changes are controlled during development and the change request process; contains test and evaluation procedures following change implementation, and defines change authorization process and roles.  For systems in the maintenance phase, CMP is the documented process for controlling modifications to hardware, firmware, software, and documentation to ensure the information system is protected against improper modifications prior to, during, and after system implementation. 
	NIH Information Security, Configuration Management Standard
	NIH CM Plan Template
CM Checklists (pending NIH update on baseline locations)
	System Owner;
System Developer
	System Configuration Management Plan
	

	Conduct Preliminary Business Impact Analysis(BIA)

	The BIA provides the foundation for adequate contingency planning by relating systems and assets with the critical services they provide, and assessing the consequences of their disruption.  The BIA results in quantifiable tolerances for what is known as the Maximum Tolerable Downtime (MTD) time (i.e., how long a system can be disrupted, and the Recovery Time Objective (how old the recovered data set can be) before unacceptable adverse effects are noticed.
	NIST 800-34
	NCI BIA template and guidance
NIST 800-34 Rev 1, Contingency Planning Guide for Federal Information Systems, Appendix B 
	Business Owner with
System Owner
	Business Impact Analysis worksheet
	Preliminary FIPS-199 Security Categorization (Impact Rating);

	Develop Draft Information System Contingency Plan (ISCP)/ Disaster Recovery Plan (DRP)
(CP family)
	Using the BIA results, the system owner develops the Information System Contingency Plan (ISCP) to describe how the organization responds to disruptions (planned or unplanned) of their system.  The ISCP defines a response organization, communication strategy, damage assessment procedures, recovery strategies and SOPs, and restoration procedures.
The Disaster Recovery Plan (DRP) can be a standalone document or an appendix to the SSP or ISCP.  DRPs are required of all High impact systems, and may be required for a Moderate level system as determined by the Authorizing Official.  The DRP contains policies and procedures designed to maintain or restore system operations at an alternate location or the primary location in the event of emergencies, system failures, or disaster.  Not all systems require a DRP.
NOTE: All minor child applications of the NCI LAN (i.e., those hosted by NCI/CBIIT) can inherit the full CP family of controls including CP plan documentation, training, testing, backup, and alternate site controls. 
	NIST 800-37 Guide for the Security Assessment and Authorization of Federal Information Systems;
NIH InfoSec Handbook 
	NIST SP 800-34;
NIH IS Contingency Plan Templates;
NIH CP Exercise and Testing Scenario Samples

	System Owner with Developer and Hosting Provider input
	IS Contingency Plan
	FIPS-199 Rating;
BIA results;
MOUs/MOAs;
Disaster Recovery Plan and SOPs;
SSP

	Develop System Documentation (User Manuals, Operations/ Administrative Manuals)
(AC, AU, IA, CM, MA, SC, SA families)
	Along with other security documentation, the system owner also needs to develop appropriate operations manuals, SOPs, and user guides.  This information will likely be asked for during the SA&A phase to help demonstrate that key control-related procedures have been standardized for the system.
Example Documents:
· User Guide/Manual (include Rules of Behavior)
· Administrator’s Guide/Operations Manual
· System Identity and Access Management SOP
· System Auditing and Accountability SOP
	NIH InfoSec Handbook
	NIH Password Policy
NCI Identity and Access Management SOP Template
NCI System Audit and Accountability SOP Template

	System Owner with System Developer and Operations Teams
	Completed system documentation such as User guides, SOPs, Admin Guide, Access Control Guide, System Auditing Guides, etc.
	

	Develop MOUs/MOAs and Interconnection Security Agreements (ISAs) as needed
(AC-4)
	Systems that interconnect with, exchange, or share sensitive information must meet OMB A-130 requirement to provide written management authorization, most likely in the form of a Memorandum of Understanding or Agreement. Where applicable, such agreements shall be in place prior to connecting with other systems and/or sharing sensitive data/information. If unsure, please consult with the NCI ISSO to determine if your system requires any such agreements.
	OMB Circular A-130 Appendix III.
	NIST 800-47, Security Guide for Interconnecting Information Technology Systems.
NIH ISA/MOU Guidance
NIH ISA Template 
NIH MOU/MOA Template 
NIH InfoSec Handbook
	System Owners for both sides of agreement.
	Signed MOUs/MOAs/ISAs, kept on file by Project Officer for life of system, renewed periodically.  Copies provided to ISSO for upload to NSAT.
	List of Interconnected systems and their impact ratings


	Request Initial Firewall Exception from NIH (if system will be accessed beyond NIH firewall)
(AC-4, SC-7)
	Required if the system will be accessed from outside the NIH firewall (e.g., is accessible from the Internet).  Without the exception, the system cannot be seen by the outside via the worldwide web.
	NIH NIHnet/Firewall Policy
NIH Firewall Exception information
	Contact the NCI ISSO

	
	Approved Firewall Exception Form (kept electronically by IRT)
	

	Request SSL/TLS Certificate
	On June 8th 2015, the White House issued policy that all publicly accessible government websites and web services to only provide service through a secure connection.
	OMB Memo M-15-13. 
	NIH hosted websites will be provided SSL certificates at no cost from the NCI by contacting NCIIRM@mail.nih.gov.
Contractors hosting an NCI website (i.e., nci.nih.gov or cancer.gov domains) from a non-NIH managed IP range must request written approval from the NCI by emailing NCIIRM@mail.nih.gov. Contractors are responsible for procuring their own SSL certificates from their preferred vendor (e.g., Digicert, Comodo, GoDaddy, etc). Note that NCI does not endorse any specific vendor. More information can be found here.
	System Owner/ Developer Project Manager
	N/A
	Approval from NCI IRM to use an NCI.nih.gov or a cancer.gov domain URL.

	[bookmark: Implementation]C. Implementation Phase  (Maps to HHS EPLC Phase: Implementation)

	Develop System Security Plan (SSP)
(PL-2)
	The System Security Plan is a comprehensive document that outlines the system description and function, its boundaries, organizational and operational responsibilities, security requirements, and how each security requirement is satisfied. It also includes numerous appendices related to day-to-day operations, emergency support and response, and acceptable use of the system.
	NIH SA&A Policy
NIST 800-37 Guide for the Security Assessment and Authorization of Federal Information Systems

	NIST 800-18 Rev 1;
NCI Contractor-Hosted SSP Template
	· If system is hosted by CBIIT, SSP is auto-generated by NSAT during Assessment and Authorization process.
· If system is hosted externally (e.g., CIT, Cloud, 3rd party), then SSP needs to be written separately and provided to SA&A contractor for validation during SCA;  Copy of final SSP also to be uploaded into NSAT as artifact.
	System Security Plan (SSP)
	Completed Security Controls Spreadsheet;
Formal Security Assessment Results;
SCA results;
PIA;
FIPS-199;
Security Requirements Matrix

	Ensure system meets HHS’ Minimum Security Configuration Standards
(CM family)
	HHS requires that all IT systems meet Minimum Security Configuration Standards and has provided a set of checklists for system owners based on various IT platforms and systems.  The completed checklist may be a required artifact of the SA&A process.
	NIH SA&A Policy
	CM Checklists (pending updated location for NIH/HHS baselines)

	System Owner with System Developer/ Integrator and Hosting Provider
	
	

	Conduct Security Assessment and Authorization (SA&A)
(CA family)
	Security Assessment is a comprehensive review and testing of the management, operational, and technical security controls in an information system, made in support of security authorization decision, to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system.
Authorization is the official management decision given by a senior agency official to authorize operation of an information system and to explicitly accept the risk to agency operations (including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an agreed-upon set of security controls.
Key Activities of the SA&A process are further outlined in following subsections.
	FISMA;
NIH SA&A Policy

	NIST SP 800-37;
NIST SP 800-53;
NCI Contractor Hosted/Cloud hosted SA&A Guidance Page
NCI Contractor- and Cloud-hosted SA&A FAQs page
	Systems rated moderate or high shall be independently assessed by qualified 3rd party. If system is CBIIT-hosted, system owner can elect to use NCI’s preferred SA&A vendor or may choose to use another SA&A contractor. Consult with NCI ISSO as needed 
	See the subsections of SA&A below.
	Final System Security Categorization; Final PIA; System boundary description; e-Auth risk assessment.

	SA&A
· Develop and Execute Security Control Assessment Plan (SCAP)
	Security assessments determine the extent to which security controls (Introduced within NIST 800-53) are implemented correctly, operating as intended, and producing desired outcome with respect to meeting security requirements. The SCA Plan documents the methodology, objectives, test procedures to be performed to support SA&A.  Test procedures should address each of the required management, operational, and technical controls identified in the security control selection step.  Depending on the impact of the system (Low, Moderate, or High), testing may need to include automated technical testing such as vulnerability assessment (e.g, using NESSUS), web vulnerability assessment (e.g., AppScan), and/or security penetration testing.
	FISMA;
NIH SA&A Policy
	NIST SP 800-53;
NIST 800-53a
	System Owner;
Moderate or High impact systems (per FIPS-199) must be certified by an independent third party (recommend using a contractor with SA&A experience). Low impact systems may be self-certified by the system owner.
	Written ST&E Plan;
Results entered directly into NSAT;
Updated Risk Assessment
	Security Controls Inheritance Matrix;
IT System Security Plan


	SA&A
· Develop Security Assessment Report (SAR)
	The Security Assessment Report (SAR) summarizes the findings and their related risk impact ratings from the SCA. The SAR directly supports the development of the system POA&M
	FISMA;
NIH SA&A Policy
	The Security Assessment Report (SAR) will be generated as an output from the formal SCA. If the SCA is conducted and input into the NIH SA&A Tool (NSAT), the SAR will be auto-generated.  If the SCA is done outside of the NSAT tool, the SAR will need to be manually generated by the assessor.
NIST 800-30 Risk Management Guide for Information Technology Systems
	SA&A Contractor
	Security Assessment Report
	ST&E Results

	SA&A
· Develop POA&M
	The Plan of Action and Milestones (POA&M) is the document used to record weaknesses and track corrective action progress for an IT system.  The POA&M is based on findings of the SA&A testing (pre-ATO) and continuous monitoring (post-authorization).  The POA&M is required by OMB and by HHS and must be reviewed and updated continuously and reported at least quarterly.
	FISMA;
NIH SA&A Policy
	NIH POA&M Guidance
POA&M Template for contractor and cloud systems

	SA&A Assessor/ Contractor
	System POA&M
	Security Assessment Report

	SA&A
· Authorization Decision (ATO Letter)
	The Authorizing Official decides whether to accept the residual risks identified and to formally accredit the system or not.  Interim authorizations are no longer recognized by NIH or HHS any longer.  However, provisional ATOs that stipulate shorter authorization periods along with conditions for certain subsequent remediation and testing may be considered.
	FISMA;
NIH SA&A Policy
	NIH ATO Template;
AO Delegation of ISSO as CA Letter (Template)
	Security Assessor;
Authorizing Official
	Authorization Letter (ATO)
	Completed SSP;
Completed ISCP/DRP;
Security Assessment Report;
POA&M/Risk Mitigation Plan
FIPS-199, e-Auth RA, and PIA (‘Starter Kit’)

	Test the IS Contingency Plan
(CP 3-4)
	Each IT System must successfully demonstrate through a planned exercise that its IS Contingency Plan is viable and effective.  A training and orientation session is held to indoctrinate key personnel on the use of the ISCP, followed by a structured test of the plan, which can range from a tabletop review using real or hypothetical scenarios, to a complete and actual system disruption to test the actual failover and/or recovery processes.
	FISMA;
NIH SA&A Policy
	NIST SP 800-34;
NIH IS Contingency Plan Guidance;
ISCP After Action Report Template
	System Owner with Developer and Hosting Provider input
	ISCP Test Plan;
Updated IS Contingency Plan (based on results);
ISCP Test After Action Report (to the ISSO);
Orientation, Training, and Test Materials (plans, presentations, etc.) to the ISSO.
	IS Contingency Plan (ISCP);
Disruption Test Scenarios;

	[bookmark: Operations]D. Operations and Maintenance Phase  (Maps to HHS EPLC Phase: Operation and Maintenance)

	Re-Test IS Contingency Plan (must be done at least annually)
(CP 3-4)
	At least annually, the ISCP needs to be re-tested to ensure it is accurate, up to date, and is an effective tool to support the system’s recovery and reconstitution needs. New key personnel should be indoctrinated to the plan. 
The level of rigor for annual testing will vary based on the system’s impact (e.g., Low/Mod/High) and business needs.
	FISMA;
NIH SA&A Policy
	NIST SP 800-34;
NCI ISCP Exercise Report Template

	System Owner (with developer and hosting provider input)
	Updated IS Contingency Plan (based on results);
ISCP Test After Action Report (to the ISSO);
Orientation, Training, and Test Materials (plans, presentations, attendance roster, etc.) to the ISSO.
	IS Contingency Plan;
Test Scenarios;
Previous Test plans and results;

	Update and maintain security documentation (e.g., SSP, Risk Assessment, PIA, e-Auth RA, User and Admin. Guides/Manuals, ISCP, etc.) on a regular basis
(PL-3, PL-5, CP-5, RA-4)
	As systems evolve and change over time, security documentation also needs to be updated. Some forms are required to be validated/updated regularly (e.g., annually) such as the PIA, while others may only need to be updated when there are changes to the system, such as the SSP and User Manuals. 
	FISMA;
NIH SA&A Policy
	See specific guidance for each of the different documents listed (e.g., SSP, Risk Assessment, ISCP, User Guides, etc.)
	System Owner; System Operations and Maintenance Staff;
	Updated versions of the following, as needed or required:
· SSP
· Risk Assessment
· PIA (Annually)
· User Guides/Manuals
· ISCP
	Previous versions of affected documents.

	Perform quarterly POA&M updates, milestone progress
(CA-5, CA-7)
	POA&M updates need to be made by the system owner at least quarterly.  Progress against milestones needs to be noted and any issues in meeting scheduled milestones also need to be noted, especially if milestone dates need to be adjusted or have lapsed.  The NIH preferred method is to directly update POA&Ms in the NSAT online SA&A tool.
	FISMA;
NIH SA&A Policy
	HHS Standard for POA&M Management and Reporting

	System Owner
	Updated POA&M (entered directly online in NIH’s NSAT tool)
	

	Evaluate security implications of system design changes (i.e., conduct an abbreviated risk assessment)
(CM-4, RA-4, PL-6)
	Any proposed changes to the design or operation of the system shall include a review of any possible impacts to the current security posture of the system.  An abbreviated risk assessment can be done if needed and may include automated (technical) analyses such as vulnerability scans and penetration testing, or functional integration and/or regression testing.  If a re-authorization is required, reviews and test results shall be part of the re-authorization package.
	FISMA;
NIH SA&A Policy
	NIST 800-30 Risk Management Guide for Information Technology Systems
	System Owner; Chagne Control Board if applicable
	Updated Risk Assessment as warranted (e.g., security posture/configuration is changed and/or when new threats are identified).
	Design change documentation; Use Cases; 

	Conduct system re-authorization as needed/required by law
(CA-6)
	If any significant changes are made to the system a re-authorization may be required.  Along with updating necessary system documentation, an abbreviated risk assessment and security testing of the changes may be needed to support a re-authorization decision.
	FISMA;
NIH SA&A Policy
	See SA&A guidance above in the Assessment/Implementation lifecycle phase.
	System Owner
	Updated authorization letter if warranted.
	Updated SAR;
Test results;
Updated SSP

	Perform Diagnostics and Mitigation (CDM)
(CA-7)
	System owners must adhere to NIH’s Continuous Monitoring (CM) program to the extent possible, which requires regular automated system security assessments, patch management, and configuration reporting.  In addition to meeting CM requirements, system owners must test controls impacted by planned system modifications.  If owners adhere to and can demonstrate continuous monitoring, owners may be able to continuously re-authorize without going through a full assessment every 3 years.
	FISMA;
NIH SA&A Policy
NIH CM Plan and Implementation Plan (available upon request only)
	NIH has provided CM guidance for internal (agency) hosted systems and is planning to implement for external .gov domain systems. Externally hosted systems are still required to comply with the NIH CM program and to conduct equivalent or greater manual and/or automated monitoring, remediation, and reporting. System owners must ensure third party hosting providers will be able to comply with NIH’s CM requirements.
	System Owner with SA&A vendor
	Regular vulnerability reports (e.g., Nessus, AppScan
Regular updates to system POA&M
Evidence of central log collection and evaluation
Up-to-date system asset inventory
	List of selected controls from NIH and the NCI ISSO;
SANS Top 20 list of vulnerabilities
NIH CM Guidelines

	[bookmark: Retirement]E. Retirement /Disposal Phase  (Maps to HHS EPLC Phase: Disposition)

	Information Preservation
(AU-11)
	Ensure that all needed data are archived in a usable format.  Ensure that associated data encryption keys are also archived safely.  Consider making duplicate copies of encryption/decryption keys and storing them in alternate locations.
Consider legal requirements for records retention; consult with agency privacy and records management departments for guidance.  Consult with agency offices on retaining and archiving federal records.
	Privacy Act of 1974, Amended
National Archives and Records Administration
1743 -NIH Agency Records Schedule
1744 NIH Vital Records Program
	For Privacy Act records, contact your IC’s privacy coordinator. The NCI ISSO can help you contact the Privacy Coordinator.
NIH Office of Records Management
NIH Records Management Policy
	IT System Owner;
Information Owner/Data Custodian
	
	Decommission Plan

	Media Sanitization
(MP-6)
	Work with agency to properly overwrite, degauss, or destroy electronic media (after proper archiving considerations and requirements are met)
	NIH Media Sanitization Policy
	NIH Sanitization Policy
NIH Sanitization Guide
You can also contact the NIH Help Desk for assistance sanitizing media:
301-496-4357 (local) 
866-319-4357 (toll-free)
301-496-8294 (TTY) 
	Information System Owner;
NCI ISSO;
NIH CISO;
	
	

	Hardware and Software Disposal
	Work with agency property management office to properly dispose of excess hardware and software.
	NIH Property Manual
	NIH Office of Logistics and Acquisition Operations Property Disposal website 
	Information System Owner;
NIH CISO;
NIH Property Management
	Media Disposal Checklist
	

	Notify NCI ISSO of change in system status
	The NCI ISSO must be notified when a system is going to be, or has been, retired to ensure its status is updated in the various NCI and NIH inventories and compliance tracking and reporting systems. 
	NIH Enterprise Architecture Policy
	Contact the NCI ISSO
Contact the NCI Privacy Coordinator to change status of the system in the PIA tracking system.  
	Information System Owner
	N/A
	N/A

	Ensure cryptographic keys are properly archived/escrowed
	If your system used cryptographic services including, but not limited to PKI, database encryption, hard disk encryption, or file level encryption, be sure that all necessary private decryption keys are escrowed or archived to ensure you will be able to decrypt information at a later date. Alternatively, if the data no longer need to be encrypted, be sure to decrypt into clear text before archiving.
	NIH Enterprise Architecture Policy
	[bookmark: _GoBack]Consult with the NCI ISSO or your system administrator if you have questions.
	Information System Owner
	N/A
	N/A
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