NIH Global Unique System

Introduction
Typically, data submitted to large research data repositories are de-identified such that the identities of data subjects cannot be readily ascertained or otherwise associated with the data by the repository staff or secondary data users. From a research perspective this process is problematic since does not allow data collected from different studies, of the same subject, to be associated. This greatly limits the use and value of the data. An identification method developed for use in the National Database for Autism Research (NDAR) project solves this problem by generating a unique identification process that doesn’t expose personally identifiable information PII (sometimes referred to as Private Health Information - PHI).

De-identified data can be coded using a unique code known as a Global Unique Identifier (GUID) which is composed of a sequence of random numbers and letters [example: 1A462BS] and is unique to each research participant. Use of the GUID minimizes risks to study participants because it keeps one individual’s information separate from that of another person without using names, addresses, or other identifying information. The unique code also allows research data to be link together all submitted information on a single participant, giving researchers access to information that may have been collected elsewhere.
Creating the GUID involves several steps.

· The researcher uses his or her computer to enter pre-defined personal identifiers about research participants (e.g., birth name, Social Security number) into a specific computer program provided by the NIH. The program processes these personal identifiers at the researcher’s site into several intermediary codes known as “one-way hash codes.
· The hash codes are then securely sent from the researcher’s institution to the NDAR GUID server at the NIH where they are associated with a randomly generated GUID. The NDAR GUID server also stores the hash code-to-GUID relationship to ensure that the same research participant consistently is assigned the same GUID irrespective of whether he or she participates in different research studies or at different research sites.

· The NDAR GUID server returns the GUID to the researcher, who assigns it to the research participant’s health information.

· Once the GUID is assigned to the research information, the combined set may be uploaded into to the research database.

Databases should not accept data without the GUID.
The process of assigning a GUID keeps direct identifiers from ever being transmitted or stored in the NIH system. However, although no direct identifiers are transmitted to the NIH, entities covered by the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule may wish to consider whether transmission of the hash codes to the NIH and subsequent disclosure of the GUID with health information constitute a disclosure of protected health information. Researchers should direct questions to their institutions or contact legal counsel about how the Privacy Rule may apply to a specific research project or organization. Covered entities may also wish to visit the Office for Civil Rights’ Web site for more information on the Privacy Rule at http://www.hhs.gov/ocr/ and educational materials at http://privacyruleandresearch.nih.gov. The Privacy Rule is administered and enforced by the Office for Civil Rights.
Submissions of data to a research database should be accompanied by a written certification (detailed below) stating that the identities of research participants will not be disclosed to the NIH data repository. In addition, all submissions to a research database repository should be accompanied by a certification by the responsible Institutional Official(s) of the submitting institution that they approve submission to the data repository.
GUIDWS System: The GUID generation process
We propose a GUIDWS system which consists of 2 major components: 

1.  GUIDWS server - a single web service application for creating GUID, updating and merging duplicated subjects, and notifying the client sites of a change to the GUID of a subject.

2. GUIDWS clients - a web service client application that hashes the PII information collected by a client site using a secure one-way hash function
 to produce hash codes for each subject. The hash codes are associated to a randomly generated GUID.

When the client site, using the GUIDWS client application, requests a GUID for the chosen subject, the client application sends the hash codes associated with the subject to the NDAR GUIDWS server. The GUIDWS server processes the hash codes and returns a GUID back to the client application. PII data is never transmitted or stored in the GUIDWS server application. Communication between the GUIDWS web server occurs via HTTP & SOAP. See Figure 1 - GUIDWS System Architecture.
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Figure 1 - GUIDWS System Architecture

GUIDWS Security

There are two layers to the GUIDWS security: application and network (IP restriction).

Security for GUIDWS is implemented within the application by using the Web Services Security (WS-Security), which allows a secure connection between a client and server by providing encryption & authentication support. Each client site is configured with the client’s public-private key pairs that are used to identify a user to the server. This reduces the ability for unauthorized access.
The other security layer is the client IP restriction access. This layer maximizes security by preventing unauthorized client machines to the Web Service even if they have a valid client application with valid credentials. All sites that would like to gain access must submit the fully qualified domain name of the machine (i.e. somehost.example.com) and static IP address of each client machine that will run the GUID client application. A unique GUID client application will be created specifically configured for each client machine. If the client machine has a dynamic IP address and not a static IP address, then range of dynamic IP addresses with subnet mask is required. Each GUID client will only work on the client machine it was created for.

PII fields
Example PII fields that can be used to generate GUID are listed in Table 1 in Appendix A. This is a subset of possible PII variables, however, one could envision other PII variables that could be use, for example, possibly, genetic information. Note that the PII fields shall not change over the lifetime of the subject and shall be uniquely specified for the subject. Each PII field has an associated probability, thus, two different individuals drawn randomly from the subject population for the system share the same value for that field.
The National Database for Autism Research (NDAR) is dedicated to enhancing collaboration in autism research and clinical practice. The NDAR Global Unique Identifier Web Service (GUIDWS) system provides a platform for users, such as clinics and/or different institutes, etc., to share information of their subjects, e.g. phenotypic data, imaging, and genomic data, with each other, but without exposing personally identifiable information (PII) of the subjects. The NDAR GUIDWS application is fundamental to NDAR and allows data (e.g. imaging data, genomic data, and phenotypic data) collected from one subject at different sites to be associated with the same subject without exposing PII. The GUIDWS generates a single Global Unique Identifier
 (GUID) for a subject which enables the association of anonymized data collected over time and from multiple sites.

PII fields that are used to generate GUID in NDAR

The PII fields that are used to generate GUID are listed in Table 1 below. Note that the PII fields shall not change over the lifetime of the subject and shall be uniquely specified for the subject. Each PII field has an associated probability, thus, two different individuals drawn randomly from the subject population for the system share the same value for that field. For more information on the requirements for PII input, please see the NDAR Research Identity Child-Parent Form.
	PII Field Name
	Abbreviation used in the NDAR GUIDWS client
	Required minimum for valid GUID

	Complete legal given name of subject at birth
	FIRSTNAME
	Yes

	Complete legal family name of subject at birth
	LASTNAME
	yes

	complete additional legal name or names at birth
	MIDDLENAME
	yes

	Day of month of birth
	DOB
	yes

	Month of birth
	MOB
	yes

	Year of Birth
	YOB
	YES

	Physical sex of subject at birth [M/F] 
	Sex
	yes

	Government Issued / National Id 
(For the United States, this is the Social Security numBer)
	GIID
	Recommended

	ISO 3166 STANDARD 2 letter ABBREViation of the COUNTRY of origin of THE GIID. See APPENDIX 1 for a Listing of the iso 3661 Country Abbreviations.
	GIIDcountry
	RECOMMENDED

	City of birth
	COB
	yes

	Mother's complete legal given name at her birth 
	MFIRSTNAME
	

	Mother's complete legal family name at her birth
	MLASTNAME
	

	Father's complete legal given name at his birth
	FFIRSTNAME
	

	Father's complete legal family name at his birth
	FLASTNAME
	

	Mother's day of month of birth
	MDOB
	

	Mother's month of birth
	MMOB
	

	Father's day of month of birth
	FDOB
	

	Father's month of birth
	FMOB
	

	INdicator if subject has NO Middle Name AT BIRTH
	SUBJECTHASNOMIDDLENAME
	yes


Table 1. PII fields
GUID Composition

The GUID consists of a prefix, GUID pattern, and check character. The prefix chosen for this system is “NDAR”. For the GUID a pattern is AANNNAA, where A represents alphabetic and N represents numerical characters. The check character can be numerical or alphabetic.
An example of GUID for a valid subject is

NDARCJ743PV3

Where,
	Prefix –
	NDAR
	---

	Pattern –
	CJ743PV
	where the pattern is AANNNAA and A represents an alphabetic except letters I, O, Q, S are not used (because those letters are easier to confuse people with the digits) N represents a number both A and N are generated using a nondeterministic random number generator.


	check character –
	3
	---


An example GUID for an invalid subject is

NDAR_INVZG542YHV

The format of the invalid is identical to that of a valid GUID with the exception that the prefix NDAR_INV is used instead of NDAR.
� See Appendix A for a basic description of the National Database for Autism Research (NDAR) GUID system.


� A hash function is a reproducible method of turning some kind of data into a (relatively) small number that may serve as a digital "fingerprint" of the data. The algorithm "chops and mixes" (i.e., substitutes or transposes) the data to create such fingerprints. The fingerprints are called hash sums or hash codes. Hash codes are used for various purposes in information security applications.


� A Globally Unique Identifier or GUID is a special type of identifier used in software applications in order to provide a reference number which is unique in the context for which it is used, for example, in defining the internal reference for a type of access point in a software application, or for creating unique keys in a database. 


(Retrieved September 25, 2007 from http://en.wikipedia.org/wiki/Globally_Unique_Identifier).


� A variant of ISO7064 Mod 37, only difference is that I, O, Q, S are removed.





