[bookmark: _Appendix_A_.][bookmark: Appendix_A._Information_Security_Solicit]Information Security & Privacy 
Pre-solicitation Checklist and Certification Form


Solicitation (RFP) No:   	

RFP Project Title:   	

Contracting Officer/Contract Specialist: _____________________________________________
          E-mail address & Phone Number:  ____________________________________________



PRE-SOLICITATION

[ ] Information security is not applicable for this solicitation.

[ ] Information security is applicable and the following information is required for solicitation preparation:

INFORMATION TYPE

NOTE: Based on information provided by the ISSO, CISO, or other security representative, select the appropriate general information type(s) below AND list the specific element(s) within those information types that are relevant to the acquisition.

[ ] Administrative, Management and Support Information: [Insert Description]. 
For additional information, use National Institutes of Standards and Technology (NIST) Special Publication (SP) 800-60, Volume II: Appendices to Guide for Mapping Types of Information and Information Systems to Security Categories, Appendix C, Table 3, (Available at http://csrc.nist.gov/)

[ ] Mission Based Information: [Insert Description]. 
D14.5 Health Care Research and Education Type

SECURITY CATEGORIES AND LEVELS 
NOTE: Based on information provided by the ISSO, CISO, or other security representative, select the appropriate Security Level for each Security Category as well as the Overall Security Level.  The Overall Security Level shall be the highest level given to any of the three individual factors (Confidentiality, Integrity, and Availability). For additional information, see NIST SP 800-60, Volume II: Appendices to Guide for Mapping Types of Information and Information Systems to Security Categories. 

 Confidentiality Level: 	[ ] Low [  ] Moderate [  ] High 
Integrity Level:   		[  ] Low [ ] Moderate [  ] High 
Availability Level:  	[] Low [  ] Moderate [  ] High

Overall Level:		[ ] Low [  ] Moderate [  ] High

PERSONALLY IDENTIFIABLE INFORMATION (PII) CONFIDENTIALITY IMPACT LEVELS

NOTE: Based on information provided by the ISSO, CISO, or other security or privacy representative, select the PII Confidentiality Impact Level.  For additional information, see NIST SP 800-122, Guide to Protecting the Confidentiality of Personally Identifiable Information.

Overall Level:   [  ] No PII   [ ] Low   [  ] Moderate   [  ] High


POSITION SENSITIVITY DESIGNATIONS

[bookmark: _Toc427166390]NOTE: Based on information provided by the ISSO, CISO, or other security representative, check all levels that apply.   

The following position sensitivity designations and associated clearance and investigation requirements apply under this contract:

[ ] Level 6: Public Trust - High Risk (Requires Suitability Determination with a Background Investigation (BI). Contractor (and/or any subcontractor) employees assigned to Level 6 positions shall undergo a Suitability Determination and a BI.
Description:
Level 6 Public Trust positions include positions in which the incumbent’s actions or inactions could diminish public confidence in the integrity, efficiency, or effectiveness of assigned government activities, whether or not actual damage occurs; and positions in   that the incumbents are being entrusted with control over information that the Department has legal or contractual obligations not to divulge. These positions include:
· Policymaking and major program responsibility;
· Law enforcement duties that are associated with a “High Risk;”
· Access to or control of unclassified sensitive, proprietary information, or financial records; and
· Duties through which the incumbent can realize a significant personal gain or cause very serious damage to the program or Department. 
Examples:
Positions having the following duties: law enforcement, investigations, audit, security, policymaking, major program responsibility, and unlimited access and control over sensitive, proprietary, or financial information, including access through and/or control over automated information systems (computer data systems), or access to data covered by the Privacy Act.


[ ] Level 5: Public Trust - Moderate Risk (Requires Suitability Determination and a Minimum Background Investigation [MBI]). Contractor (and/or any subcontractor) employees assigned to Level 5 positions with no previous investigation and approval shall undergo a Suitability Determination and an MBI.
Description:
Level 5 Public Trust positions include those involving policymaking with moderate program responsibility, and law enforcement duties that are associated with a “Moderate Risk.” Also included are those positions involving access to positions involving access to personal, private, proprietary, financial records, or sensitive but unclassified/controlled unclassified information. The unauthorized disclosure of which could cause moderate damage to the program or realizing moderate personal gain to individuals, business entities, or government programs or operations.

[ ] Level 1: Non Sensitive (Requires Suitability Determination with a National Agency Check and Inquiry Investigation (NACI)). Contractor (and/or any subcontractor) employees assigned to Level 1 positions shall undergo an NACI.

Description:
Level 1, Non-Sensitive positions, are those positions deemed low risk by the Office of Personnel Management.


PROSPECTIVE OFFEROR NON-DISCLOSURE AGREEMENT

[  ] Offerors WILL NOT require access to sensitive information in order to prepare an offer.

[ ] Offerors WILL require access to sensitive information in order to prepare an offer. 
A Non- Disclosure Agreement (NDA) is necessary for a prospective offeror who will require access to Federal information in order to prepare an offer (i.e., a prospective offeror must access an HHS computer room floor plan). 

Description of Sensitive Information (when applicable): [Insert Description.]

Select appropriate position sensitivity designation below.

[ ] Level 6C: Sensitive - High Risk

[ ] Level 5C: Sensitive - Moderate Risk


CERTIFICATION: Based on the above, and contingent upon inclusion of all applicable RFP language prescribed in the RFP, I certify that the solicitation specifies appropriate security requirements necessary to protect the Federal Government’s interests and is in compliance with all Federal and HHS security requirements.

Project Officer Signature:   	

Typed or Printed Name:   	

Date:   	

Information Systems Security Officer Signature:   	

Typed or Printed Name:   	

Date:   	

ISSO Additional Comments (as needed): 
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