
Automated Medical Data 
De-Identification and 
Obfuscation

Jiri Dobes
Head of Solutions
John Snow Labs

NCI virtual workshop on Medical Image De-Identification (MIDI)
May 22, 2023



2

Most popular 

O’Reilly Media

59% share

of healthcare NLP 

teams use Spark NLP

Gradient Flow

#1 Accuracy

on 20 benchmarks in 

peer-reviewed papers

Papers with Code

NLP library in 

the enterprise

John Snow Labs is the team behind Spark NLP



HIPAA privacy rule: Need to de-identify data

Can disclose de-

ID docs

De-

identification met

hods

No disclosure of 

PHI

• § 164.502 Uses and disclosures of protected health information:  General rules. (a) 

Standard. A covered entity or business associate may not use or disclose protected health 

information except as permitted…

• § 164.502(d)(2) Uses and disclosures of de-identified information. Health information that 

meets the standard and implementation specifications for de-identification under § 164.514(a) 

and (b) is considered not to be individually identifiable health information, i.e., de-identified.

o Cannot disclose how to re-identify or re-identify

o No non-disclosure requirements

The requirements of this subpart do not apply to information that has been de-identified in 

accordance with the applicable requirements of § 164.514, …

• § 164.514(a) Information which does not identify and there is no reasonable basis to believe 

that can be used to identify individual is not IIHI

• § 164.514(b)

o (1) Apply generally accepted statistical methods to determine… …and documents the 

method and results

o (2) Safe harbor – 18 specified identifiers are removed.



John Snow Labs & De-identification capabilities

Various 

formats and 
languages

• Text formats: unstructured txt, xml, JSON

• Documents: scan PDF, text PDF, office format
• Images: DICOM, tiff, png, jpeg

• Languages (05/2023): EN, DE, FR, SP, IT, PT, RO. 
o Growing list based on customer demand.

Masking vs. 

obfuscation

• Masking:

o John Smith → <NAME> or “*****”

• Obfuscation:

o John Smith → Rob Davis
o 5/22/2023 → 7/12/2022

Healthcare 

NLP & 
Visual NLP

• Built for enterprise deployment

• Runs on-premise or cloud





• When de-identification pipeline is enriched with regex and contextual parser (not just NERs), an average 

improvement is around 10% across all entities.
• The most drastic improvements occurred in the Location and Age entities, with improvements of 12% 

and 5% respectively.

• When it comes to binary PHI recognition performance, the gain was between 1 and 4%, exceeding 95% 
accuracy in all the languages supported, even exceeding 99% in some of the languages

Enriching de-identification pipeline with regex and contextual parser



Deidentification Benchmarks



De-Identification Benchmarks (en)

Source: https://github.com/JohnSnowLabs/spark-nlp-
workshop/blob/master/tutorials/Certification_Trainings/Healthcare/4.3.Clinical_Deidentification_SparkNLP_vs_Cloud_Providers_Comparison.ipynb



Obfuscation Consistency



Thank you.

Presented by

https://www.johnsnowlabs.com/


Spark NLP for Healthcare - Deidentification

Sub-entities (13-entity) Generic entities (7-entity)



Deidentification Benchmarks

Generic

(7-entity)



Out of the box de-ID entities

● ACCOUNT, AGE, BIOID, CITY, CONTACT, COUNTRY, DATE, DEVICE, 

DLN, DOCTOR, EMAIL, FAX, HEALTHPLAN, HOSPITAL, ID, IDNUM, 

IPADDR, LICENSE, LOCATION, LOCATION-OTHER, MEDICALRECORD, 

NAME, ORGANIZATION, PATIENT, PHONE, PLATE, PROFESSION, SSN, 

STREET, STATE, URL, USERNAME, VIN, ZIP
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