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● For WSI images, if present, there are three places PHI are likely to reside
○ Filename
○ Embedded Image Metadata
○ Embedded Label / Macro Images

Protected Health Information in WSI
What & Where?

Example Label and Macro WSI Images



Embedded Image Metadata



Embedded Image Metadata

Results of tiffinfo on an Aperio Image provides access to some of the internal TIFF metadata.  

As an example, the ImageDescription tag may contain the original filename, ir may contain specific 
dates or other PHI.

Embedded Image Metadata



*Under Active Development

   

DSA Plugin for DeID*

Step 1:  Load / Copy over image set for De-ID

● User supplies CSV file or uploads metadata to the DSA via API

https://github.com/dgutman/nci-dsa-deid



AVOID CLICKS AT ALL COSTS!



● Slide label and image name contain primary mechanism to map slide → patient
● Metadata is validated against a custom JSON Schema

○ System won’t allow redaction if validation fails
● Metadata can also be encoded into bar code

Metadata Mapping… The Hard Part

https://hollowlands.com/wp-content/uploads/2016/11/JustMetaData.jpg



 
More Text To Stare At

Schema 1.0 →



Select Cases for Redaction



Redact: With Default Profile



Step 2: Images Are Staged for De-ID & Renamed



Review Redacted Results



Export Results To Target



Image Format Whack-a-Mole



Goal: Standalone application that works on Linux, Windows & MacIntosh

Format Support: SVS, NDPI, Philips TIFF, iSyntax** 

Stand Alone App

**With appropriately licensed SDK. https://github.com/DigitalSlideArchive/ImageDePHI



ImageDePHI: Basic GUI or command line

{"message":"You chose this input directory: /home/dagutman/data/import and this output directory: /home/dagutman/data/export"}



Set it and forget it….



What did it do?
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