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The Flywheel product suite
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Enterprise

The flagship platform for s
data management,
image analysis, and
scalable computation.

Availability
Flywheel

Exchange

A marketplace and
collaboration platform
for sharing data and
algorithms and to
enable federated
learning and analysis.
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Capacity
Flywheel

Discovery

The clinical platform for
cohort management,
imaging feature
extraction, end-to-end
translational research, &
clinical business
intelligence.

Ubiquity
Flywheel

Cloud

Multi-tenant Flywheel
services as a
self-service entry point
to the Flywheel
ecosystem.
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Flywheel open science initiatives

XNAT News

Dan Marcus and Jim Olson announce XNAT move to
Fiywheel

What is XNAT? R ————

(And how can it help you?)
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XNAT 1.8.6.1 Hotfix Release.

What does XNAT provide?
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XNAT

Open source XNAT provides a powerful informatics
tools accessible to all researchers, expanding
Flywheel's impact and powering our federated data
network..
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NATIONAL CANCER INSTITUTE
CIP Cancer Imaging Program
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IMAGING ARCHIVE

Welcome to The Cancer
‘_ Imaging Archive

Open Data

Open data provides a shared communal resource for
research and method development. Flywheel
Discovery and Enterprise support creation and
distribution of open data sets. Open data are shared
through Flywheel Exchange.
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Gear Library

VISTA Lab: ACPC-ANAT Normalize

AFQ: Automated Fiber Quantification

Open Compute

Open gears enable tools to be shared, powering
common computing methods across data sets.
Open gears can be deployed on Flywheel products
to power open science.
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Flywheel’s existing De-ID capabilities
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De-ldentification (de-id) overview

GJO)O)

De-identification is the process of removing or personally (PI).
This article is an overview of the de-identification workflow in Flywheel.

WHAT'S NEW

v Welcome to Flywheel

v Announcements

XNAT Anonymization 101

How does de-identification work in Flywheel?
Vv Release Notes

De-identification in Flywheel is configured using de-id profiles. A de-id profile is a set of instructions This course will teach you the importance of, and techniques for, image data
for what to do with metadata that may include PHI. They can de-identify standard DICOM tags such : anonymization in XNAT
USER GUIDE as PatientName, StudyDate, and PatientAge, as well as private tags unique to your institution.

v Signing in To configure de-identification in Flywheel consider the following parts of the de-identification process:
Enroll in XNAT Anonymization 101
Vv Adding data « De-identification workflow: This determines when the de-id profile is applied to data
v Creating and managing * Upload method This determines how you apply the de-id profile
projects.

De-identification workflows
v Form Builder

Viewing images Below are the two main de-identification workflows in Flywheel. The workflow you use depends on

your data, what you plan to do with the data, and who has access to it

Gears
De-identification at the edge i
Soa Rlies @ CouseNumber  XANON-101 About This Course
Ade-id profile is applied to data before it is uploaded to Flywheel. This means only de-identified data
Task Management i
< is stored in Flywheel. This is the most common de-identification workflow. The Upload Methods Welcome to the XNAT Anonymization course on the XNAT Academy. In this course, we will introduce the key
Create a config file for the section below describe how data is de-identified at the edge. @ seifpaced concepts and techniques associated with data anonymization and deidentification and how those are applied to
(ol your XNAT data. This course is geared toward users who have a basic understanding of XNAT and how it handles
i De-identification gear subject and image session data.
v Search
This is when the source dataset is uploaded directly to Flywheel and the de-identification steps are & Estimated Effort 10:00/week This course contains a set of lectures, quizzes, and practical exercises. The practical exercises are optional, but
Downloading data applied by the De-Identification Gear. highly recommended.
BIDS resources The most common use case is when data is uploaded directly from an imaging machine, and the only
dataset that exists is the one in Flywheel. This means any de-identification changes apply directly to
+ Command-Line Interface Course Goals

the source dataset. As a result, some Flywheel sites choose to upload data that includes PHI, which

(CLI)

Flywheel Enterprise XNAT De-lIdentification Overview
De-ldentification Overview
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https://docs.flywheel.io/hc/en-us/articles/360061770974-De-Identification-de-id-overview
https://docs.flywheel.io/hc/en-us/articles/360061770974-De-Identification-de-id-overview
https://xnat-academy.tahoe.appsembler.com/courses/course-v1:xnat-academy+XANON-101+2021/about

Some background

e NCI SBIR Phase II: “Intelligent Image Anonymization with XNAT”
o Awarded to Radiologics, now operating under the Flywheel Banner
o Broader than XNAT
o It's not like we weren'’t already intelligent... but we have tended to brute force our way to de-ID.
e The problem
o Text-based information in file metadata
o Text-based information in image pixels
o Facial features inherent in neuroimaging
o  Other features in the images
e What’s changed
Larger data sets
More available data
NIH data sharing requirements
More creative computing approaches (e.g. federated learning)
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Flywheel’s approach: intelligent risk-based anonymization

Use Case

PHI Tolerance

Anonymization
Procedures

Technical
Requirements

Local Research

Local users engage in all
types of clinical research
requiring streamlined
access to data.

Local users may have
access to limited PHI for
research purposes.

Apply local anonymization
schemes to permanently
remove disallowed PHI.

Scripted and Al-based
detection and removal of
disallowed PHI

Academic Collaboration

Academic users engage on
multi-center trials and team-
based research.

Academic collaborators may
have access to very limited
PHI for research purposes

Apply local anonymization
schemes to dynamically
remove disallowed PHI.

Scripted and Al-based
detection and dynamic hiding
of disallowed PHI

Industry Collaboration

Industry users engage on a
limited basis requiring careful
monitoring.

Industry collaborators may not
have access to PHI but
inadvertent exposure is a
limited breach.

Apply local anonymization
schemes to dynamically
remove all PHI.

Scripted and Al-based
detection and dynamic hiding
of all PHI




Flywheel’s approach: intelligent risk-based anonymization
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Advanced XNAT Settings

Pipeline Settings

DICOM SCP

Receivers Enable Site-wide [l | Enabled
Anonymization Script?

File System

Edit Anonymization Script = (0010,0010) := subject
(0010,0020) := session
- (0010,0030) //Remove Patient Birth Date
- (0010,1000) //Remove Other Patient IDs
(0010,1001) //Remove Other Patient Names
Other - (0010,1005) //Remove Patient Birth Name
- (0010,1030) //Remove Patient Weight
- (0010,1040) //Remove Patient Address
(0020,000D) := hashUID[(0020,000D)] // Study Instance UID
(0012,0063) := "XNAT site level anon script v01"

Async Operations

Manage Investigators

Miscellaneous
This is the site-wide anonymization script applied to all incoming and archiving DICOM
resources. This script can also be supplemented by anonymization operations specified at the
project level. The script must conform to DicomEdit format

Note that if the site-wide anonymization is enabled, even with an empty script, it will add a
deidentification method status entry to DICOM headers. To allow DICOM files to be imported
without any changes, disable site-wide anonymization

Discard Changes

Series Import Filter (Site Wide)

Enable Site-wide
Series Import Filter?

Disabled

Filter Mode | Blacklist 4
Creating a whitelist means that only DICOM series with a series description that matches one of
series filter patterns will be considered by XNAT import tools such as the upload assistant.
Creating a blacklist means that all DICOM series will be considered except for series that have
one of the specified series filter patterns. A modality map lets you specify boolean expressions
in JavaScript that can use DICOM header values from incoming DICOM objects to decide the
appropriate modality for the destination session.

Edit Series Import Filter




Flywheel’s approach: intelligent risk-based anonymization

Flagged Tags
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How to anonymize an enormous number of images:

Well known attributes
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Heuristics (e.g. if an attribute has the same value across a large # of patients... it's not PHI.

Optical character recognition (a solved problem at this point).

Natural language processing (maybe solved?)




Flywheel’s approach: intelligent risk-based anonymization
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Flywheel’s approach: intelligent risk-based anonymization
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Flywheel’s approach: intelligent risk-based anonymization
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Flywheel’s approach: intelligent risk-based anonymization
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This article is an overview of the de-identification workflow in Flywheel.
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v Welcome to Flywheel

v Announcements
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De-identification in Flywheel is configured using de-id profiles. A de-id profile is a set of instructions This course will teach you the importance of, and techniques for, image data
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Gears
De-identification at the edge i
Soa Rlies @ CouseNumber  XANON-101 About This Course
Ade-id profile is applied to data before it is uploaded to Flywheel. This means only de-identified data
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(ol your XNAT data. This course is geared toward users who have a basic understanding of XNAT and how it handles
i De-identification gear subject and image session data.
v Search
This is when the source dataset is uploaded directly to Flywheel and the de-identification steps are & Estimated Effort 10:00/week This course contains a set of lectures, quizzes, and practical exercises. The practical exercises are optional, but
Downloading data applied by the De-Identification Gear. highly recommended.
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dataset that exists is the one in Flywheel. This means any de-identification changes apply directly to
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