The Tools of TCIA

Standardizing Zero-Tolerance De-identification

Michael W. Rutherford, m.S.
Instructor / PhD Candidate

Department of Biomedical Informatics

P’ “University of Arkansas for Medical Sciences.

@ANCER U/\MS

IMAGING ARCHIVE rsity of Arkansas for Medical Sciences



Presenter Notes
Presentation Notes
Hi, Good morning everyone.

My name is Michael Rutherford 
and I’m an Instructor and PhD candidate 
in the Department of Biomedical Informatics 
at the University of Arkansas for Medical Sciences.

Today I’ll be talking about the Tools TCIA have used to standardize zero-tolerance de-identification.
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Presenter Notes
Presentation Notes
We’ll start with a quick introduction


Data Collection

Specialized de-identification processes and tools
support data collection, curation, and de-
identification

TCIA Collections

Specialized Teams

Data Hosting and Query
Research-focused website GUI and programmatic
interfaces

» Radiology » Pathology
« 70,420 subjects * 7,147 subjects
* 169,567 studies « 219,526 images
» 79,682,647 images « 12.38 TB of data
« 31.4 TB of data * Modalities:
 Modalities * (WSI / microarray / IFC

photomicrograph / raster)
« (CT/MR/PET/MG/US/SR/RT) :
* File types:

[ J I "
File types: - (SVS/TIFF / NDPI/ MRXS /
- (DICOM / NIfTI / NRRD) JPG, HDF5, BMP)

250 TB downloads / month « 25 TB download / month
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Presentation Notes
The Cancer Imaging Archive is a public image repository for cancer radiology.

Our teams specialize in the collection, curation, de-identification, and hosting of cancer imaging.

We house almost 200 collections total, 45 of which include pathology.

For radiology:
80M images from 70K subjects, 
For a total of 31 TB of data 
Which span multiple modalities
And multiple file types
Accounts for 250 TB of data downloaded per month.

For pathology:
220K images from 7K subjects, 
For a total of 12 TB of data 
which spans multiple modalities and formats. 
And accounts for 25 TB of data downloaded per month




TCIA Workflow

e Submission

« CTP
» Aspera Faspex

 Curation
 Posda

* Publication
* NBIA
- PathDB / Eaglescope
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This is a high-level overview of the TCIA Workflow.

(quick talk through workflow)




Submission
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Let’s start with a deeper dive into the Submission.


Submission

_ Monthly review by TCIA Submission
Submit Proposal

TCIA Advisory Group and Curation Support

TCIA New Collection Proposal

Please answer the questions below to allow the TCIA Advisory Group t}
proposal. The group meets monthly to review new proposals. You wil

next upcoming meeting to review your proposal and answer any quest| Submit Your Data~ Access The Data~ Help - (QA N ( | | E About Us~ Research Activities * News
help@cancerimagingarchive.net with any questions, e

IMAGING ARCHIVE

B3 Not shared =S L - 4 .
° & Confluence spaces ¥ TCIA . : TCIA Help Desk

SUBMISSION T CTP Status
5 N TOOL

Pages / Wiki

* Indicates required question

Dataset Publication

TCIA publishes datasets in the same way that journals publish manust 99 Ad V I SO ry

is assigned a title, author list, abstract, and digital object identifier.

(B

Group Charter

B | Configure Anonymize Transfer
The Cancer Imaging Archive (TCIA) is intended to be a resource to the research community. As such,

Suggest a descriptive title for your dataset. * ) )
the archive is one that would be of value to our target audiences. Researchers are encouraged to

The title should be similar to one you would use for the title of a manu¢ k

< DVIMAGINGFILES
Meeting the data sharing requirements set forth by an NC| grant or contract award |mp0 'our Data =
Sharing data for analyzing imaging features to be used as biomarkers ¥

Your answer deidentified

Browse your computer and locate the directory

* Sharing data for comparing image features to other data types such as genetics, pathology, or containing the DICOM data you would like to submit.
biomarkers All sub-directories will be included in the import
Suggest a shorter nickname for your dataset. * * Sharing data for the creation of automated or semi-automated algorithms for detection of can{ NOTE: The act of importing creates a copy of your

data. Please ensure you have enough free space.
You currently have 227 GB available on D2\

E.g. "Segmentation of Vestibular Schwannoma from Magnetic Resonal Sharing data as a reference collection for testing and validating quantitative analysis technique

Open Annotated Dataset and Baseline Algorithm" has a shorter nickna Sharing data with unigue characteristics for clinical training
Schwannoma-SEG" Or

The TCIA Advisory Group reviews each candidate collection based on the criteria above and the availg
Your answer ask for clarifications for each candidate collection. Preference is given to data sets which can be fully
agreements. Proposals which contain supporting non-image data (e.g. patient outcomes, training cla
those which lack these characteristics. The Advisory Group Is composed of staff from the National Ca
Cancer Research (FNLCR) who are experts in cancer imaging, informatics and related technologies. Tl

Projects

3 slage
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Clients requesting to submit to TCIA must first complete the proposal form.

Requests are reviewed by the TCIA Advisory Group on a monthly basis.
Includes expert reviewers from: 
NCI Cancer Imaging Program, 
Cancer Diagnosis Program, 
Center for Cancer Research 
and Frederick National Lab

Once approved a TCIA Submissions team supports the submitting site with imports, patient mapping, initial anonymization and transfer and.


Submission Tools

 Clinical Trials Processor (CTP)

« TCIA Submission Wizard

* Import Files
 Map Patients
 Anonymize Files
» Transfer Files

* Aspera Faspex
* Box

@ANCER
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AutoSave (@ of) 3~

TCIA-submission-... ¥

S 1 =

3 |565789545 ANON-0001

TCIA
SUBMISSION

L TOOL

j TCIADIcomAnonymizer|

File Edit Format View
|<5cr'_'1pt:>-

<!-- Increment Daf
<!-- Works with T(Q
<!l-- Collection =
<!-- Collection Ng
<!-- Date of Diagno

Import Your Data

Browse your computer and locate the directory
containing the DICOM data you would like to submit.
All sub-directories will be included in the import.

NOTE: The act of importing creates a copy of your

<1-- KEEP SAFE PRII data. Please ensure you have enough free space. [

at UAMS --»
Or

<l-- For Clinical

BASELINE (imaging) -

<p t="LTET">BASELI

<!-- The 4 parametq
The values come fro

<!-- Replace the 99
-3
<p t="DATEINC">-9999¢/p>

<!-- Replace 99999999 with the correct SiteID --»
<p t="SITEID">99999999</p>

<!-- Replace SITETCIA with the correct Site Name --»
<p t="SITENAME">SITETCIA</p>
Ln1, Col1 100%

File Home  Insert  Page Layout  Formulas
HE - Je

A A B
1 ptid cname

You currently have 227 GB available on D:\. 3

Data  Review View  Automate  Help =
C D E
sname ddate

Configure

< DVIMAGINGFILES

2 |Local Patient ID Anonymized PatientID Collection Name Site Name Diagnosis Date (M/D/YYYY)
Collection-0001  Site-0001  4/23/2005

TCIA Help Desk
CTP Status

& &y

Anonymize Transfer

deide|

final

log

Windoy

|£ TC1A CTP Launcher

Log

General r\lersmn r System rEnwmnmem rConliguranon rCnnsole
TCIACTP
Server S
Server port: 24080
Clear logs on start:
Java Parameters
Initial memory pool: ‘128

Maximum memory pool: ‘EEE

Thread stack size:

Extensions directory: ‘

Enable S5L debugging:

Enable Java monitoring:

0Ooo

Force 32-bit data model:

| Stop | TCIA Wizard

Status: Running
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The tools used in our submission process include:
A custom version of the Clinical Trials Processor (better known as CTP) which includes our TCIA Submission Wizard.

The submission wizard walks clients through the processes of: 
importing files from their file system,
Mapping patients to anonymized identifiers
Anonymizing the files using TCIA customized CTP scripts
And Transferring the files to TCIA servers.

In our process, CTP can only handle DICOM files, so more manual processes for mapping and anonymizing are performed for non-dicom files.

These files can then be transferred using either Aspera Faspex or dropping them in our secure Box folders.


Curation
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Medical Imaging

* DICOM

(Digital Imaging and Communications in Medicine)

 Metadata (Header)

* Pixel Data
« Content
* Implants
« Recognizable Features
 Faces
 Embedded
* Burned-in Text
« Watermark

En DICOM Tags (DACloud\University of Arkansas for Medical Sciences\EuCanlmage - General\presentation’20210330_EU_Meeting1-1.dc...

MEYER STEPHANIE [F] 02.25.2012
DOB: 07.16.1953

Tag ID VR
(0008,0070) Lo
(0008,0080) Lo
(0008,0081) ST
(000a,0090) PN
(0008,0094) 5H
(0008, 1030) Lo
(0008,1032) 50
(FFFE,ED0O)
(0008,0100) SH
(0008,0102) 5H
(0008,0104) Lo
(FFFE,E00D)
(FFFE,EODD)
(0008, 103E) Lo
(0008,1050) PN
(0008, 1050) Lo
(0008,1111) 50
(FFFE,ED0O)
(0008, 1150) u1
(0008,1155) u1
(FFFE,E00D)
(FFFE,E00D)
(0008,3010) u1
(0010,0010) PN
(0010,0020) Lo
<

VM

[ - T T O T T N Tyt

Length

24

22

54

12

14

40

0
Undefined

Description

Manufacturer

Institution Name
Institution Address
Referring Physidian's Name

Referring Physician's Telephone Mum...

Study Description
Procedure Code Sequence
Item

Code Value

Coding Scheme Designator
Code Meaning

Item Delimitation Item
Sequence Delimitation Item
Series Description
Performing Physidan's Name
Manufacturer's Model Name

Referenced Performed Procedure St...

Item

Referenced SOP Class UID
Referenced SOP Instance UID
Item Delimitation Ttem
Sequence Delimitation Ttem
Irradiation Event UID
Patient's Name

Patient ID

Value

Philips Medical Systems

Dunn-Lindsey Memorial

996 Eric Fields Suite 936 South Heatherport, MA 82965
MORTOM~JANET

1-296-302-9352

¥R CHEST AP PORTABLE for Stephanie Meyer

CHESTAPPAP
SECTRA
XR CHEST AP PORTABLE

AP
COPELAND~MELISSA
MabileDiagnost wDR

1.2.840.10008.3.1.2.3.3
2,25.1605396421869387931078800058 13476638 198

1.3.6.1.4.1,14519.5.2,1,9999, 103. 215930 1235948 285747498355820028

MEYER ~STEPHANIE
8548156246

Close

Rutherford M, Mun SK, Levine B, Bennett W, Smith K, Farmer P, Jarosz Q, Wagner U, Freyman J, Blake G, Tarbox L,
Farahani K, Prior F. A DICOM dataset for evaluation of medical image de-identification. Sci Data. 2021 Jul 16;8(1):183.
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Presentation Notes
Disclaimer – All PHI displayed from here forward is synthetic.

As you all know, medical imaging is not always DICOM, but the same general principle applies. 

Private health information (PHI) or Personally Identifiable Information (PII) can be found in either the metadata or the pixel data.

The metadata contains both structured and unstructured attributes which can contain text, numeric and binary values. 

The pixel data 
can have identifiable information in the content (such as implants or pacemakers) 
Or recognizable features such as faces
Or embedded metadata like burned-in text or watermarks.


QUEUES WORKER NODES

O]
Y WO rke r' N Od eS | CLIENT NETWORK

External

* Activity Workflows Nerwor

Posda

* Timepoint Architecture

WEB
[nginx]

\°F KALEIDOSCOPE

* Visualization Tools

 Multi-format

PostgreSQL
Database

» Multi-language

@ANCE

l M AGI N G A R C H I V E University of Arkansas for Medical Sciences


Presenter Notes
Presentation Notes
Posda started life in 2002 as the Perl Open Source DICOM Archive by our friend, mentor, and recently retired colleague, Bill Bennett.

It has continually morphed it into the tool it is today.

While I could probably talk all day on the inner workings of Posda, let me just point out a few features before we dive into the deidentification process.

Timepoint architecture:
File edits create new files.
Each file are unique and immutable
And easily compared using a unique MD5 digest

Preserve provenance of data
Ability to back out/replay edits
Allows for continuous process quality improvement
Use the concept of a timeline for each collection (described as “activities”)



Worker Nodes:


Worker Nodes Concept
POSDA worker nodes provide a way to move background processes off the POSDA Server.
Each node handles one background process at a time
You can have as many nodes as you want (within reason)
Nodes can be added/deleted dynamically
Queues are also configurable, but less dynamic
Note: A queue can contain many (potentially thousands) of background processes.



Activity Workflows

Timepoint Management
Patient Mapping
DICOM Validation
Study & Series Consistency
Visual Review
PHI Review
Private Tag Dispositions







Bulk DICOM Edits

After we had scalable bulk DICOM edits affecting tens of thousands (out of hundreds of thousands) of files, in hundreds (out of thousands) of DICOM series, we found:
Sometimes the edits weren’t right (typos happen)
It really slowed us down to go back and fix
So we had to find a way to to verify edits quickly
A little harder than you might think
Involves having a “smart” DICOM compare






Operations History


Maintaining the history of operations on a collection basis.





User Interface Paradigms

Traditional Web App
Works well, but doesn’t scale for PHI scan
Still used for Visual review
Database Query Engine/Spreadsheet Execution Engine
Highly scalable solution for PHI scanning and Bulk edits
Excellent prototyping tool!
But not intuitive for non-expert users
Activity Based/Workflow Interface
More intuitive for users.  Keeps high scalability.
Enhances provenance preservation



Distribution and Scalability

Scalability goes two ways:
Run on large systems, handle big data
Run on small systems, be portable
Posda addresses this using Docker
Installs on MacBook Pro (in about 15 min)
Includes about 9 Docker containers

Posda Summary

Mature tool
Based on real-world use
Highly scalable, easily installed.
Open source (Apache license).
Can be used on MacBook Pro.®


Activity Workflows

Timepoint Management
Patient Mapping
DICOM Validation
Study & Series Consistency
Visual Review
PHI Review
Private Tag Dispositions










DICOM Conformance

« DICOM Validator (DCIODVFY)
« DICOM Std. PS3.15 E.1

- Basic Confidentiality Profile
* Retain Safe Private
* Retain UIDs
« Retain Device ldentity
+ Retain Institution Identity
» Retain Patient Characteristics
* Retain Longitudinal With Full Dates
* Retain Longitudinal With Modified Dates
» Clean Descriptors
* Clean Structured Content.
* Clean Graphics
» Clean Pixel Data
* Clean Recognizable Visual Features

@ANCER
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D replace with a non-zero length value that may be a dummy value and consistent with the VR
Z replace with a zero length value, or a non-zera length value that may be a dummy value and consistent with the VR
X remaove
K keep (unchanged for non-sequence attributes, cleaned for sequences)
C clean, thatis replace with values of similar meaning known not to contain identifying information and consistent with the VR
u replace with a non-zero length UID that is internally consistent within a set of Instances
£iD Zunless D is required to maintain 10D conformance (Type 2 versus Type 1)
Xz Xunless Zis required to maintain 10D conformance (Type 3 versus Type 2)
XD Xunless D is required to maintain 10D conformance (Type 3 versus Type 1)
XIZID  |Xunless £ or D is required to maintain 10D conformance (Type 3 versus Type 2 versus Type 1)
XIZ/U® Xunless Z or replacement ofc:orjt_ained instance UIDs (U} is required to maintain 100 conformance (Type 3 versus Type 2
versus Type 1 seguences containing UID references)
attribute tag basic |priv |uwid dev [|inst |pat |full dates |desc |str graph
Accession Number =(0008,0050)= z
Admitting Diagnoses Description =(0008,1080)= X C
Allergies =(0010,2110)> X C C
Curve Data < (50020000 = X C
Institution Address =(0008,0081)= X K
Institution Name =(0008,0080)= X/Z/D K
Overlay Data =(60x,3000)= X C
Patient's Age <(0010,1010)= X K
Patient's Birth Date =(0010,0030)= z
Patient's Name =(0010,0010)= z
Patient's Sex =(0010,0040)= il K
Patient's Size <(0010,1020)= X K
Patient's Weight <(0010,1030)= X K
Private attributes <(ggog,eeee)= X C
where ggagq is odd
Radiopharmaceutical Start DateTime =[0018,1078)> X K [
Radiopharmaceutical Start Time =(0018,1072)= X K C
Series Date <(0008,0021)= X/D K C
Series Description <(0008,103E)= X C
S0P Instance UID =(0008,0018)= o] K
Study Date =(0008,0020)= rd K [
Study Description <(0008,1030)> X C

UAMS
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Presentation Notes
TCIA conforms to the DICOM standard in two ways, 
we follow requirement and rules on a per tag basis and verify this using Dr. Clunies DICOM Validator.

We also conform to the de-identification profiles outlined in the standard.

We follow the basic confidentiality profile along with extra named options highlighted in Blue.

----------------------------------------------------------------

The default behavior of the basic profile is to require removal or replacement of all such textual descriptive attributes along with any data elements that are known to be direct or indirect identifiers as well as the removal of all private elements.

Additional elements can be removed, replaced, retained, or cleaned based on various named options outlined in the profiles. Marked with red asterisks are the options used by TCIA.

In the top table are the de-identification actions, and the lower table lists DICOM attributes with columns for the basic profile and named options with actions at the intersections.


@ % Kaleidoscope - Google Chrome

Kaleidoscope

Skip Forward

Visual Review

« Kaleidoscope
« Mark viability (good/bad).

* Review series holistically
(all images at same time)

* Max, Avg, Min projections

Pathology Visual Review - Google Chrome

Posda.com Pathology Visual Review Signed in as Close

Now viewing file 1 of 152

Posda File ID:
138634146

Images in IEC Back | Mext

Bad Good

« Pathology Visual Reviewer
* |nvert, Contrast, Hue Rotation

&) Visual Manipulations
Y Options | Invert |Invert Value: 000%
Contrast Contrast Value: 100%
Hue Rotation Hue Rotation Value: 1 degrees

Clear

* Other viewers
(for deeper review and cleaning)

* Quince, OHIF (ohif.org)

« We use various external
viewers as needed for testing
purposes.

Presets Reset Window/

@ANCER

l M AGI N G A R C H I V E University of Arkansas for Medical Sciences


Presenter Notes
Presentation Notes
For the visual review we use an array of image visualization tools to ensure the images contain no pixel PHI.

The main tool for DICOM images is Kaleidoscope with enables curators to view the images holistically using maximum, average, and minimum projections.

We’ve recently built a Pathology Visual Reviewer that enables inverting the image, and adjusting contrast and hue rotation.

Internally we also support a home grown viewer called Quince and the well-known OHIF, but curators also explore images using external viewers as needed when issues arise that may work in one and not another.

Slicer, Aliza, Mango, RadiAnt, Horos, MicroDicom, ImageJ, ImageScope, ObjectiveView



PHI Review

e po—— Scan report:
Fle  Home Insert  Pagelayout  Formulas  Data  Review  View  Automate  Help © Comments ¢ Share ~ "
S 3 v
’ » Very large (thousands to >1M rows)
A A B C D E F G -
1 element vr g _value description disp num_series
2 |<(0010,1010)> AS <019Y> Patient's Age 8 ° E a S i I SO rta b | e
3 |<(0010,1010)> AS <0207 Patient's Age 2 y
4 |<(0010,1010)> AS <021Y> Patient's Age 12
5 |<(0oos,0050)> SH <<emptys> Accession Number 1936 .
6 |<(0008,0022)> DA <20061225> Acquisition Date 2 ° E a SI | S Ca n n e d b C u ra to rS
7 |<(0008,0022)> DA <20070117> Acquisition Date 2 y y
8 |<(0008,0022)> DA <20070130> Acquisition Date 2
9 |<(o0os,1080)> LO <Vestibular schwannomas Admitting Diagnoses Dascription 1936 . . H H
ol (o0 00> ol o . Susp|c|ous items h|gh||ghted
11 |<(300e,0002)> <APPROVED> Appraval Status 438
12 |<(300a,00b0)[<0>]{300a,00c3)> <A120120726> Beam Sequence:Beam Descr 1
13 |<(300a,00b0)[<0>]{300a,00c3)> <Al at MBAFCH> Beam Sequence:Beam Description 1
14 |<(300a,00b0)[<0>]{300a,00c3)> <A21> Beam Sequence:Beam Description 19
15 |<(300a,00b0)[<0>]{300a,00b6)[ <1>] (300a,0058) > e Beam Sequence:Beam Limiting Device Sequence:RT Beam Lim 483
16 |<(3002,0060)[<0>](300a,00b6) [ <1](3002,0068) > <> Beam Sequence:Beam Limiting Device Sequence:RT Beam Limiting Device Type 483
17 |<(0012,0010)> <NIH> Clinical Trial Sponsor Name 1936
18 |<(0012,0020)> «11270449> al Trial Protocol 1D 2 AutoSave (@ OF) =) propose_editslsx » Saved to this PC v £ search
19 |<(0040,0280)> <Admitted to Patterson General on 20120114> Comments on the Performed Procedure Step 1 N —_
File Home Insert Page Layout Formulas Data Review View Automate Help 2 Comments & Share ~
20 |<(0040,0280)> T <Ordered for 726701374 by JK> Comments on the Performed Procedure Step 1
21 |<(3004,0006)> <Dose algorithm: TMR 10 20190914> Dose Comment 1 047 . A .
22 |<(3004,0006)> <Dose algorithm: TMR 10 at BHARG> Dose Comment 1
23 |<(3008,0010)[<0>](300a,0020)> CS <TARGET> Dose Reference Sequence:Dose Reference Type 484 4 A [ C F G H | J K L M N -
24 |<(300a,0010)[<0>](300a,0016)> LO <A:AN 20120222> Dose Reference Sequence:Dose Reference Description 1 = 1 |element vr q_value num_series p_op q_argl q_arg2 Operation activity_id scan_id notify sepicllar_
Jonmioaded e 4339 | Sheet! o) . S 2 |<(3002,0000)[<0>]{3008,00c3)> ST <A1220100416> 1 string_replace <20100416> < ProposeEditsTp 108 110 mrutherford %
——N= 3 |<(300a,0004)> ST <627-81-0637> 1empty_tag < <
oy G Aceatil izt & g -—% = 4 |<(3002,0010)[<0>](3002,0016)> LO <A:AN 20120222> 1 string_replace <20120222> <
5 |<(3002,0010)[<0>](3002,0016)> LO <A:TV 20101022> 1 string_replace <20101022> <
6 |<(3002,0010)[<0>](3002,0016)> LO <A:TV 20140311> 1 string_replace <20140311> <
7 |<(3002,0000)(<0>]{3002,003)> ST <A120120726> 1 string_replace <20120726> <
& |<(3003,0000)[<0~](300a,00c3)> ST <All20130426> 1 string_replace <20130426> <
= 9 |<(3006,0080)[<0>](3006,00a6)> PN <ADKINSMOHN> 2 empty_tag < <
E d It te m p I ate " 10 |<(0040,0250)> ST <Admitted to Patterson General on 20120114> 1delete tag <> <
" 11 |<(3006,0080) [<0>](3006,00a6)> PN <ARMSTRONGADOUGLAS> 2 empty_tag <> <
12 |<(3006,0080) [<0>](3006,00a6)> PN <ARNOLDABILLY> 2 empty_tag <> <
° B I u e iS S u p pl ied b P H I SCI'i t 13 |<(0008,1030)> LO <Avanto RoutineHead 20100628> 2 string_replace <20100628> <
y p 14 |<(0008,1020)> LO <Avanto RoutineHead 20100714> 2 string_replace <20100714> <
15 |<(3002,0004)> ST <Correct PD 20131002> 1 string_replace <20131002> <
. 16 <(3004,0006)> LO <Dose algorithm: TMR 10 20101122> 1 string_replace <20101122> <
o Ye I IOW IS Cut/pasted fro m re po rt 17 |<(3004,0006)> LO <Dose algorithm: TMR 10 201110053 1 string_replace <20111005> <
18 |<(0032,1060)> LO <MRI Head at GGM> 2 string_replace <atGGM> <
19 |<(0032,1060)> LO <MRI Head at JDADCC> 2 string_replace <atJDADCC> <
. . . 20 |<(0040,0254)> LO <MRI Head for Jennifer Baker> 2 string_replace < forJennifer Baker> <
e Greenis su pplied by Curation Mg r. ] I o M Stares o e ot R z
22 |<(0040,0254)> LO <MRI Stereo Gamma Knife at MBM> 2 string_replace <atMBM> <
23 |<(0032,1060)> LO <MRI Stereo Gamma Knife gad 20150926> 2 string_replace <20150926> <
° U p | oa d ed ra n a n d Ch a n ed CO nfl rm ed 24 |<(2006,0006)> ST <Ordered for 014-28-2961 by Dr. Nolan> 1delete tag < < =
I I g propose_edits 0 B
Ready T% Accessibility: Good to go ] M - —— 1
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Presenter Notes
Presentation Notes
For zero-tolerance de-identification, eyes need to hit every instance of data.

The PHI Review process produces a simplified report, easily scanned, easily excerpted, edits derived programmatically from excerpts.



Future Posda Development

* Improved File Format Support (Both radiology and pathology)

- Enhanced Defacing Tools

Improved Pathology Curation Tools

Enhanced Visualization Tools

Improved Clinical Data Curation with Semantic Integration
Improved Object Store Support

@ANCER
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NBIA (National Biomedical Imaging Archive)

2 Search » =+

& > C Y & nbiacancerimagingarchive.net/nt

B Search X @ OHIF DICOM Viewer
v fVin=

5 N C E R « > C 0O # nbia.cancerimagingarchive.net
Submit Your Data ~ Access The Data~ Help ~ [Q About Us ~ € rch 4
’ e y p =/ \ = ; BE OHIF Viewer TCIA ALPHA

IMAGING ARCHIVE

0]

Q Search |4 Login | & Download ~ ‘

Ellipse £ ent~ Delete v M
Simple Search Text Search «
Oclear [T (m ) m ( ABDOMEN |}
> Collections sort: alpha @ num O Q
. - . CMB-L

v Image Modality AllC Any @ o Summary Search Results

14 More.. Showing 131 - 140 of 173 Subjects 18 pages = <<
MR 173
JCcRr Cart w  Collection ID Subject ID A %
et AX OUT PHASE
DX > - CMB-CRC CMB-CRC-MSB-01262
LJFUSION v - CMB-LCA CMB-LCA-MSB-09027
DKo

14 More... CMB-LCA-MSB-09027
v Anatomical Site Sorzalpha O num® O v = Mar 03, 1960 *  MRI Abdomen 19 Series

46 More... Cart Description Modality Manufacturer Images Series
ABDOMEN S AX OUT
0 ABDOMENFELVIS - ohAcE MR TOSHIBA 32 41480262
IZ‘ roor - 30 MRCP RESP MR TOSHIBA 64 79514554
|:\ BODY GATE V 2
/BRAIN
[ BRAIN W/WO_AH32 - 30 MRCE RESP MR TOSHIBA 1 87817623

_ GATE
46 More...
. 3D MRCP RESP _

v Species - MR TOSHIBA 15 ..66124593

GATE

IMAGING ARCHIVE
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PathDB / Eaglescope / caMicroscope

[l TCIA Biobank Pathology Portal X+

< c 0

..TCIA Biobank Pathology Portal

Callection | TCIA_Collestion = CME-CRC n

& pathdb.cancerimagingarchive.net,

Biobank Data Table

PatientID® : SlideID & : Collecti. %

Colorectal ... Adenocarci Y 5 20% - 40% N

Topogr. ¢ : Tumor_ $: Tumor.. ®: Percent.®: Percent ®: IsEnric.$: DaysFr_$: Gender ®: Age ®: Ethnicity $: Ra
202 M a7

@ caMicroscope

€ > C O

Elal/ |20 0 ]< | imAwl 2 B0 2 L

NOT HISPA...

orectal ... Adenocarci N ] 0-9% N L]

NOT HIZFA

Colorectal ... Adenocarci N 5 10% - 10% N -093 M a7

NOT HISPA...

Colorectal ... Adenocarci N ] 0-9% N

a7 NOT HISPA...

orectal ... Adenocarci

o7 NOT HIZPA

orectal ... Adenocarci Y 10

a7 NOT HISPA...

orecial

NOT HISPA... ¥

orecta:

71 NOT HISPA.

orectal ... Colorectal ..

NOT HISPA... ¥

orectal ... Unknown Y 10

73 NOT HISPA... ¥

Codorectal ... Unknown Y 40

73 NOT HISPA,

Unknown F 73 NOT HISPA.

invasive Ad. Y NA 50% - 60% N M 82 NOT HISPA.

Colorectal ...  Colon Cancer Y 10 10% - 10% N F 53 NOT HISPA,

Codorectal 5 50% - 60% N F 53 NOT HISPA,

jorectal 10 10% - 10% N F 53 NOT HISPA,

MSB-0817 Codorectal ... Colon Cancer Y 20 10% - 10% N F 53 NOT HISPA,

MSB-08538 Colorectal ... Invasive Ad... Y 5

NOT HISPA...

NOT HISFANIC OR LATING

INATIVE HAWAIIAN OR OTHER PACIFIC ISLANDER

BEACK OR AFRICAN AMERICAN

HISPANIC OR LATING

Percant Tumor Nuckei

@ANCER

IMAGING ARCHIVE

Percent Necrosis

x

+

# pathdb.cancerimagingarchive.net

Slide: CMB_CRC | MSB-01262 | MSB-01262-10-02

-
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Thank you!

@AKICER UAMS.

| M ACI | N Cl A R C H I V E University of Arkansas for MedicaIScie:&sc


Presenter Notes
Presentation Notes
Thanks to everyone who is contributing to the midi effort and thank you all for listening.
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