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Disclosures

Founder of

A healthcare intelligence company. 


Focused on Medical Data Indexing, Extracting and De-ID. 


Many of the examples and tools discussed in this presentation are from using 
SapienSecure v2 software.



In the news…









Medical Data and the Patient Journey



Anonymization

Pseudonymization

De-identification

Encryption 

Process of permanently removing all 
protected health information from the 

data set.

Process of transforming direct identifiers and possibly 
implementing additional controls so that data subjects 

cannot be correctly identified from the information 
under the circumstances of the use or disclosure.

Process of transforming direct and indirect identifiers, and possibly 
implementing additional controls so that the likelihood of data subjects 
being correctly identified from the information is very small under the 

circumstances of use or disclosure.

Process of using a computer algorithm to obfuscate the patient 
information, making it unintelligible and random looking. The original 

information can be recovered using a decryption algorithm.



Classifying Variables 



Under PIPEDA, personal information includes any 
factual or subjective information, recorded or not, 
about an identifiable individual. This includes 
information in any form, such as: 
• age, name, ID numbers, income, ethnic origin, or 

blood type; 

• opinions, evaluations, comments, social status, or 
disciplinary actions; and 

• employee files, credit records, loan records, 
medical records, existence of a dispute between a 
consumer and a merchant, intentions (for example, 
to acquire goods or services, or change jobs).

Name 
Address (geography smaller than state) 
Any specific date 
Telephone numbers 
Fax number 
Email address 
Social Security Number 
Medical record number 
Health plan beneficiary number 
Account number 
Certificate or license number 
Vehicle identifiers and serial numbers, including license 
plate numbers 
Device identifiers and serial numbers 
Web URL 
Internet Protocol (IP) Address 
Finger or voice print 
Photographic images 
Any other characteristic that could uniquely identify the 
individual

Health Insurance Portability and Accountability Act (HIPAA) clause 
164.514  
“risk is very small that the information could be used, alone or in 
combination with other reasonably available information, by an 
anticipated recipient to identify an individual.”

Personal Information Privacy and Electronic Documents Act 
(PIPEDA) applies to private-sector organizations across Canada 
that collect, use or disclose personal information in the course 
of a commercial activity.





Assessing Risks of Re-identification 

Persecutor Risk Journalistic Risk

Prosecutor risk assumes that an adversary is informed 
of the individuals within a data set. 

‘For example, if a teenager’s parents know that their 
child has participated in a survey and the results are to 
be released in de-identified form, the risk of the parents 
attempting to re-identify their child’s responses would 
qualify as prosecutor risk.

Journalist risk assumes that the adversary does not 
know whose data are in the data set, thus the risk of this 
assessment is significantly decreased. 

For example, ‘‘if only a sample of de-identified rows 
from an original data set is released, this would qualify 
as journalist risk.’’

Because terminology has been somewhat inconsistent across statutes and in general use within jurisdictions, it is most useful to focus on the concept of 
identification risk as follows. This risk consists of 2 criteria: (a) the ability to correctly match a record to a real person, and (b) by doing so learn something new 

about that person. 



Step 1.





Step 2. De-Identification Processes



Medical Record Value 
Consistency

The unique identifiers, dates, and locations are 
not usually important specifically in research. 
But in relationship to other records in the 
dataset they can be essential to the success of 
the project. 
Medical Record Number or Date consistency 
software can help create safe datasets that 
retain value.



Image De-Facing
Multi-planar (CT and MRI) hold enough spacial information 
to reconstruct the face of the patient. 
Many big data projects are focused on neuro-based 
problems and require imaging. 
Simple defacing algorithms exist open source, and from 
businesses that will automate this.





Burnt-in Text Redaction



PHI NLP
Medical Reports are treasure troves of medical 
information that can be game changing for a big-
data project. 
Extraction of information from reports should not 
compromise privacy. 
PHI NLP is becoming more and more common, 
and with transformers, can be extremely accurate. 
Can be locally trained and re-trained at institutions 
to improve accuracy over time.



Differential 
Privacy



Hand-writing Redaction
Hand writing is one of the more 
challenging data-mineable 
sources, and littered with 
personal information. 
My research projects focus on 
identifying and removing this 
data. 
There are simple software 
tools that can analyze files and 
detect the presence of 
handwriting.



Final words…

• True healthcare improvements will occur with increased mobility and 
movement of medical data. 


• Patient privacy does NOT need to be compromised.


• Technology exists to export, aggregate and de-ID medical data almost 
instantly, and more organizations need to adopt these tools to empower 
innovation.
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