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How to Validate De-identification Tools
and NOT Violate HIPAA

• Image anonymization algorithms and pipelines must be 
validated before they are deployed to process data that will be 
publicly shared.

• Validation requires a robust dataset (or datasets) that can be 
used in the assessment of de-identification algorithms. 

• Synthetic datasets can be constructed to test normal and edge 
cases and cover all DICOM defined data object types, and 
images in non-DICOM formats



Synthetic DICOM Image Object: Header + Pixels



Rutherford, et al., Scientific Data, 2021; 8(1):183. 



De-Identification Validation Dataset
• We’ve developed multiple DICOM datasets that can be used to 

evaluate the performance of de-identification algorithms.
• DICOM objects were selected from datasets published in TCIA.
• Synthetic PHI was generated and inserted into selected DICOM 

attributes to mimic typical clinical imaging exams.
• The DICOM Standard and TCIA curation audit logs guided the 

insertion of synthetic PHI into standard and non-standard DICOM 
data elements.

• TCIA curation tools and procedures were used to de-identify the 
synthetic data.

• An “Answer Key” was created to identify what elements should be 
modified during a curation process equivalent to that used by 
TCIA

• A Python evaluation script was created to compare the answer key 
to a de-identified dataset.

Initial Dataset



Validation Datasets

• A total of 172,887  images and 
other DICOM Object Instances 
representing 1,448 studies for 
1,517 synthetic patients

• 28 equipment vendors were 
represented in the sample

• A small sample of synthetic 
image data were included

• PHI was burned into the pixels in 
some images

MIDI modality patients studies series instances
1.0 CR 32 41 42 45
1.0 CT 112 115 119 21,005
1.0 DX 53 56 56 71
1.0 MG 31 31 31 46
1.0 MR 103 105 138 7,452
1.0 PT 101 133 140 27,271

MIDI modality patients studies series instances
1.1 CR 65 73 75 78
1.1 CT 120 147 150 14,517
1.1 DX 64 72 75 107
1.1 MG 74 74 75 90
1.1 MR 157 167 175 10,828
1.1 PT 88 117 150 42,187
1.1 SR 62 67 75 75
1.1 US 73 75 75 283

MIDI modality patients studies series instances
1.2 MR 242 242 484 47,130
1.2 RTDOSE 242 242 484 484
1.2 RTPLAN 242 242 484 484
1.2 RTSTRUCT 242 242 484 484
1.2 WSI- Pathology 204 250



DICOM Tag DICOM Description Frequency
<(0008,0041)> Data Set Subtype 1
<(0018,1250)> Receive Coil Name 2
<(0018,7006)> Detector Description 3
<(0010,0021)> Issuer of Patient ID 4
<(0032,1030)> Reason for Study 5
<(0008,1080)> Admitting Diagnoses Description 6
<(0032,1000)> Scheduled Study Start Date 11
<(0018,0010)> Contrast/Bolus Agent 15
<(0018,1401)> Acquisition Device Processing Code 29
<(0018,1000)> Device Serial Number 31
<(0008,1010)> Station Name 33
<(0032,1060)> Requested Procedure Description 37
<(0008,2111)> Derivation Description 44
<(3006,0006)> Structure Set Description 50
<(3006,0008)> Structure Set Date 57
<(0032,4000)> Study Comments 70
<(0010,21b0)> Additional Patient History 76
<(0032,1070)> Requested Contrast Agent 101
<(0008,1030)> Study Description 297
<(0010,4000)> Patient Comments 1192

Examples of Unusual DICOM Data Elements 
Found to Contain PHI

• The table displays examples 
of DICOM data elements that 
should not contain PHI but 
have been found to do so 
during TCIA curation

• The frequency of occurrence 
identified in the analysis of 
TCIA audit logs is also 
indicated.



DICOM Tag DICOM Description Frequency
<(0027,"GEMS_IMAG_01",33)> ImagingOptions 1
<(3f01,"INTELERAD MEDICAL 
SYSTEMS",03)> SourceAE 1

<(7005,"TOSHIBA_MEC_CT3",1c)>
Contrast/Bolus Agent for 
Series Record 1

<(0009,"GEMS_PETD_01",37)> Batch Description 2
<(0045,"GEMS_SENO_02",26)> MAOBuffer 2
<(0009,"FDMS 1.0",92)> KanjiDepartmentName 3
<(0009,"GEMS_IDEN_01",30)> ServiceId 4
<(0043,"GEMS_PARM_01",80)> Coil ID Data 8
<(0021,"SIEMENS MR SDS 01",19)> MR Phoenix Protocol 15
<(0023,"GEMS_STDY_01",70)> StartTimeSecsInFirstAxial 156

Example Private DICOM Attributes containing PHI. 

• Examples of Private 
DICOM Data Elements, 
and their frequency of 
occurrence identified in 
the analysis of TCIA 
audit logs. 

• Based on TCIA 
knowledgebase of 
Private Attributes



Evaluation Answer Key
Action Description

tag_retained The tag itself is retained and present in the DICOM dataset

text_notnull The value of the tag is not null or zero length value

text_retained The text specified was retained in the tag value

text_removed The test specified was removed from the tag value

date_shifted The date was shifted using the specified shift value

uid_changed The UID was updated according to curation crosswalk

pixels_hidden The pixels within coordinates specified are hidden

Scope Tag Tag Name Action Action Text
<Study> <(0008,0050)> <Accession Number> <text_removed> <["20130830E626254"]>
<Study> <(0008,1030)> <Study Description> <text_removed> <["Stephanie Meyer"]>
<Study> <(0008,1030)> <Study Description> <text_retained> <["XR CHEST AP PORTABLE"]>
<Study> <(0008,0080)> <Institution Name> <text_removed> <["Dunn-Lindsey Memorial"]>
<Study> <(0008,0090)> <Referring Physician's Name> <text_removed> <["MORTON^JANET"]>
<Patient> <(0010,0020)> <Patient ID> <text_removed> <["8548156246"]>
<Patient> <(0010,0010)> <Patient's Name> <text_removed> <["MEYER^STEPHANIE"]>
<Patient> <(0010,0030)> <Patient's Birth Date> <text_removed> <["19530716"]>
<Patient> <(0010,2154)> <Patient's Telephone Numbers> <text_removed> <["+1-557-989-3970"]>
<Series> <(0010,0010)> <Patient's Name> <tag_retained>
<Series> <(0010,0020)> <Patient ID> <tag_retained>
<Series> <(0010,0030)> <Patient's Birth Date> <tag_retained>
<Series> <(0010,0040)> <Patient's Sex> <tag_retained>
<Series> <(0020,000d)> <Study Instance UID> <tag_retained>
<Series> <(0020,000d)> <Study Instance UID> <text_notnull>
<Series> <(0008,1150)> <Referenced SOP Class UID> <text_retained> <["1.2.840.10008.3.1.2.3.3"]>
<Series> <(0008,0016)> <SOP Class UID> <text_retained> <["1.2.840.10008.5.1.4.1.1.1.1"]>
<Series> <(0008,1155)> <Referenced SOP Instance UID> <uid_changed> <["2.25.160539642186938793107880005813476638198"]>
<Series> <(0020,000e)> <Series Instance UID> <uid_changed> <["2.25.267046995551041197882743054101055651318"]>
<Series> <(0008,0018)> <SOP Instance UID> <uid_changed> <["2.25.56598319458405629701989395893226946038"]>
<Series> <(0020,000d)> <Study Instance UID> <uid_changed> <["2.25.66491365017322661013109147239553023478"]>
<Series> <(0008,0020)> <Study Date> <date_shifted> <["20130829","(552)"]>
<Series> <(0008,0021)> <Series Date> <date_shifted> <["20130829","(552)"]>
<Instance> <pixels_hidden> <["MEYER STEPHANIE [F] 02.25.2012 \\n DOB: 07.16.1953", [0, 0, 450, 

150,48]]>
<Instance> <(0008,0030)> <Study Time> <text_retained> <["191128"]>
<Instance> <(0008,0031)> <Series Time> <text_retained> <["191130.000000"]>
<Instance> <(0008,0032)> <Acquisition Time> <text_retained> <["191131"]>
<Instance> <(0008,0033)> <Content Time> <text_retained> <["191131"]>


