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Patient Name: |
Accession Number: I_

Patient ID: |

Exam Description: CT HALS/THORAX/ABDOMEN

Series

Type

Scout
Helical
Helical

Dose Report

Scan Range CTDlvol
{(mm) (mGy)

$15.750-1650.250 5.10
$188.000-1105.000 5.10
Total Exam DLP:

1/1

Exam no: 1744

Discovery CT750 HD

DLP Phantom
(MmGy-cm) cm

373.00 Body 3:
182.72 Body 32
555.72
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Leveraging AI

Manual de-identification is time consuming, requires
significant resources and prone to human error.

Many tools require specific configuration files or manual
selection that may fail to capture PHI in all scenarios

CNN/transformer based models scalable, flexible and adaptable
across different modalities.

Large language models (eg. GPT4) may help improve and make
post processing of outputs more robust.



Pixel DeID Workflow

e Three step process
Detect text '+ -------- > OCR 1 —===---- > Classification

DAVIDSON DOUGLAS M 01092012 C‘WL‘

DAVIDSON DOUGLAS [M] 01.09.201
DOB: 06.16.197/6

DOB 06161976

o 051: @ [



PHI Detection and Classification

e Deep learning model that purely looks at pixel data and
detects text on images. Classifies outputs into three
categories

o Text (potential PHI)
o Digits (text with any digits, potential PHI)
o Markers (radiological markers, may not want to redact)



Optical Character Recognition (OCR) + GPT-4

e Detected bounding boxes are passed through a robust OCR
model to extract accurate textual information.

e Currently a deep learning + NER approach classifies
predictions into Text, Digits or Markers. Can also utilize
GPT-4 for zero shot or one shot classification -

Playground Load a preset
Mode

SISTEN USER I, 21, dob06161976, semiupright, david douglas, rcc ® chat [
You are an expert in de-identifying medical images.
You will be given comma separated instances of Model
text that were passed through an OCR engine. You ASSISTANT ﬁ: Markers N
need to fix the outputs in case they are wrong and 21: Digits e
classify the text into one of three categories - DOB 06-16-1976: Digits Temperature
1. Digits - Any text that contains numbers that could Semi-upright: Markers
be potential PHI like phone number, DOB etc. David Douglas: Text
2. Text - Any text that could be potential PHI GCC: Markers ) Maximum length
3. Markers - Non PHI data that includes radiological
markers that may be helpful like L, R, Portable etc.

® Add message Top P

Individually fix the text and give the prediction for
each instance separated by a colon in new lines. Frequency penalty



= Project

1}

Jupyter

(24
-)
Users

@)

Progress
Export
Info

Settings
=
Community

U]

Docs

D Labels

+ NEWLABEL
0 CLONE LABEL GROUP

# LABEL CONTROLS -

Label Group o
Default group -
Columns

-

1

= Filter Label Group

9 image
Digits ®
Bounding Box
9 image
Markers ®

Bounding Box

[ Navigation

Dataset

B Dock Panels

PHI Dataset

Data View

Default Hi

1716

i &
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@ Pixel De-ID

Model for detecting burnt in patient health information and markers on DICOM
images with an emphasis on detecting dates/digits.

OWNER MODELID SCOPE AUTORUN
g M_KNq9yN  Image
LABELS WITH CLASS INDEX
{07 [1Digits  [2]Markers
VERSIONS
# 1D Docker Image:Tag Created Build Status Hardware
/ 3 660 staging/model-244:v3 4 monthsago Success GPU
-lofl
+ NEWMODEL VERSION
TASKS
i} Created Type Status Progress
1306 @) 4monthsago Inference Succeeded 100
lofl

Run model version 3 on the active:

Image v for: Inference v

[Semi-Upright

& MODELOUTPUT [ID: 0_1Ld20e]

Created 5 months ago

el Task
Pixel De-D[v3] @) ID: 1306

ClassName  Class Probability

Digits. 0.7078803416211609

Explanatio

cmicsoaddugaasm11122222
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@D O oockPenels | oreate Dataset De-ID Task

°
Dataset
Re d acC t 10N ' © @ DicoM Pixel Redaction
PHI Dataset [modi... w

Data View @ B Apply Automatic Inference
Default Hierarchical @ . DICOM Tags Modification
) . B PIXEL REDACTION X CLEAR
e Pixel redaction replaces text P o L
. 1719 Select Labels
with black box. @ oo .
8 >
e Can redact all predictions or 172 TAGS MODIFICATION  aoorow | [ & ExPORTCSY. ) (X cLear
choose a subset to redact < 3 Remove Privete DICOM Tags
1 117
(human 1in the 100p) Rows per page: 5w 1-5 of 147 >
’ @ - ‘ Action DICOM Keyword () Value
‘- :0 Models ‘ REMOVE AcquisitionContextSequence il
JITTER AcquisitionDate &
JITTER AcquisitionDateTime B
REMOVE ActualHumanPerformersSequence 0
REMOVE AdmissionID 5]
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1. RSNA Anonymizer For DICOM Tags

* The Admin tab of S
Anonymizer provides access &

to the Script used in Weilcome QR SCU Storage SCP Directory Expoclp
de-identiﬁcation. Viewer | Elements | Filter ScnOO

Patient Index List

* You can also generate a

table (in MS-Excel) that ANON-PatientName ANON-PatientID PHI-PatientName PHI-PatientID

shows the mapplng Of 316093-000001 316093-000001 RSHA29b(DD3 RSNAZ29DIDbb3

original to pseudonymous

Va|UeS for patlent name and AutoSave [Fé anonymizer_test_Index.xIsx £ - Last Modified: Yesterday at 6:10 PM ,O Search

|D and Study date as We” as File Home Insert Page layout Formulas Data Review View Help Acrobat

’

the integer representation M . f

of the date offset. | A B c D £ F & i | )
1 |ANON-PatientName ANON-PatientID PHI-PatientName PHI-PatientiD DateOffset ANON-StudyDate PHI-StudyDate ANON-Accession PHI-Accession

° TO generate the mapplng 2 |316093-000001 316093-000001  RSNA29bfbb3 RSNA29bfbb3 492 0141016 "20160220 n RSNA29bffo5

3

table, click the Admin tab,
then Index, then the List and
Save buttons.

[CRENEN- N RN

* Keep the table secure, as
you would any document

containing PHI. seasn | Cust DCome D




2. Human Visual Inspection Using Posda Tools

Mode VRIID  Dicom File Type

. H Admin " .
Kaleidoscope = Home - unreviewed 2 CT Image Storage

Go Back Skip Forward

(]
. Quince: DICOM Viewer

* Once Kaleidoscope opens
you will have the option to
review all the images
mark images as Good or
Bad, etc. and to perform
further review with the
Quince viewer.

* See the Using
Kaleidoscoee and Quince
section in the POSDA user
Guide for more
information on the

viewers.
!
¥ s
! i
@ Open in Quince )
b2
Images in IEC 2
Patient ID Pat_796 Presets Reset Window/Level Reset Zoom ROI Details Dump
Body part examined KIDNEY
https://github.com/UAMS-DBMI/PosdaTools ———— -
Series Instance UID 1.3.6.1.4.1.14519.5.2.1.888.4001.155749122736545709243854288452 { el SN L X el 1eS ’
—_— —

Path /home/posda/cache/k-storage/9b/47/44/9b4744e07260f5851cf92ed85a2a9e8f


https://rsna.sharepoint.com/sites/COVID-Image-Repository/Shared%20Documents/General/POSDA%20Documentation/TCIA%20user%20guides%20and%20product%20information/PosdaABC-09-08-2020.pdf?CT=1615419846341&OR=ItemsView
https://rsna.sharepoint.com/sites/COVID-Image-Repository/Shared%20Documents/General/POSDA%20Documentation/TCIA%20user%20guides%20and%20product%20information/PosdaABC-09-08-2020.pdf?CT=1615419846341&OR=ItemsView

3. Pixel DelD Al Workflow

DICOM Transfer

DICOM

(DICOM tags already scrubbed)

Original Images
are left untouched

\_

New DICOM
Dataset

Redacted images are
stored in a new dataset
or storage bucket

—
Run redaction task,
replacing detected
text with black
boxes

Run PHI model on the
dataset at scale
—_—

Analyze model
outputs in the
viewer itself

<—
QA model outputs and
approve only specific

outputs to be redacted
or redact everything.
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An n Otation S Working Group

Crowd-Sourced Annotations

BiaS & DiverSity Working Group

Grand Challenges wori

A diverse data collection and curation strategy, as | 5. performs oversight of all MIDRC Grand Challenge > To create standard methods for labeling and
well as the mitigation of b|qg in dqto analysis W|t.h|n processes, protocols, and guidelines annotation of COVID-19 radiographic and CT
the MIDRC commons, are critically important toyield |5, \gintains MIDRC Portfolio of Grand Challenges images.

ethical Al algorithms that produce trustworthy results
for all groups. MIDRC strives

to mitigate bias in its study population,

data collection, curation

and analysis.

»  Planning several upcoming Challenges using
pre-published MIDRC data with expert annotations,

~ -

» To develop best-practices for image labeling by
crowds of imaging experts, including:

o Recruitment and training of experts

o Image label adjudication

o  COVID-19 severity

o  Patient outcome prediction using both
clinical and imaging data

o Longitudinal assessments, disease progression e

o Methods to assess accuracy of experts

Data cleaning methods for labels.

o  Risk assessment for long-term sequelae > To deploy these tools and processes to conduct
(e.g., neuro, cardiovascular) 3 data science challenges to develop computer
o  COVID segmentation on CT data vision algorithms for COVID-19.
Helper Al & the Ann ion Pr: :
MIDRC L e:;eh A Sl( e : otd{tjo ocess N
COVIDX @] Igh qua Ity, well-curatea annotations are an essentia
) supplement to the MIDRC effort and Al research

h CHALLENGE

=3 o Annotations can be created by human experts or automatically
jke Al models

] A COVID classification Grand Challenge on
] pre-published portable chest radiographs from S
| MIDRC
- ®0-17 w6574
] #1829 m75-84 Top-ranked finishers will be acknowledged

30-39 w85+ during our session at the

4049 = No data Innovation Theater, Booth 3316, South Hall

i ood Tuesday, November 29, 4:00 PM - 5:00 PM
o MD.ai's recent application of Helper Al: Using an Al model to help
Cash awards generously Sponsored by the K identify pixel data in regions containing PHI. The burned-in PHI is then
Thternational Society for Photonics and OpTics (SPTE] redacteciusing the:Almodelisiannotations.

Annotation Members:
BDWG Members: MIDRC-GCWG Members: RSNA - Adam Flanders, Bhavik Patel, Carol Wu, Chris Carr, George Shih,

AAPM - Weijie Chen, Karen Drukker, Kyle Myers, Berkman Sahiner, Emily AAPM - Sam Armato, Karen Drukker, Lubomir Hadjiiski, [Of e E Maryam Vazirabad, Jason Sho, Thomas OSullivan ] = = il
Townley ACR - Jayashree Kalpathy-Cramer, Judy Wawira-Gichoya NIH - Rui Emily Townley ACR — Jayashree Kalpathy-Cramer, Chris Trem| NIH - Rui de Sa ¥ ACR - Brian Bialecki AAPM - Andrey Federov, Paul Kinahan, Sam Armato

! SE
de S& RSNA - Sanmi Koyejo, Zi Jill Zhang UChicago-MIDRC Central - RSNA - Robyn Ball, Adam Flanders, Tim Stearns, Carol Wu UChicago-MIDRC Central - Em Gen3 - Bob Grossman, UChicago-MIDRC Central - Nick Gruszausksas

Maryellen Giger, Nick Gruszauskas, Heather Whitney Maryellen Giger, Ravi Madduri MD.ai team: Chinmay Singhal, Zhihao Wang



