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Pixel DeID AI



Leveraging AI
● Manual de-identification is time consuming, requires 

significant resources and prone to human error. 

● Many tools require specific configuration files or manual 
selection that may fail to capture PHI in all scenarios

● CNN/transformer based models scalable, flexible and adaptable 
across different modalities.

● Large language models (eg. GPT4) may help improve and make 
post processing of outputs more robust.



Pixel DeID Workflow
● Three step process 

Detect text    -------->      OCR    ------->     Classification
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PHI Detection and Classification

● Deep learning model that purely looks at pixel data and 
detects text on images. Classifies outputs into three 
categories 

○ Text (potential PHI)
○ Digits (text with any digits, potential PHI)
○ Markers (radiological markers, may not want to redact)



Optical Character Recognition (OCR) + GPT-4
● Detected bounding boxes are passed through a robust OCR 

model to extract accurate textual information.

● Currently a deep learning + NER approach classifies 
predictions into Text, Digits or Markers. Can also utilize 
GPT-4 for zero shot or one shot classification -





Redaction

● Pixel redaction replaces text 
with black box. 

● Can redact all predictions or 
choose a subset to redact 
(human in the loop)



DeID
Workflow
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1. RSNA Anonymizer For DICOM Tags

18

• The Admin tab of 
Anonymizer provides access 
to the script used in 
de-identification.

• You can also generate a 
table (in MS-Excel) that 
shows the mapping of 
original to pseudonymous 
values for patient name and 
ID and study date, as well as 
the integer representation 
of the date offset.

• To generate the mapping 
table, click the Admin tab, 
then Index, then the List and 
Save buttons.

• Keep the table secure, as 
you would any document 
containing PHI.



• Once Kaleidoscope opens 
you will have the option to 
review all the images, 
mark images as Good or 
Bad, etc. and to perform 
further review with the 
Quince viewer.

• See the Using 
Kaleidoscope and Quince 
section in the POSDA user 
Guide for more 
information on the 
viewers.

2. Human Visual Inspection Using Posda Tools

https://github.com/UAMS-DBMI/PosdaTools

https://rsna.sharepoint.com/sites/COVID-Image-Repository/Shared%20Documents/General/POSDA%20Documentation/TCIA%20user%20guides%20and%20product%20information/PosdaABC-09-08-2020.pdf?CT=1615419846341&OR=ItemsView
https://rsna.sharepoint.com/sites/COVID-Image-Repository/Shared%20Documents/General/POSDA%20Documentation/TCIA%20user%20guides%20and%20product%20information/PosdaABC-09-08-2020.pdf?CT=1615419846341&OR=ItemsView


DICOM Transfer

(DICOM tags already scrubbed)

3. Pixel DeID AI Workflow
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