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Source: HHS “Methods for De-identification of PHI”

The HIPAA 18 
identifiers

1 Names

2 Geographic locations smaller than a 
state (many 3-digit zip codes allowed)

3 Dates (year allowed in many cases)

4 Telephone numbers

5 Vehicle identifiers (ex. VINs, license 
plate numbers)

6 Fax numbers

7 Devices IDs and serial numbers

8 Email addresses

9 Web URLs

10 Social Security Numbers

11 IP addresses

12 Medical Record Numbers (MRNs)

13 Biometric identifiers (ex. fingerprints 
and voice prints)

14 Health plan beneficiary numbers

15 Full-face photographs and 
similar images

16 Account numbers

17 Any other unique identifying number, 
characteristic, or code

18 Certificate / license numbers

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#rationale
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Healthcare API DeID: 
Transformation 
options

1 Redact/remove

2 Character mask replace sensitive data with a 
fixed character, ex. “John” > “****” 

 
3 Replace with info type replace input with a 

category label, ex. “John” > “[NAME]”

4 Date shift shift by a random number of days, with the option 
to maintain chronological order between dates belonging to 
the same patient or population

5 Crypto hash replace input with a hashed value generated 
using a (customer-defined) encryption key
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Sample DICOM Tags (Before DeID)
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Original DICOM Image

Metadata tags 
containing PII

Burnt-in text containing 
PII (i.e. pixel data)

Metadata tags 
without PII
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Original DICOM Image De-identified DICOM Image
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Original DICOM Image De-identified DICOM Image
(using Cloud Healthcare API DeID)

Changed
Not changed
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FHIR
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Original (FHIR) record De-identified FHIR record
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Thank you 


