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Report InformationReport InformationReport InformationReport Information

Web Application Report

Scan Name: ctpconsole-qa.nci.nih.gov_101812

Scanned Host(s)

Host Operating System Web Server Application Server

ctpconsole-qa.nci.nih.gov:443 Apache TomcatUnix/Linux

Content

This report contains the following sections:

• Executive Summary

• Detailed Security Issues

• Remediation Tasks

• Application Data

• Application URLs

• Advisories & Fix Recommendations
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Executive SummaryExecutive SummaryExecutive SummaryExecutive Summary

Test Policy

• Default

Security Risks

Following are the security risks that appeared most often in the application.  To explore which issues 
included these risks, please refer to the 'Detailed Security Issues' section in this report.

• It is possible to gather sensitive information about the web application such as usernames, 
passwords, machine name and/or sensitive file locations

• It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. 
that are sent unencrypted

• It may be possible to steal user and session information (cookies) that was sent during an encrypted 
session

Vulnerable URLs

12% of the URLs had test results that included security issues.

Vulnerable URLs (12%)

Not vulnerable URLs (88%)

Scanned URLs

30 URLs were scanned by AppScan.

Security Issue Possible Causes

Following are the most common causes for the security issues found in the application. The causes below 
are those that repeated in the maximal number of issues. To explore which issues included these causes, 
please refer to the 'Detailed Security Issues' section in this report.
• Query parameters were passed over SSL, and may contain sensitive information

• Sensitive information might have been cached by your browser

• The web application sends non-secure cookies over SSL

URLs with the Most Security Issues (number issues)

• https://ctpconsole-qa.nci.nih.gov/quarantines  (3)

• https://ctpconsole-qa.nci.nih.gov/login  (1)
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• https://ctpconsole-qa.nci.nih.gov/shutdown  (1)

Security Issues per Host

Hosts High Medium Low Informational Total

https://ctpconsole-
qa.nci.nih.gov/

0 0 5 0 5

Total 0 0 5 0 5
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Security Issue Distribution per Threat Class

The following is a list of the security issues, distributed by Threat Class.

Brute Force
Insufficient Authentication

Credential/Session Prediction
Insufficient Authorization

Insufficient Session Expiration
Session Fixation

Content Spoofing
Cross-site Scripting

Buffer Overflow
Format String

LDAP Injection
OS Commanding

SQL Injection
SSI Injection

XPath Injection
Directory Indexing

Information Leakage
Path Traversal

Predictable Resource Location
Abuse of Functionality

Denial of Service
Application Privacy Tests
Application Quality Tests

URL Redirector Abuse
Remote File Inclusion

Cross-site Request Forgery
HTTP Response Splitting

Null Byte Injection
SOAP Array Abuse

XML Attribute Blowup
XML External Entities
XML Entity Expansion

Insecure Indexing

0 1 2 3 4 5
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Security Issue Cause Distribution

100% Application-related Security Issues (5 out of a total of 5 issues).
Application-related Security Issues can usually be fixed by application developers, as they result from 
defects in the application code.
0% Infrastructure and Platform Security Issues (0 out of a total 5 issues).
Infrastructure and Platform Security Issues can usually be fixed by system and network administrators as 
these security issues result from misconfiguration of, or defects in 3rd party products.
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Detailed Security IssuesDetailed Security IssuesDetailed Security IssuesDetailed Security Issues

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/login

Total of 1 security issues in this URL

[1 of 1]  Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/login   (Cookie: RSNASESSION)

CVE ID(s): N/A

CWE ID(s): 614

Add the 'Secure' attribute to all sensitive cookiesRemediation Tasks:

Variant 1 of 1  [ID=2672]

The following may require user attention:

POST /login HTTP/1.1
Cookie: RSNASESSION=67527124183266005237344722408313982495
Content-Length: 38
Accept: */*
Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR 
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ctpconsole-qa.nci.nih.gov
Content-Type: application/x-www-form-urlencoded
Referer: https://ctpconsole-qa.nci.nih.gov/login

username=admin&password=password2&url=
HTTP/1.1 302 Found
Set-Cookie: RSNASESSION=281721930880133555867892262030296883531; path=/
Content-Length: 0
Date: Thu, 18 Oct 2012 17:21:42 GMT
Location: /
Cache-Control: no-cache="set-cookie"
Content-Type: text/plain

GET / HTTP/1.1
Cookie: RSNASESSION=67527124183266005237344722408313982495
Accept: */*
Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR 
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ctpconsole-qa.nci.nih.gov
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HTTP/1.1 200 OK
Content-Length: 5573
Date: Thu, 18 Oct 2012 17:21:39 GMT
ETag: "1349879117000"
Last-Modified: Wed, 10 Oct 2012 14:25:17 GMT
Content-Type: text/html;charset=UTF-8

<html>
<head>

<title>RSNA CTP Main Page</title>
<style>

body {background-color:#c6d8f9}
p {text-align: center; font-family:sans-serif; font-size:12;}

</style>
<script language="JavaScript" type="text/javascript" src="/JSAJAX.js">;</script>
<script language="JavaScript" type="text/javascript" src="/JSUser.js">;</script>
<script>

var user;
function getUsername() {

user = new User();
var p = document.getElementById("up");
if (user.isLoggedIn) {

p.appendChild(document.createTextNode("You are logged in as 
"+user.name+"."));

p.appendChild(document.createElement("BR"));
var a = document.createElement("A");
a.setAttribute("href","/login?logout");
a.appendChild(document.createTextNode("logout"));
p.appendChild(document.createTextNode("( "));
p.appendChild(a);
p.appendChild(document.createTextNode(" )"));
if (!user.hasRole("admin")) hideAdmin();
if (!user.hasRole("shutdown") && !user.isLocal) hideShutdown();

}
else {

p.appendChild(document.createTextNode("You are not logged in."));
hideAdmin();
hideShutdown();

}
}
function hideAdmin() {

var x = document.getElementById("shutdown");
if (x) x.parentNode.removeChild(x);
x = document.getElementById("usermanager");
if (x) x.parentNode.removeChild(x);
x = document.getElementById("idmap");
if (x) x.parentNode.removeChild(x);
x = document.getElementById("objecttracker");
if (x) x.parentNode.removeChild(x);
x = document.getElementById("databaseverifier");
if (x) x.parentNode.removeChild(x);
x = document.getElementById("daconfig");
if (x) x.parentNode.removeChild(x);
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if (x) x.parentNode.removeChild(x);
x = document.getElementById("lookup");
if (x) x.parentNode.removeChild(x);
x = document.getElementById("spacer");
if (x) x.parentNode.removeChild(x);

}
function hideShutdown() {

var x = document.getElementById("shutdown");
if (x) x.parentNode.removeChild(x);

}
function loaded() { getUsername(); }
window.onload = loaded;

</script>
</head>
<body>

<center>
<h1>RSNA CTP</h1>
<div align="center">   <font color="gray" size="-2" face="arial">NBIA Release 

5.1.0&nbsp;&nbsp;Build "NBIA-MASTER-5_1-20121010-1"</font>        </div> <table>

<table>
<tr>

<td><input style="width:300" type="button" value="Login"
onclick="window.open('login','_self');"></td>

</tr>
<tr id="usermanager">

<td><input style="width:300" type="button" value="User Manager"
onclick="window.open('users','_self');"></td>

</tr>
<tr>

<td><input style="width:300" type="button" value="Logs"
onclick="window.open('logs','_self');"></td>

</tr>
<tr>

<td><input style="width:300" type="button" value="Configuration"
onclick="window.open('configuration','_self');"></td>

</tr>
<tr>

<td><input style="width:300" type="button" value="Status"
onclick="window.open('status','_self');"></td>

</tr>
<tr>

<td><input style="width:300" type="button" value="Quarantines"
onclick="window.open('quarantines','_self');"></td>

</tr>
<tr id="idmap">

<td><input style="width:300" type="button" value="ID Map"
onclick="window.open('idmap','_self');"></td>

</tr>
<tr id="objecttracker">

<td><input style="width:300" type="button" value="Object Tracker"
onclick="window.open('objecttracker','_self');"></td>

</tr>
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<tr id="databaseverifier">
<td><input style="width:300" type="button" value="Database Verifier"

onclick="window.open('databaseverifier','_self');"></td>
</tr>
<tr>

...

Validation In Response:

N/A

Reasoning:

AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:

614

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/quarantines

Total of 3 security issues in this URL

[1 of 3]  Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/quarantines   

CVE ID(s): N/A

CWE ID(s): 525

Do not allow caching of SSL pagesRemediation Tasks:

Variant 1 of 1  [ID=215]

Request/Response:

GET /quarantines?p=0 HTTP/1.1
Cookie: RSNASESSION=247977915661528737350056760683412414470
Accept: */*
Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR 
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ctpconsole-qa.nci.nih.gov
Referer: https://ctpconsole-qa.nci.nih.gov/quarantines

HTTP/1.1 503 Service Temporarily Unavailable
Content-Length: 323
Date: Thu, 18 Oct 2012 19:47:45 GMT
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
<title>503 Service Temporarily Unavailable</title>
</head><body>
<h1>Service Temporarily Unavailable</h1>
<p>The server is temporarily unable to service your
request due to maintenance downtime or capacity
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problems. Please try again later.</p>
</body></html>

Validation In Response:

N/A

Reasoning:

The application has responded with a response that indicates the page should be cached.

CWE ID:

525

[2 of 3]  Query Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/quarantines   (Parameter: p)

CVE ID(s): N/A

CWE ID(s): 598

Always use SSL and POST (body) parameters when sending sensitive 
information.

Remediation Tasks:

Variant 1 of 1  [ID=2106]

The following may require user attention:

GET /quarantines?p=0 HTTP/1.1
Cookie: RSNASESSION=67527124183266005237344722408313982495
Accept: */*
Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR 
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ctpconsole-qa.nci.nih.gov
Referer: https://ctpconsole-qa.nci.nih.gov/quarantines

HTTP/1.1 200 OK
Content-Length: 819
Date: Thu, 18 Oct 2012 17:21:41 GMT
Pragma: no-cache
Cache-Control: no-cache
Content-Type: text/html;charset=UTF-8
Expires: Thu, 18 Oct 2012 17:21:41 GMT

<html><head><title>Quarantine</title>
<style>
body {background-color:#c6d8f9; margin-top:0; margin-right:0; padding:0;}
td {background-color:white; padding:5;}
td span {background-color:#c6d8f9;}
h1 {margin-top:10; margin-bottom:10;}
</style>
</head><body><div style="float:right;">
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 <img src="/icons/home.png"
  onclick="window.open('/','_self');"
  title="Return to the home page"
  style="margin:2"/>
</div>
<center><h1>DICOM Pipeline Quarantines</h1><table border="1"><tr><td><a href="?
p=0">DICOM Pipeline</a></td><td><a href="?p=0&s=0">HTTP 
Import</a></td><td>0</td></tr><tr><td></td><td><a href="?
p=0&s=1">Storage</a></td><td>0</td></tr><tr><td></td><td><a href="?
p=0&s=2">Database Export</a></td><td>0</td></tr><tr><td></td><td><a href="?
p=0&s=3">Anonymizer</a></td><td>0</td></tr></table></center></body></html>

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:

598

[3 of 3]  Query Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/quarantines   (Parameter: s)

CVE ID(s): N/A

CWE ID(s): 598

Always use SSL and POST (body) parameters when sending sensitive 
information.

Remediation Tasks:

Variant 1 of 1  [ID=2314]

The following may require user attention:

GET /quarantines?p=0&s=3 HTTP/1.1
Cookie: RSNASESSION=67527124183266005237344722408313982495
Accept: */*
Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR 
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ctpconsole-qa.nci.nih.gov
Referer: https://ctpconsole-qa.nci.nih.gov/quarantines

HTTP/1.1 200 OK
Content-Length: 525
Date: Thu, 18 Oct 2012 17:21:41 GMT
Pragma: no-cache
Cache-Control: no-cache
Content-Type: text/html;charset=UTF-8
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Expires: Thu, 18 Oct 2012 17:21:41 GMT

<html><head><title>Quarantine</title>
<style>
body {background-color:#c6d8f9; margin-top:0; margin-right:0; padding:0;}
td {background-color:white; padding:5;}
td span {background-color:#c6d8f9;}
h1 {margin-top:10; margin-bottom:10;}
</style>
</head><body><div style="float:right;">
 <img src="/icons/home.png"
  onclick="window.open('/','_self');"
  title="Return to the home page"
  style="margin:2"/>
</div>
<br><center><h1>DICOM Pipeline<br>Anonymizer Quarantine</h1><p>The quarantine is  
empty.</p></center></body></html>

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:

598

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/shutdown

Total of 1 security issues in this URL

[1 of 1]  Cacheable SSL Page Found

Severity: Low

Test Type: Application

Vulnerable URL: https://ctpconsole-qa.nci.nih.gov/shutdown   

CVE ID(s): N/A

CWE ID(s): 525

Do not allow caching of SSL pagesRemediation Tasks:

Variant 1 of 1  [ID=200]

Request/Response:

GET /shutdown HTTP/1.1
Cookie: RSNASESSION=247977915661528737350056760683412414470
Accept: */*
Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR 
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: ctpconsole-qa.nci.nih.gov
Referer: https://ctpconsole-qa.nci.nih.gov/
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HTTP/1.1 503 Service Temporarily Unavailable
Content-Length: 323
Date: Thu, 18 Oct 2012 19:47:43 GMT
Connection: close
Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
<title>503 Service Temporarily Unavailable</title>
</head><body>
<h1>Service Temporarily Unavailable</h1>
<p>The server is temporarily unable to service your
request due to maintenance downtime or capacity
problems. Please try again later.</p>
</body></html>

Validation In Response:

N/A

Reasoning:

The application has responded with a response that indicates the page should be cached.

CWE ID:

525
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Remediation TasksRemediation TasksRemediation TasksRemediation Tasks

Addressed Security IssuesURL Remediation Tasks

https://ctpconsole-qa.nci.nih.gov/login (1)

Add the 'Secure' attribute to all sensitive  
cookies (Low)
  Cookie: RSNASESSION

Missing Secure Attribute in Encrypted 
Session (SSL) Cookie

https://ctpconsole-qa.nci.nih.gov/quarantines (2)

Always use SSL and POST (body) parameters  
when sending sensitive information. (Low)
  Parameter: p
  Parameter: s

Query Parameter in SSL Request

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found

https://ctpconsole-qa.nci.nih.gov/shutdown (1)

Do not allow caching of SSL pages (Low) Cacheable SSL Page Found
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Application DataApplication DataApplication DataApplication Data

Script Parameters

URL Name Type Value

https://ctpconsole-qa.nci.nih.gov/login

username Text admin

password Password password2

url Hidden

https://ctpconsole-qa.nci.nih.gov/quarantines

p Simple Link 0

p Simple Link 0

s Simple Link 0

Broken Links

Reason URL

Response Status 503 - Service Unavailable https://ctpconsole-
qa.nci.nih.gov/logs/all.log.2012-10-11

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/logs/all.log

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/logs/ctp.log

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/system

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/daconfig

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/user

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/login

Response Status 503 - Service Unavailable https://ctpconsole-qa.nci.nih.gov/login

JavaScripts

Script URL

; https://ctpconsole-qa.nci.nih.gov/
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Script URL

var user;
function getUsername() {

user = new User();
var p = document.getElementById

("up");
if (user.isLoggedIn) {

p.appendChild
(document.createTextNode("You are logged in 
as "+user.name+"."));

p.appendChild
(document.createElement("BR"));

var a = 
document.createElement("A");

a.setAttribute
("href","/login?logout");

a.appendChild
(document.createTextNode("logout"));

p.appendChild
(document.createTextNode("( "));

p.appendChild(a);
p.appendChild

(document.createTextNode(" )"));
if (!user.hasRole("admin")) 

hideAdmin();
if (!user.hasRole

("shutdown") && !user.isLocal) hideShutdown
();

}
else {

p.appendChild
(document.createTextNode("You are not logged 
in."));

hideAdmin();
hideShutdown();

}
}
function hideAdmin() {

var x = document.getElementById
("shutdown");

if (x) x.parentNode.removeChild
(x);

x = document.getElementById
("usermanager");

if (x) x.parentNode.removeChild
(x);

x = document.getElementById
("idmap");

if (x) x.parentNode.removeChild
(x);
...

https://ctpconsole-qa.nci.nih.gov/

window.open('login','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('users','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('logs','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('configuration','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('status','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('quarantines','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('idmap','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('objecttracker','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('databaseverifier','_self'); https://ctpconsole-qa.nci.nih.gov/
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Script URL

window.open('system','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('daconfig','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('script','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open('lookup','_self'); https://ctpconsole-qa.nci.nih.gov/

window.open
('http://mircwiki.rsna.org/index.php?
title=CTP-
The_RSNA_Clinical_Trial_Processor','wiki');

https://ctpconsole-qa.nci.nih.gov/

window.open
('http://mircwiki.rsna.org/index.php?
title=The_CTP_DICOM_Filter','wiki');

https://ctpconsole-qa.nci.nih.gov/

window.open
('http://mircwiki.rsna.org/index.php?
title=The_CTP_DICOM_Anonymizer','wiki');

https://ctpconsole-qa.nci.nih.gov/

window.open
('http://mircwiki.rsna.org/index.php?
title=The_CTP_XML_Anonymizer','wiki');

https://ctpconsole-qa.nci.nih.gov/

window.open('shutdown','_self'); https://ctpconsole-qa.nci.nih.gov/
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Script URL

//This function returns a standard 
XMLHttpRequest, if
//one is available (IE7 or later, Chrome, and 
Firefox).
//Note: The API for this object is different 
from the one
//for the AJAX object below because the 
responseText and
//responseXML properties are available 
directly in this
//object, but they are only available as 
function calls
//in the AJAX object.
function getXmlHttp() {

var req = null;

if (window.XMLHttpRequest) {
try { req = new XMLHttpRequest(); }
catch (unableXMLHttpRequest) {

alert("Unable to instantiate 
XMLHttpRequest");

}
}

if (req) {
req.success = function() { return 

req.isReady() && req.isOK(); };
req.isReady = function() { return 

(req.readyState == 4); };
req.isOK = function() { return 

(req.status == 200); };
req.timeStamp = function() { return 

"timeStamp=" + new Date().getTime(); };

req.GET =
function(url, qs, handler) {

var async = (handler != null);
req.open("GET", url + (qs ? 

"?"+qs : ""), async);
if (async) 

req.onreadystatechange = function() { handler
(req); };

req.send(null);
};

...

https://ctpconsole-qa.nci.nih.gov/JSAJAX.js
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Script URL

//Popup Package

var popupZIndex = 40;

//Display a popup, more or less centered in 
the visible area.
function showPopup(popupDivId, w, h, title, 
closeboxFile, hide) {

hidePopups();
var bodyPos = findObject(document.body);
var scrollX = getHorizontalScrollPosition

();
var scrollY = getVerticalScrollPosition();
var x = (bodyPos.w - w) / 2 + scrollX;
var y = (bodyPos.h - h) * 2 / 5 + scrollY;
if (y < 0) y = 0;
var popup = document.getElementById

(popupDivId);
setPopupTitleBar(popup, title, 

closeboxFile);
popup.style.width = w;
popup.style.height = h;
popup.style.left = x;
popup.style.top = y;
if (hide) {

popup.style.visibility = "hidden";
popup.style.display = "none";

}
else {

popup.style.visibility = "visible";
popup.style.display = "block";

}
popup.style.overflow = "hidden";
popup.style.zIndex = popupZIndex;

}
...

https://ctpconsole-qa.nci.nih.gov/JSPopup.js
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Script URL

//Popup Package

var popupZIndex = 40;

//Display a popup, more or less centered in 
the visible area.
function showPopup(popupDivId, w, h, title, 
closeboxFile, hide) {

hidePopups();
var bodyPos = findObject(document.body);
var scrollX = getHorizontalScrollPosition

();
var scrollY = getVerticalScrollPosition();
var x = (bodyPos.w - w) / 2 + scrollX;
var y = (bodyPos.h - h) * 2 / 5 + scrollY;
if (y < 0) y = 0;
var popup = document.getElementById

(popupDivId);
setPopupTitleBar(popup, title, 

closeboxFile);
popup.style.width = w;
popup.style.height = h;
popup.style.left = x;
popup.style.top = y;
if (hide) {

popup.style.visibility = "hidden";
popup.style.display = "none";

}
else {

popup.style.visibility = "visible";
popup.style.display = "block";

}
popup.style.overflow = "hidden";
popup.style.zIndex = popupZIndex;

}
...

https://ctpconsole-qa.nci.nih.gov/JSPopup.js
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Script URL

//-------------------------------------------
----------------------------------
// sortTable(id, col, rev)
//
//  id  - ID of the TABLE, TBODY, THEAD or 
TFOOT element to be sorted.
//  col - Index of the column to sort, 0 = 
first column, 1 = second column,
//        etc.
//  rev - If true, the column is sorted in 
reverse (descending) order
//        initially.
//  highlight - If true, apply styles to the 
rows and columns
//-------------------------------------------
----------------------------------

function sortTable(id, col, rev, 
forceTextSort, highlight) {

  // Get the table or table section to sort.
  var tblEl = document.getElementById(id);

  // The first time this function is called 
for a given table, set up an
  // array of reverse sort flags.
  if (tblEl.reverseSort == null) {
    tblEl.reverseSort = new Array();
    tblEl.lastColumn = 0;
  }

  // If this column has not been sorted 
before, set the initial sort direction.
  if (tblEl.reverseSort[col] == null)
    tblEl.reverseSort[col] = rev;

  // If this column was the last one sorted, 
reverse its sort direction.
  if (col == tblEl.lastColumn)
    tblEl.reverseSort[col] = !
tblEl.reverseSort[col];
...

https://ctpconsole-qa.nci.nih.gov/JSTableSort.js
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Script URL

//Class to encapsulate a user, providing
//access to the user's roles on the server.
function User() {

this.ip = "";
this.name = "";
this.roles = new Object();
this.isLoggedIn = false;
this.isLocal = false;
this.isRemote = false;

var req = new AJAX();
req.GET("/user", req.timeStamp(), null);
if (req.success()) {

var xml = req.responseXML();
var root = xml.documentElement;
this.ip = root.getAttribute("ip");
this.name = root.getAttribute("name");
this.isLocal = (root.getAttribute

("location") == "local");
this.isLoggedIn = (this.name != "");
this.usersImpl = root.getAttribute

("usersImpl");

var roleElements = 
root.getElementsByTagName("role");

for (var i=0; i<roleElements.length; 
i++) {

var roleName = roleElements
[i].firstChild.nodeValue.replace
(/^\s+|\s+$/g,"");

this.roles[roleName] = true;
}

}
this.hasRole = function(role) {

return (this.roles[role] != null);
}

...

https://ctpconsole-qa.nci.nih.gov/JSUser.js

//Class to encapsulate a user, providing
//access to the user's roles on the server.
function User() {

this.ip = "";
this.name = "";
this.roles = new Object();
this.isLoggedIn = false;
this.isLocal = false;
this.isRemote = false;

var req = new AJAX();
req.GET("/user", req.timeStamp(), null);
if (req.success()) {

var xml = req.responseXML();
var root = xml.documentElement;
this.ip = root.getAttribute("ip");
this.name = root.getAttribute("name");
this.isLocal = (root.getAttribute

("location") == "local");
this.isLoggedIn = (this.name != "");
this.usersImpl = root.getAttribute

("usersImpl");

var roleElements = 
root.getElementsByTagName("role");

for (var i=0; i

https://ctpconsole-qa.nci.nih.gov/JSUser.js
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Script URL

//*************************** Useful 
functions ***************************
//
var browserName = navigator.appName;
var browserVersion = navigator.appVersion;
var IE = document.all;
var CHROME = !IE && (browserVersion.indexOf
("Chrome") != -1);
var FIREFOX = !IE && !CHROME && 
(browserName.indexOf("Netscape") != -1);
var OTHER = !IE && !CHROME && !FIREFOX;

//
//Find an object and return its size and 
position.
//If the object is the body, then return the 
visible
//dimensions rather than the total size of 
the page.
function findObject(obj) {

var objPos = new Object();
objPos.obj = obj;
if (obj == document.body) {

 if (window.innerWidth) {
//standards compliant
objPos.w = window.innerWidth;
objPos.h = window.innerHeight;

 }
 else if ( (document.documentElement) 

&&

(document.documentElement.clientWidth) &&

(document.documentElement.clientHeight != 
0) ) {

//IE6 in standards mode
objPos.w = 

document.documentElement.clientWidth;
objPos.h = 

document.documentElement.clientHeight;
 }
 else {

...

https://ctpconsole-qa.nci.nih.gov/JSUtil.js
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Script URL

//*************************** Useful 
functions ***************************
//
var browserName = navigator.appName;
var browserVersion = navigator.appVersion;
var IE = document.all;
var CHROME = !IE && (browserVersion.indexOf
("Chrome") != -1);
var FIREFOX = !IE && !CHROME && 
(browserName.indexOf("Netscape") != -1);
var OTHER = !IE && !CHROME && !FIREFOX;

//
//Find an object and return its size and 
position.
//If the object is the body, then return the 
visible
//dimensions rather than the total size of 
the page.
function findObject(obj) {

var objPos = new Object();
objPos.obj = obj;
if (obj == document.body) {

 if (window.innerWidth) {
//standards compliant
objPos.w = window.innerWidth;
objPos.h = window.innerHeight;

 }
 else if ( (document.documentElement) 

&&

(document.documentElement.clientWidth) &&

(document.documentElement.clientHeight != 
0) ) {

//IE6 in standards mode
objPos.w = 

document.documentElement.clientWidth;
objPos.h = 

document.documentElement.clientHeight;
 }
 else {

...

https://ctpconsole-qa.nci.nih.gov/JSUtil.js
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Script URL

function loaded() {
var tools = new Array();
tools[tools.length] = new PopupTool

("/icons/save.png", "Save", null, save);
tools[tools.length] = new PopupTool

("/icons/home.png", "Return to the home 
page", home, null);

setPopupToolPanel( tools );

showHideColumns();
}
window.onload = loaded;

function save() {
var form = document.getElementById

("formID");
form.target = "_self";
form.submit();

}

function toggleRoles(n, event) {
var evt = getEvent(event);
var cb = getSource(evt);
var sel = cb.checked;
var table = document.getElementById

("userTable");
var tbody = table.tBodies[0];
var rows = tbody.getElementsByTagName

("TR");
for (var i=0; i<rows.length; i++) {

var cbs = rows[i].getElementsByTagName
("INPUT");

cbs[n+1].checked = sel;
}

}

function showHideColumns() {
...

https://ctpconsole-
qa.nci.nih.gov/UserManagerServlet.js
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Script URL

function loaded() {
var tools = new Array();
tools[tools.length] = new PopupTool

("/icons/save.png", "Save", null, save);
tools[tools.length] = new PopupTool

("/icons/home.png", "Return to the home 
page", home, null);

setPopupToolPanel( tools );

showHideColumns();
}
window.onload = loaded;

function save() {
var form = document.getElementById

("formID");
form.target = "_self";
form.submit();

}

function toggleRoles(n, event) {
var evt = getEvent(event);
var cb = getSource(evt);
var sel = cb.checked;
var table = document.getElementById

("userTable");
var tbody = table.tBodies[0];
var rows = tbody.getElementsByTagName

("TR");
for (var i=0; i<rows.length; i++) {

var cbs = rows[i].getElementsByTagName
("INPUT");

cbs[n+1].checked = sel;
}

}

function showHideColumns() {
...

https://ctpconsole-
qa.nci.nih.gov/UserManagerServlet.js

function goto(context,p,s,qp,valueID) {
    window.open('/'+context+'?
p='+p+'&s='+s+'&'+qp+'='+document.getElementB
yId(valueID).value,'_self');}

https://ctpconsole-
qa.nci.nih.gov/databaseverifier

document.getElementById('username').focus(); https://ctpconsole-qa.nci.nih.gov/login

function adjustHeight() {
var logtext = document.getElementById

('logtext');
var h = getHeight() - logtext.offsetTop;
if (h < 50) h = 50;
logtext.style.height = h;

}
function getHeight() {

if (document.all) return 
document.body.clientHeight;

return window.innerHeight - 22;
}
onload = adjustHeight;
onresize = adjustHeight;

https://ctpconsole-qa.nci.nih.gov/logs

window.open('/','_self'); https://ctpconsole-qa.nci.nih.gov/logs
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Script URL

    function setFocus() {
     var x = document.getElementById('phi');
     if (x) x.focus();
    }
    window.onload = setFocus;

https://ctpconsole-qa.nci.nih.gov/lookup

 var tools = new Array( new PopupTool
("/icons/home.png", "Return to the home 
page", "/", null) );

 function loaded() { setPopupToolPanel
( tools ); }
    window.onload = loaded;

https://ctpconsole-qa.nci.nih.gov/system

 var home = "/"; https://ctpconsole-qa.nci.nih.gov/users

save(); https://ctpconsole-qa.nci.nih.gov/users

showHideColumns() https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(0,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(1,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(2,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(3,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(4,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(5,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(6,event) https://ctpconsole-qa.nci.nih.gov/users

toggleRoles(7,event) https://ctpconsole-qa.nci.nih.gov/users

Comments

N/A

Cookies

Name Value URL

67527124183266005
23734472240831398
2495

RSNASESSION

28172193088013355
58678922620302968
83531

RSNASESSION https://ctpconsole-qa.nci.nih.gov/login

Application URLs

• https://ctpconsole-qa.nci.nih.gov/

• https://ctpconsole-qa.nci.nih.gov/JSAJAX.js

• https://ctpconsole-qa.nci.nih.gov/JSPopup.js

10/22/2012 9:45:51 AM 28/35



• https://ctpconsole-qa.nci.nih.gov/JSTableSort.js

• https://ctpconsole-qa.nci.nih.gov/JSUser.js

• https://ctpconsole-qa.nci.nih.gov/JSUtil.js

• https://ctpconsole-qa.nci.nih.gov/UserManagerServlet.js

• https://ctpconsole-qa.nci.nih.gov/configuration

• https://ctpconsole-qa.nci.nih.gov/daconfig

• https://ctpconsole-qa.nci.nih.gov/databaseverifier

• https://ctpconsole-qa.nci.nih.gov/idmap

• https://ctpconsole-qa.nci.nih.gov/login

• https://ctpconsole-qa.nci.nih.gov/logs

• https://ctpconsole-qa.nci.nih.gov/lookup

• https://ctpconsole-qa.nci.nih.gov/objecttracker

• https://ctpconsole-qa.nci.nih.gov/quarantines

• https://ctpconsole-qa.nci.nih.gov/script

• https://ctpconsole-qa.nci.nih.gov/shutdown

• https://ctpconsole-qa.nci.nih.gov/status

• https://ctpconsole-qa.nci.nih.gov/system

• https://ctpconsole-qa.nci.nih.gov/users

• https://ctpconsole-qa.nci.nih.gov/icons/

• https://ctpconsole-qa.nci.nih.gov/logs/

• https://ctpconsole-qa.nci.nih.gov/logs/all.log.2012-10-10

• https://ctpconsole-qa.nci.nih.gov/logs/ctp.log.2012-10-10
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Cacheable SSL Page Found

Application

WASC Threat Classification

Application Privacy Tests

CVE ID(s)

N/A

CWE ID(s)

525

Security Risks

It is possible to gather sensitive information about the web application such as usernames, 
passwords, machine name and/or sensitive file locations

Possible Causes

Sensitive information might have been cached by your browser

Technical Description

Most web browsers are configured by default to cache the user's pages during use. This means that 
SSL pages are cached as well. 
It is not recommended to enable the web browser to save any SSL information, since this information 
might be compromised when a vulnerability exists.

General Fix Recommendations

Disable caching on all SSL pages or all pages that contain sensitive data.
This can be achieved by using "Cache-Control" response directives (private, no-cache, no-store) in 
your login page headers.
Cache-Control: private - This directive instructs proxies that the page contains private information, and 
therefore should not be cached. However, it does not instruct browsers to refrain from caching the 
pages.
Cache-Control: no-cache - This directive also instructs proxies that the page contains private 
information, and therefore should not be cached. It also instructs the browser to revalidate with the 
server to check if a new version is available. This means that the browser may store sensitive pages 
or information to be used in the revalidation. Certain browsers do not necessarily follow the RFC and 
may treat no-cache as no-store.
Cache-Control: no-store - This is the most secure directive. It instructs both the proxy and the browser 
not to cache the page or store it in its cache folders.

10/22/2012 9:45:51 AM 30/35



References and Relevant Links

N/A
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Missing Secure Attribute in Encrypted Session (SSL) Cookie

Application

WASC Threat Classification

Application Privacy Tests

CVE ID(s)

N/A

CWE ID(s)

614

Security Risks

It may be possible to steal user and session information (cookies) that was sent during an encrypted 
session

Possible Causes

The web application sends non-secure cookies over SSL

Technical Description

During the application test, it was detected that the tested web application set a cookie without the 
"secure" attribute, during an encrypted session. Since this cookie does not contain the "secure" 
attribute, it might also be sent to the site during an unencrypted session. Any information such as 
cookies, session tokens or user credentials that are sent to the server as clear text, may be stolen and 
used later for identity theft or user impersonation.
In addition, several privacy regulations state that sensitive information such as user credentials will 
always be sent encrypted to the web site

General Fix Recommendations

Basically the only required attribute for the cookie is the "name" field. Common optional attributes are: 
"comment", "domain", "path", etc.
The "secure" attribute must be set accordingly in order to prevent to cookie from being sent 
unencrypted.
RFC 2965 states:
"The Secure attribute (with no value) directs the user agent to use only (unspecified) secure means to 
contact the origin server whenever it sends back this cookie, to protect the confidentially and 
authenticity of the information in the cookie."
For further reference please see the HTTP State Management Mechanism RFC 2965 at: 
http://www.ietf.org/rfc/rfc2965.txt
and for "Best current practice" for use of HTTP State Management please see 
http://tools.ietf.org/html/rfc2964
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References and Relevant Links

Financial Privacy: The Gramm-Leach Bliley Act
Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act
California SB1386
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http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act/
http://www.hhs.gov/ocr/hipaa/
http://www.sec.gov/spotlight/sarbanes-oxley.htm
http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html


Query Parameter in SSL Request

Application

WASC Threat Classification

Application Privacy Tests

CVE ID(s)

N/A

CWE ID(s)

598

Security Risks

It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. 
that are sent unencrypted

Possible Causes

Query parameters were passed over SSL, and may contain sensitive information

Technical Description

During the application test, it was detected that a request, which was sent over SSL, contained 
parameters that were transmitted in the Query part of an HTTP request.
When sending requests, the browser's history can be used to reveal the URLs, which contain the 
query parameter names and values.
Due to the sensitivity of encrypted requests, it is suggested to use HTTP POST (without parameters in 
the URL string) when possible, in order to avoid the disclosure of URLs and parameter values to 
others.

General Fix Recommendations

Make sure that sensitive information such as:
 - Username
 - Password
 - Social Security number
 - Credit Card number
 - Driver's License number
 - e-mail address
 - Phone number
 - Zip code
is always sent in the body part of an HTTP POST request.
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References and Relevant Links

Financial Privacy: The Gramm-Leach Bliley Act
Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act
California SB1386

10/22/2012 9:45:51 AM 35/35

http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act/
http://www.hhs.gov/ocr/hipaa/
http://www.sec.gov/spotlight/sarbanes-oxley.htm
http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html

