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1.0
Introduction
1.1
Purpose

This caDSR Password Change Station Test Report provides a summary of the results of test performed as outlined within this document.
2.0
Test Summary
Project Name:  caDSR Password Change Station
System Name:  caDSR
Version Number: 1.0 
2.1
System Testing
Test Owner:  Rui Chen
Test Date: 11/20/2012 – 10/26/2012
Test Tag: 1.0.0-buildrc7c
Test Results:
	 Total Test cases
	Executed Test Cases
	Defects
	Comments

	 114
	114
	3 
	3 defects are in “HOLD” status for future release. One trivial improvement recorded for future release.


3.0
Test Assessment

QA team has performed 7 iterations of system testing against caDSR Password Change Station module. The tests are functional test cases which covered all requirements of the caDSR Password Change Station. The test also covers all normal flows of the modules as well as abnormal flow of the module.

4.0
Test Results

QA team has performed the system testing against caDSR Password Change Station module. All test case executions were performed according to the predefined procedures. All test cases passed.
4.1
 TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 UNIT/MODULE/SYSTEM Testing

Unit, module, and system integration testing activities were performed during the development of the system build or release.

4.2
 TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 System Testing

The table below summarizes the results of system testing:
	Test Name
	IE 8
	FF 3.15

	R001_UI link
	Pass
	Pass

	R002_Change Password when security question is set
	Pass
	Pass

	R003_Change Password when security question is not set
	Pass
	Pass

	R004_invalid password change
	Pass
	Pass

	R005_Create security question
	Pass
	Pass

	R006_change security questions
	Pass
	Pass

	R007_Forgot My Password
	Pass
	Pass

	R008_Unlock My Account
	Pass
	Pass

	R009_Change password at least every 60 days
	Pass
	Pass

	R010_password minimum age 1 day
	Pass
	Pass

	R011_previous 24 passwords cannot be reused
	Pass
	Pass

	R012_Password Restrictions
	Pass
	Pass

	R013_Password Lock
	Pass
	Pass

	R014_ reset security question when the account is locked
	Pass
	Pass

	R015_setup security question when the account is expired
	Fail(tracker92)
	Fail

	R016_Forgot My Password" when account is locked
	Pass
	Pass

	R017_Unlock My Account when account is locked
	Pass
	Pass

	R018_unlock account in different browser session
	Pass
	Pass

	R019_admin unlock
	Pass
	Pass

	R020_Forgot My Password when account is expired
	Pass
	Pass

	R021_Unlock Account when account is expired
	Pass
	Pass

	R022_reset password when security question is not set
	Pass
	Pass

	R023_Password Expiration Notification with valid email address
	Pass
	Pass

	R025_Password Expiration Notification with invalid email address
	Pass
	Pass

	R026_change special account password
	Pass
	Pass

	R027_userid case insensitive on Change Password page
	Pass
	Pass

	R028_userid case insensitive on Setup Security Question page
	Pass
	Pass

	R029_reuse previous password
	Pass
	Pass

	R030_page title
	Pass
	Pass

	R031_Tool URL
	Pass
	Pass

	R032_remove abundant question
	Pass
	Pass

	R033_locked account message
	Pass
	Pass

	R034_setup security question reminder
	Pass
	Pass

	R035_page header
	Pass
	Pass

	R036_instructional text
	Pass
	Pass

	R037_Redirect after password is changed successfully
	Pass
	Pass

	R038_Cursor location when answering questions
	Pass
	Pass

	R039_lock security question on Forgot My Password page
	Pass
	Pass

	R040_lock security question on Unlock My Account Page 
	Pass
	Pass

	R041_security question unlock on Forgot My Password page
	Pass
	Pass

	R042_security question unlock on Unlock My Account page
	Pass
	Pass

	R043_user account unlock after one hour
	Pass
	Pass

	R044_nonExistingID
	Pass
	Pass

	R045_remove "Back to password change logon" link 
	Pass
	Pass

	R046_Fix Link in Locked Message
	Pass
	Pass

	R047_Seperate Password Change page into two pages
	Pass
	Pass

	R048_Malfunction to verify repeated new password 
	Pass
	Pass

	R049_Display account locked message on Change Password page
	Pass
	Pass

	R050_Display userid doesnot exist message on Change Password page
	Pass
	Pass

	R051_CDECart Login
	Pass
	Pass

	R052_CDE Cart usage
	Pass
	Pass

	R053_Curation Login
	Pass
	Pass

	R054_Admin Login
	Pass
	Pass

	R055_Form Builder Login
	Pass
	Pass

	R056_Form Cart usage
	Pass
	Pass

	R057_Sentinel Login
	Pass
	Pass


4.3  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Regression Testing

This is a new release. No regression testing.
4.4  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Performance Testing

Performance testing is out of scope for this release of caDSR Password Change Station.
4.5  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 508 Compliance Testing

508 Compliance testing is performed on QA tier and reaches 96.67%.  

The report can be viewed at:

http://137.187.182.148:9999/MKP/reports/CBIIT-CB/cadsrpasswordchange-qa_2012-11-26_1549/HHS_Report.html .

5.0
Variances

No variance was observed between the testing that was planned and the testing that actually occurred.  
The test environment was set up by the system team is identical to the actual operational environment.
6.0
Test Instances
6.1  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Resolved Test Incidents
	
	

	Key
	Summary

	CADSRPASSW-91
	PCS doesn’t display “User ID does not exist” message on Change Password function’s first page in certain cases

	CADSRPASSW-90
	PCS doesn’t check whether account is locked on Change Password function’s first page in in certain cases

	CADSRPASSW-89
	Instruction text on Change Password page

	CADSRPASSW-88
	Malfunction to verify repeated new password

	CADSRPASSW-87
	Locked account with an empty/NULL LOCK_DATE display incorrect validation message

	CADSRPASSW-85
	special account check should be moved to Change Password function page 1

	CADSRPASSW-84
	Notification of password expiration should exclude newly created account

	CADSRPASSW-83
	PCS sets account expiry_date to a weird date when PCS sets account status to “EXPIRED”

	CADSRPASSW-82
	expired account can setup security question with wrong password

	CADSRPASSW-81
	Should put the page content in the middle of the page

	CADSRPASSW-79
	Please add how long the account will be locked into lock message

	CADSRPASSW-78
	Should check whether account is locked on Change Password page 2

	CADSRPASSW-77
	Please line up all fields on Setup Security Question page in IE browser

	CADSRPASSW-75
	Change "Unlock My Password" in the locked message to point to correct tier, also change the text to "Unlock My Account"

	CADSRPASSW-74
	Should remove "Back to password change logon" link on Forgot My Password and Unlock My account page

	CADSRPASSW-73
	Should not see blank screen when user enters wrong userid on Change Password or Setup Security Question page

	CADSRPASSW-72
	User should be able to receive second round of expiration notification

	CADSRPASSW-71
	Still receive hourly email for account pw9 in tag RC6

	CADSRPASSW-70
	Account that will be expired within 14 days but more than 4 days should not receive daily notification

	CADSRPASSW-69
	ORA-01400 and ORA-12899 error due to empty DATE_MODIFIED and DELIVERY_STATUS

	CADSRPASSW-68
	Password expiring notice subject and message is inaccurate

	CADSRPASSW-67
	Unused accounts that starts with DEVELOPER should be disabled from the database

	CADSRPASSW-66
	Password expiring notification types sent more than once

	CADSRPASSW-65
	email notification should not be sent every hour

	CADSRPASSW-64
	Please make build name displays correct tag

	CADSRPASSW-63
	Should display tier name in account expiration notification

	CADSRPASSW-62
	Add user id into caDSR password expiration notice

	CADSRPASSW-61
	Should not allow special accounts password to be changed in Password Change Station

	CADSRPASSW-60
	Should display account locked message on the 6th time user enters invalid password

	CADSRPASSW-59
	Expiration email notice should be sent daily whenever the account is within 4 days of expiring

	CADSRPASSW-58
	Fail to save security questions

	CADSRPASSW-57
	Help link is broken in QA tier

	CADSRPASSW-56
	Didn't receive password expiration notification on QA tier

	CADSRPASSW-55
	caDSR Password Station cannot unlock user account after account is locked for one hour

	CADSRPASSW-54
	Should display meaningful error message when account is expired and user tries to reset security question

	CADSRPASSW-53
	User should be able to change password with valid expired password

	CADSRPASSW-52
	Get "User ID does not exist" message when enter valid user id on Forgot My Password or Unlock My Password page

	CADSRPASSW-50
	Should display meaningful error message when account is locked and user tries to change password

	CADSRPASSW-49
	Should display meaningful error message when account is locked and user tries to reset security question

	CADSRPASSW-48
	On change password page, should check whether old password is valid or not before check other restrictions

	CADSRPASSW-47
	Help link is broken

	CADSRPASSW-46
	DataSource.getConnection(String username, String password) overwriting DataSource.getConnection()

	CADSRPASSW-45
	Page title "Unlock My Password” or "Unlock My Account"

	CADSRPASSW-44
	Extra character is displayed on top of the Unlock My Password Question 1 page

	CADSRPASSW-43
	Reset security questions/answers are the same

	CADSRPASSW-25
	Question appears twice in Security Questions list

	CADSRPASSW-24
	Version ID bar at bottom of page is missing

	CADSRPASSW-16
	User should not be able to reset password when security question is not set

	CADSRPASSW-15
	Password change station should not treat user id as case sensitive

	CADSRPASSW-14
	user account should be locked when user tries to login to caDSR applications 6 times with invalid password

	CADSRPASSW-13
	When account is locked, user should not be able to change password without answering security question

	CADSRPASSW-12
	Password Change Station doesn't verify input "Current Password" is correct or not

	CADSRPASSW-10
	Change "1 days" to "1 day"

	CADSRPASSW-9
	Existing caDSR account user was able to change back to an recently used password after apply the new profile

	CADSRPASSW-8
	When user tries to create a password longer than 30 characters, the displayed error message is not clear

	CADSRPASSW-7
	User shouldn't be able to change password more than once within one day

	CADSRPASSW-6
	There is a “Skip Navigation” link on the top left corner in FF browser

	CADSRPASSW-4
	When assign profile to existing caDSR users, user accounts expire immediately

	CADSRPASSW-3
	Users can never re-use an old password

	CADSRPASSW-2
	Please update "Create caDSR Users" page

	CADSRPASSW-1
	Password must start with a letter


6.2  TC  "\"5.A.  CMS Employees and Users of CMS IT Resources\"" \l 2 Unresolved Test Incidents
	CADSRPASSW-5
	Summary: caDSR Password is not case sensitive

	
	Description: caDSR Password is not case sensitive. If user's password is "ABcd123$", he can login with password "abCD123$" too.

	
	Type: Defect

	
	Priority: Minor

	
	Status: On Hold


Password Restrictions instruction is modified to avoid leading users thinks that PCS support case sensitive case. Screenshot is attached.
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	CADSRPASSW-11
	Summary: 

Modify the number of questions to be configurable

	
	Description: 

The caDSR Password Change Station allows users to reset their password if they can correctly answer three questions that they previously created. This is consistent with the NIH approach for resetting passwords which requires answering three questions.

The Architecture Review Board (ARB) recommended that the number of questions should be configurable (property in a properties file) and the questions and answers stored in an array. 

	
	Type: Defect

	
	Priority: Minor

	
	Status: On Hold


	CADSRPASSW-86
	Summary: On Change Password function page 1, should check whether login id is special account

	
	Description: 

In previous build, change password function only has one page. User enter user id/old password/new password, clicks “Change” button. If the account is a special account (GUEST, ect), user will see message “Account is a special account, password cannot be changed.”.

In the latest version (0.0-buildrc7a), change password function was divided into two pages, the special account check only happens on second page. So now if user triest to change password for a special account, the workflow is:
1. User click Change Password link to open Change Password page 1.
2. If user types “guest” in page1 and click Next button, he/she will asked to setup security question for “guest” account. 
3. User setups security question, questions can be saved successfully.
4. User goes back to password change page1, enter login id "GUEST", click NEXT button, change password page2 opens, 
5. User enter Login Id guest/old password/new password, click Change button, now user will see message “Account is a special account, password cannot be changed.”

It’s better to check whether login id is a special account on both pages.

Anyway user doesn't suppose to change password for special account, and the function works fine. This improvement should has lowest priority.

	
	Type: Improvement

	
	Priority: Minor


	CADSRPASSW-92
	Summary: 

PCS fail to setup security question or change password when expiry_date already passed and account status is still “OPEN” 

	
	Description: 

Tested in QA Build 1.0.0.201211201333 (tag RC7c )

The defect only happens when account expiry_date already passed and account status is still “OPEN”. Once account status changes to “EXPIRED”, user can setup security question or change password successfully.

Test account pw7’s expiry_date was a past date (sometime last week). I didn’t use account pw7 after the expiry_date, so pw7’s account status in DB is still “OPEN”. I try to setup Security Question with correct but expired password today, get error message saying the userid/password is incorrect, at the same time, PCS changes pw7’s status to “EXPIRED”. When I type in same password one more time, security questions are saved successfully (because the account status is not “OPEN” any more).

Similar issue happens on “Change Password” page.

This case is rare. Once the above case happens, PCS will change account status from “OPEN” to “EXPIRED”, then user will be able to setup security question/change password without problem.

Workaround: try setup question or change password one more time. 

	
	Type: Defect

	
	Priority: Trivial

	
	Status: On Hold


7.0
Recommendations
1. Based on DEV team government manager’s recommendation, 3 defects and 1 improvement will be defered for future release. Management team comments are recorded in JIRA tracker.

CADSRPASSW-5
CADSRPASSW-11
CADSRPASSW-86
CADSRPASSW-92
2. It is known that QA App Scan is pending. Once App Scan result is approved by peer review, a final approval will be granted to move caDSR Password Stage to Stage tier. 
APPENDIX A: Test Report Approval

The undersigned acknowledge they have reviewed the caDSR Password Change Station Test Report and agree with the approach it presents. Changes to this Test Report will be coordinated with and approved by the undersigned or their designated representatives.

	Signature:
	
	Date:
	

	Print Name:
	
	
	

	Title:
	
	
	

	Role:
	Project Manager
	
	


APPENDIX B: REFERENCES

The following table summarizes the documents referenced in this document.

	Document Name and Version
	Description
	Location

	caDSR Password Security Framework 1.0 Scope
	Requirement functional and non-functional requirement   to business requirements
	https://wiki.nci.nih.gov/x/xgAoB   

	caDSR Password Information
	Functional requirements implementation detail  
	https://wiki.nci.nih.gov/pages/viewpage.action?pageId=72352476 

	caDSR Password Security Framework 1.0  Release Notes
	Release notes for caDSR Password Change Station 1.0
	https://wiki.nci.nih.gov/display/caDSR/caDSR+Password+Change+Station+1.0+Release+Notes 


APPENDIX C: KEY TERMS

The following table provides definitions for terms relevant to this document.

	Term
	Definition

	Unit testing
	Unit testing is a method by which individual units of source code are tested to determine if they are fit for use. A unit is the smallest testable part of an application. In procedural programming a unit may be an individual function or procedure. Unit tests are created by programmers or occasionally by white box testers.

	Functional testing
	Functional or System testing of software or hardware is testing conducted on a complete, integrated system to evaluate the system's compliance with its specified requirements. System testing falls within the scope of black box testing, and as such, should require no knowledge of the inner design of the code or logic.

	Load testing
	Load testing is the process of putting demand on a system or device and measuring its response. Load testing is performed to determine a system’s behavior under both normal and anticipated peak load conditions. It helps to identify the maximum operating capacity of an application as well as any bottlenecks and determine which element is causing degradation. When the load placed on the system is raised beyond normal usage patterns, in order to test the system's response at unusually high or peak loads, it is known as stress testing. The load is usually so great that error conditions are the expected result, although no clear boundary exists when an activity ceases to be a load test and becomes a stress test.

	Volume testing
	Volume Testing belongs to the group of non-functional tests, which are often misunderstood and/or used interchangeably. Volume testing refers to testing a software application with a certain amount of data. This amount can, in generic terms, be the database size or it could also be the size of an interface file that is the subject of volume testing. For example, if you want to volume test your application with a specific database size, you will expand your database to that size and then test the application's performance on it. Another example could be when there is a requirement for your application to interact with an interface file (could be any file such as .dat, .xml); this interaction could be reading and/or writing on to/from the file. You will create a sample file of the size you want and then test the application's functionality with that file in order to test the performance.

	Acceptance testing
	Acceptance testing by the system provider is often distinguished from acceptance testing by the customer (the user or client) prior to accepting transfer of ownership. In such environments, acceptance testing performed by the customer is known as user acceptance testing (UAT). This is also known as end-user testing, site (acceptance) testing, or field (acceptance) testing.

A smoke test is used as an acceptance test prior to introducing a build to the main testing process.

	 Usability testing
	Usability testing is a technique used to evaluate a product by testing it on users. This can be seen as an irreplaceable usability practice, since it gives direct input on how real users use the system.[1] This is in contrast with usability inspection methods where experts use different methods to evaluate a user interface without involving users.

	Compatibility testing
	Compatibility testing, part of software non-functional tests, is testing conducted on the application to evaluate the application's compatibility with the computing environment. Computing environment may contain some or all of the below mentioned elements: Browser compatibility (Firefox, Netscape, Internet Explorer, Safari, etc.)

	Conformance testing
	Conformance testing or type testing is testing to determine whether a product or system meets some specified standard that has been developed for efficiency or interoperability.

To aid in this, many test procedures and test setups have been developed, either by the standard's maintainers or external organizations, specifically for testing conformance to standards.

	Regression testing
	Regression testing is any type of software testing that seeks to uncover software errors by partially retesting a modified program. The intent of regression testing is to provide a general assurance that no additional errors were introduced in the process of fixing other problems. Regression testing is commonly used to test the system efficiently by systematically selecting the appropriate minimum suite of tests needed to adequately cover the affected change. Common methods of regression testing include rerunning previously run tests and checking whether previously fixed faults have re-emerged.

	Stress testing
	Stress testing refers to tests that put a greater emphasis on robustness, availability, and error handling under a heavy load, rather than on what would be considered correct behavior under normal circumstances. In particular, the goals of such tests may be to ensure the software does not crash in conditions of insufficient computational resources (such as memory or disk space), unusually high concurrency, or denial of service attacks.
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