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October 27, 2012
Re: NCI policies on PHI protection assurance in place for network-accessible clinical image databases
Dear Dr. Barboriak:
I would like to inform you and the IRB at DUMC of the policies that NCI - specifically NCI’s Cancer Imaging Program (CIP), Divisions of Cancer Treatment and Diagnosis (DCTD) and NCI Center for BioInformatics (NCICB) - have in place to assure protection from exposure of individual PHI for the image data contained in the network-accessible clinical image collections that provide a research repository known as the NCI Image Archive (NCIA). 
The standard operating process begins with procedures required of researchers who plan to contribute clinical images to the NCIA for the purpose of enabling cross-disciplinary research. The image contributor must first receive agreement from their local IRB that a de-identified version of the images they choose to contribute can qualify for a waiver as de-identified under standard HIPAA definitions. Definition of elements that must be de-identified are enumerated as 18 items and can be found on the HHS and NIH websites (document attached). Since the DICOM tag structure of clinical MR and CT images are clearly defined as an industrial standard, the PHI components can easily be removed by automatic software processes. 
If the research requires retention of some relevant therapeutic dates the process can follow a “limited data-use dataset” structure whereby NCI places such images in a role-based secure partition of the archive and requires known identified users to fill out a “limited data-use agreement” Attached is such a document that NCI collects from listed users of that data. Once the local IRB has formally agreed that the data collection qualifies for a waiver, the contributor performs the de-identification at his/her local institution. Only then does (s)he transfer the dataset to NCI CIP by secure SFTP or by hardware. Upon receipt, CIP and NCICB inspect the DICOM tags and perform a second de-identification process so as to assure NCI to the greatest extent possible that there is no residual undetected PHI in those files. Once the dataset is considered PHI cleansed by a curation process, it is mounted on the network server for wider researcher access. If the dataset is defined as “limited use” it can be accessed only on a role-security basis by those investigators that sign and agree to the CIP limited use policies (attached).
How and where data will be stored: 
Once the image data is electronically submitted over an SSL (Secure Sockets Layer) connection to the NCIA, the data will physically reside at an NCI secure data center in Gaithersburg, Maryland.  The servers are maintained and operated by the information technology staff of the National Cancer Institute, and data is backed up nightly.  The results of analysis and related explanation/documentation will be transferred to a website called RIDER GFORGE: http://gforge.nci.nih.gov/projects/rider/. 
          How database access is managed: 
The NCIA is a publically accessible database of images and related data, with controlled access to particular image collections implemented using the CSM (Common Security Module), a role-based security mechanism.  All users must register to use the online NCIA system.  Once registered, access to protected data is granted through an approved process managed by the information technology staff of the National Cancer Institute. 
Should you or your IRB have any further questions about NCI CIP PHI protection policies in place for assurance, please feel free to contact me.
Sincerely yours,

C. Carl Jaffe, MD 

Branch Chief, Diagnostic Imaging Branch, Cancer Imaging Program, NCI
