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1.0 Key Accomplishment

1.1 Enhancement of existing EVS tools
· Operations and Maintenance (O&M) for Terminology Browsers
· NCI Metathesaurus Browser

· None
· NCI Term Browser

· MedDRA user validation web server change. 

· The MSSO team is planning to change the domain name and IP address of their server hosting the MedDRA user validation software in early Jan, 2013. The new domain name would be www.meddra.org, and the IP would be 67.207.152.104. Their exact switch over date has not been set. 
· Performed preliminary testing and observed that the web service application for validating MedDRA user might have not been set up on the new server yet. Will continue to collaborate with the MSSO IT group to ensure that the MedDRA Security Token code in EVS Focus applications would remain to function properly after MSSO ports the web service to their new server.  
· The MSSO IT team indicated that MSSO would not be able to implement a fault tolerant MedDRA user subscription validation web service with 100% availability.
· One solution would be to set up an encrypted data sync so MSSO server would push the subscriber IDs to a server at NCI.  The LexEVS server can use these data to verify subscriptions. With this solution, any downtime of the MSSO's web server would not directly affect multiple NCI and other dependent applications such as FDA’s CTR system.

· [GF#32175] Better error handling of invalid input

· Started to review the work done by the Open Web Application Security Project (OWASP) to determine if any code can be reused for the EVS tools.

· CTR Team Support.

· The CTR development team would like to discuss some performance issues and possible new requirements for the terminology server. 

· Discussed MedDRA primary path caching options with the CTR developer team.

· Met with the CTR development team to discuss alternative methods for retrieving MedDRA primary path data (Note: primary path is a simple path connecting a MedDRA PT to its primary SOC). One option would be to add the primary path data to the MedDRA RRF data files so once these data files are loaded by the RRF loader to the LexEVS server, the primary path would automatically appear as a property of each MedDRA PT. The name of the property can be set to PRIMARY_PATH. The value of the property will be a pipe-delimited codes and names of PT, HLT, HLGT, and SOC nodes belonging to the path. (Note: Each MedDRA PT already has a PRIMARY_SOC property). This eliminates the need to search for primary paths in the CTR application on runtime, and the threading problems reported by the CTR team would become irrelevant. The length of the code segment can be reduced to < 50 lines. 

· Reviewed the code segments distributed by the CTR team. 

· Provide suggestions to the CTR team on the code segments used by the CTR team to retrieve MedDRA primary path data from the LexEVS server.

· [GF#32405] Bad link on Subset Summary page.

· The broken link was caused by a deprecated JSP; the error has been corrected.

·   DEV server redeployed for user verification. 

·   Scanned all JSPs and found no similar bad link occurrence.
· Merged Branch (version 2012-06-13.1-v2.1/ ) into trunk. The trunk version has some low vulnerabilities fixes. Will continue working on the low vulnerability fixes on the trunk version (See GF#32175 below). According to the Security team, “All CBIIT applications in development are required to have a “clean” AppScan (i.e., no HIGH or MEDIUM vulnerabilities) completed on the STAGE tier prior to the application being promoted to PRODUCTION. At this time, AppScans on the lower tiers are not required; however, “best practices” suggest that additional scans should be run during the development and QA processes to address vulnerabilities early.”
· [GF#32151] Need Skip Navigation links on custom reports page.

· Completed.
· Project Management

· Completed Weekly Status Reports.
· O&M for LexEVS

· [LEXEVS-523]  Critical vulnerability in Apache struts.
· Apache Struts2 is a web framework for creating Java web applications. There are known vulnerability issues in Apache Struts relating to the OpenSymphony XWork and the Object Graph Navigation Language (OGNL) libraries.
· The Apache Struts project team had indicated that the DoS and CSRT issues have been resolved in version 2.3.4.1 (See: http://struts.apache.org/2.x/docs/version-notes-2341.html, Security Bulletin S2-010 and S2-011 relating to Denial of Service (DoS) and Cross Site Request Forgery (CSRF) attacks)

· Reviewed Struts core source files and identified the dependencies between struts2-core-2.3.4.1.jar and ognl, freemarker, xwork, and velocity jars. So updating lexevsapi60.war to the corresponding new jars may resolve the distributed LexEVS server vulnerability problem.

· velocity-1.6.3

· ognl-3.0.5.jar
· freemarker-2.3.19.jar
· xwork-core-2.3.4.1.jar

· struts2-core-2.3.4.1.jar
· NCICBIIT Systems team would need some test cases for the web application security scanner AppScan application. Some potentially useful test cases are found at the following web site: 

https://www.sec-consult.com/files/20120104-0_Apache_Struts2_Multiple_Critical_Vulnerabilities.txt
· NCI Editing Tool Development & Deployment
· Protégé/NCIEditTab
· None.
· O&M for EVS Supplementary Tools
· NCI EVS General Purpose Report Writer.
· None.
· Term Suggestion Application

· None.
· EVS User Interface Component Framework

· None
1.2 Terminology Tools Support
· None

1.3 Development of new tools

· NCI Value Set Editor
· None
· EVS Concept Mapping Tool
· Exploring the methodology for handling the one-to-many relationship between a mapping source object and multiple mapping target objects.

· The data binding the source object and target objects can be treated as association qualifiers and stored in LexEVS AssocatedData objects. 
2.0 Meetings

· 10/17/2012 –  EVS Project Weekly Meeting

· 10/17/2012 –  EVS Weekly PM Meeting

· 10/17/2012 –  EVS Tools (LexEVS & EVS Focus) Meeting
· 10/24/2012 –  EVS Project Weekly Meeting

· 10/24/2012 –  EVS Weekly PM Meeting

· 10/24/2012 –  EVS Tools (LexEVS & EVS Focus) Meeting
· 10/24/2012 –  EVS Focus Kickoff Meeting
· 10/31/2012 –  EVS PM Weekly Meeting

· 10/31/2012 –  EVS Project Weekly Meeting

· 10/31/2012 –  EVS Tools (LexEVS & EVS Focus) Weekly Meeting
3.0 Issues and Recommended Resolutions

· None.
4.0 Planned Activities

· None
· Project Management

· None.
5.0 Deliverables

· None

