FISMA Security Templates and Forms

The links for security and privacy forms and templates listed below have been divided by functional areas to better assist you in locating specific forms
associated with security and/or privacy related activities that are described elsewhere in the NCI IT Security Website.

Prepare (RMF Step "0")

® ATO Schedule

Categorize System and Select Controls (FISMA Starter Kit) (RMF Steps 1 & 2)

® FIPS-199 System Categorization (FIPS-199)
© NIST SP 800-60 Volume 1 (Mapping Guidelines)
o NIST SP 800-60 Volume 2 (Information Types w/ provisional security impact level assignments)
® E-Authentication Risk Assessment (E-Auth)
® Privacy Impact Assessment (PIA) (right click and save to open)
® NCI Business Impact Analysis (BIA)

Implement Controls (RMF Step 3)

System Security Plans (SSPs)
© FISMA Moderate SSP (for non-cloud systems categorized as Moderate only)
© FISMA Low SSP (for non-cloud systems categorized as Low only)

" NIH Information Security Policy Handbook (Security Policies and Security Control Implementation Requirements)
(FOUO - Request from NCI ISSO Office)

System Standard Operating Procedure (SOP) templates

© NCI Identity and Access Management (IdAM)

© NCI Audit Management

© NCI System Physical and Environmental Control
© NIH IT General Rules of Behavior (RoB)

Configuration management

= Configuration Management Plan (CMP)

® NIH Memorandum of Understanding (MOU)

" |nterconnection Security Agreement (ISA)

® HHS/NIH Department Standard Warning Banner
Contingency planning and disaster recovery templates

" NIH Contingency Plan (CP)
" NIH Contingency Test Plan and After-Action Report

Incident response planning templates

® NIH Incident Response Plan (IRP)
® NIH Incident Response Plan Test

Assess Controls (RMF Step 4)
® Security Assessment Plan (SAP)

® Security Assessment Report (SAR)
® Plan of action and milestones (POA&M)

Authorize System (RMF Step 5)

® Authority To Operate Letter (ATO)

Monitor System (RMF Step 6)

® Security Impact Analysis (SIA)
® Annual Assessment (AA) Guidance
O AA Security Control Matrix by Fiscal Year (list of security controls to be assessed during AA)
" AA Supplemental Testing Guidance (guidance on testing and evidence to be requested during AA)


https://wiki.nci.nih.gov/download/attachments/384206504/ATO%20Schedule%20Template%202.5.pptx?version=1&modificationDate=1642012203000&api=v2
https://wiki.nci.nih.gov/display/NSCI/FISMA+Starter+Kit+Help
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20FIPS%20199%20System%20Categorization%20Template.docx?version=3&modificationDate=1582052349000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIST%20SP%20800-60v1r1%20-%20Volume%20I%20-%20Guide%20for%20Mapping%20Types%20of%20Information%20and%20Information%20Systems%20to%20Security%20Categories.pdf?version=1&modificationDate=1561043806000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIST%20SP%20800-60v2r1%20-%20Volume%202.pdf?version=1&modificationDate=1561043819000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/HHS%20E-Authentication%20Template.pdf?version=1&modificationDate=1576520871000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/PIA-NIH%20NCI%20%5BSystem%20Acronym%5D%20With%20Model%20Language%20v2.pdf?version=1&modificationDate=1590078504000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NCI%20Business%20Impact%20Analysis%20Template%20v1.1.docx?version=1&modificationDate=1574218926000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NCI%20System%20Security%20Plan%20%28SSP%29%20FISMA%20Moderate%20Template%202019.docx?version=1&modificationDate=1561045166000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NCI%20System%20Security%20Plan%20%28SSP%29%20FISMA%20Low%20Template%202019.docx?version=1&modificationDate=1561045174000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/FINAL_NCI_IdAM%20SOP%20Template_V1_2_.docx?version=1&modificationDate=1549376290000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/FINAL%20NCI%20AU%20Policy%20and%20SOP%20Rev%201_1%20Template.docx?version=1&modificationDate=1549376308000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/FINAL%20NCI_PE%20Policyand%20SOP%20Template.doc?version=1&modificationDate=1549376340000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20IT%20General%20Rules%20of%20Behavior%20v2.0.pdf?version=1&modificationDate=1561042664000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Configuration%20Management%20Plan%20%28CMP%29%20Template.docx?version=1&modificationDate=1549375819000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20MOU%20Template.docx?version=1&modificationDate=1549376148000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20MOU-ISA%20Template.docx?version=1&modificationDate=1549376163000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/HHS%20Standard%20Warning%20Banner%20Policy%2011_2016.docx?version=1&modificationDate=1549376389000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Contingency%20Plan%20%28CP%29%20Template.docx?version=1&modificationDate=1549376215000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Contingency%20Plan%20Test%20Template.DOCX?version=1&modificationDate=1549376235000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Incident%20Response%20Plan%20Template.docx?version=1&modificationDate=1551914351000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Incident%20Response%20Plan%20Test%20Template.docx?version=1&modificationDate=1551914358000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Security%20Assessment%20Plan%20%28SAP%29%20Template.docx?version=1&modificationDate=1549375231000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20Security%20Assessment%20Report%20%28SAR%29%20Template%20v1.3.docx?version=1&modificationDate=1585753590000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/POAM%20Template.xls?version=1&modificationDate=1549375795000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/ATO_Letter_template-NCI.doc?version=1&modificationDate=1600206084000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NCI_Security_Impact_Analysis_Template_v1.2.docx?version=1&modificationDate=1639149936000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/FINAL%20NCI_NIH%20OCIO%20FISMA%20Annual%20Control%20Assessment%20Guidance%2020210616%20v2.docx?version=1&modificationDate=1623873088000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20OCIO%20FISMA%20Annual%20Control%20Assessment.xlsx?version=1&modificationDate=1623777124000&api=v2
https://wiki.nci.nih.gov/download/attachments/384206504/NIH%20OCIO%20FISMA%20Annual%20Control%20Assessment%20Supplemental%20Testing%20Guidance.xlsx?version=1&modificationDate=1623873609000&api=v2
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