ELK Stack Configuration and Example Code

The Statistical Dashboard has some dependencies on the Apache Proxy access logs, with the possibilities of using Tomcat access logs as well as the
Apache Proxy error logs. These logs require parsing and shipping to an Elasticsearch intense for parsing into indexed documents which can be served
up, in turn, to an application framework such as Spring Boot, which can support a Ul for dashboard display. We are providing configuration files and
sample code as prototyping support should we use this approach for a dashboard back end.

ELK Stack

We built our prototypes with a minimal approach using the following applications as the tech stack. We may add Logstash if we see a need for its filtering
capabilities

® Filebeats
® Elasticsearch
® Kabana

Elasticsearch Configuration - default
Kabana Configuration - default

Filebeat Configuration
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Apache Module Configuration

# Mbdul e: apache
# Docs: https://ww. el astic.co/guide/en/beats/filebeat/7.9/fil ebeat-nodul e-apache. htni

- nodul e: apache
# Access | ogs
access:
enabl ed: true
var.paths: ["/var/|og/apache/access.|o0g"]
##The type:access_log will help us point these logs to the right direction
#i nput :
# processors:
# - add_fields:
# target: fields
#fiel ds:
# codec: plain
#type: access_| og

Java Code Snippet for Elasticsearch Query Over Indexes of Parsed Logs



We'll need a java implementation to Elasticsearch's REST API to provide to the service side of a Spring Boot based web application Ul.

RestTest.java

package search.client.test;

import java.io.|CException;
import java.util.concurrent. TimeUnit;

i mport org.apache. http. Header;

i mport org.apache. http. Htt pHost;

i nport org.apache. http.client.config. Request Confi g;

i mport org.apache. http. nessage. Basi cHeader ;

import org.elasticsearch. action. search. Sear chRequest ;
import org.elasticsearch. action. search. Sear chResponse;
import org.elasticsearch.client.Request;

inport org.elasticsearch.client.Request Opti ons;

import org.elasticsearch.client.Response;

inport org.elasticsearch.client.RestCient;

inport org.elasticsearch.client.RestCientBuil der;
import org.elasticsearch.client.RestH ghLeveldient;
inport org.elasticsearch. conmon. unit. Ti neVal ue;

import org.elasticsearch.index.query. QueryBuil ders;
import org.elasticsearch.search. SearchHits;

i nport org.elasticsearch. search. buil der. Sear chSour ceBui | der;

public class RestTest {

public void run() {

Rest Cl i entBuil der builder = Restdient.builder(
new Htt pHost ("l ocal host", 9200, "http"));
Header[] defaul t Headers = new Header[]{new Basi cHeader ("header", "val ue")};
bui | der. set Def aul t Header s( def aul t Header s) ;
bui | der . set Request Confi gCal | back(
new Rest d i entBuil der. Request Confi gCal | back() {
@verride
publ i ¢ Request Confi g. Bui |l der custonm zeRequest Confi g(
Request Confi g. Bui | der request Confi gBuil der) {
return request Confi gBuil der. set Socket Ti neout (10000) ;
}
s

Rest Hi ghLevel Cient restCient = new RestHi ghLevel Cient(builder);

Sear chSour ceBui | der sourceBui | der = new Sear chSour ceBui | der () ;

sour ceBui | der. query(QueryBui |l ders.termuery("event.outcone", "failure"));
sour ceBui | der. fron(0);

sour ceBui | der. si ze(5);

sour ceBui | der. ti neout (new Ti neVal ue(60, TineUnit.SECONDS));

Sear chRequest searchRequest = new Sear chRequest ();
/| sear chRequest . i ndi ces("posts");
sear chRequest . sour ce(sour ceBui | der);

Sear chResponse searchResponse = nul | ;

try {
sear chResponse = restd i ent.search(searchRequest, Request Opti ons. DEFAULT);

restdient.close();

} catch (I Cexception e) {
/] TODO Aut o-generated catch bl ock
e.printStackTrace();

}

SearchHits hits = searchResponse.getHits();
hits.forEach(x -> Systemout.println(x.toString()));

}



public static void main(String ...strings ) {
new Rest Test().run();

}
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